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Abstract

Reversible data hiding in the encrypted domain (RDH-ED) reversibly encode and decode information to an encrypted cover
medium without decrypting it. With the rapid development of multimedia applications, 3D models are considered as potential
cover media for reversible data hiding due to their intrinsic capacity and potential applications in various areas such as military
and medicine. In this paper, we propose a two-tier RDH-ED framework for 3D mesh models using the homomorphic Paillier
cryptosystem. Two homomorphic properties of the underlying cryptosystem are utilized to propose a two-tier RDH-ED
framework for end-to-end authentication and cloud data management. The proposed framework is successfully implemented
on various simple and dense meshes. The performance evaluation of the proposed framework shows high embedding rates.
Furthermore, it produces high-quality directly decrypted meshes from which information bits are extracted error-free and the
original meshes are recovered losslessly.

Keywords 3D mesh models - Encrypted domain - Homomorphic encryption - Paillier cryptosystem - Reversible data hiding

1 Introduction

Data hiding methods have received significant attention from
the researchers in the last few decades. Various data hiding
techniques have been reported in the literature for hiding
secret information in a cover medium [1,2]. The classi-
cal information hiding methods distort the cover medium
severely during the process of hiding the requisite informa-
tion. This drawback of classical information hiding methods
makes them ineffective for sensitive application fields such
as military, medicine, remote sensing, and law enforcement,
where lossless recovery of the cover medium is also required.
Researchers have proposed reversible data hiding (RDH)
methods in recent years to address the lossless recovery of
cover medium [3-6].

With the rapid development of online storage technologies
and swift growth of the Internet, the demand for outsourc-
ing multimedia to the cloud is increasing. Cloud computing
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provides an infrastructure for storing multimedia and data
manipulation. Nowadays, different kinds of multimedia are
usually stored in the cloud such as audio, video, images and
3D models. To manage the outsourced multimedia, the cloud
server embeds additional information into the multimedia
and uses this information for various purposes such as data
management, ownership identification and models integrity.
However, the cloud server is not allowed to make permanent
changes to the outsourced multimedia during information
embedding. In this context, RDH methods are used to recover
original outsourced multimedia and information extraction.

The classic RDH methods can be classified into three
major groups: difference expansion (DE) [3], histogram
shifting (HS) [4] and lossless compression [6]. The DE meth-
ods embed data into the cover medium by expanding the
difference of neighboring pixel values. DE has been exten-
sively investigated and extended to integer transformation
(IT) [7-10] and prediction-error expansion(PE) [11,12]. In
HS methods, a histogram of the cover image is first generated
and then data are embedded based on the zero or minimum
points of the histogram. Lossless compression-based meth-
ods compress certain portions of the original image that are
expected to produce distortion at data embedding and trans-
mit these compressed portions as part of embedding payload.
The work proposed in [13] provided equivalency between
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reversible data hiding and lossless compression by estimat-
ing the optimal modification probability [14,15].

The demand for protecting the uploaded contents for
outsourced storage of cloud service is increasing because
multimedia content can be easily copied, manipulated and
distributed. The leakage of private photographs of Holly-
wood actresses from iCloud is an example of the vulnerability
of outsourced data to possible attacks [16]. Conventional
encryption algorithms are widely used for protecting mul-
timedia content. The multimedia content is encrypted prior
to outsourcing. However, the encrypted content requires
decryption before any processing/embedding is conducted
in the cloud. This scenario is applicable when encryption
guarantees the protection of multimedia content against a
third party (intruder) while the involved parties (user and the
cloud server) trust one another. However, there can be situ-
ations in which the involved parties do not trust each other.
Let us consider the example of a patient who is under contin-
uous cloud-based health monitoring service in order to get a
pre-alert diagnosis for staying healthy. The patient may not
trust the service provider that will analyze his/her data and
the service provider may not disclose its processing algo-
rithm as it is the basis for its business. It is evident that the
encryption of outsourced multimedia contents and its pro-
cessing in the encrypted domain is required. This triggers
the cloud server to use RDH in the encrypted domain (RDH-
ED) for managing encrypted outsourced multimedia. Based
on the embedding mechanisms, the currently available RDH-
ED methods can be categorized into two broad categories: (1)
vacating room before encryption (VRBE) in which room for
information bits is created before encrypting the cover image
[17-19]; and (2) vacating room after encryption (VRAE) in
which information embedding is performed after encrypting
the cover image [20-24].

The VRBE- and VRAE-based RDH-ED methods [17—-
24] used private key cryptosystem for image encryption,
some RDH-ED methods with homomorphic public key cryp-
tosystem are proposed in [25-29]. In [25], each pixel of the
original image is divided into two parts (even integer and bit
part) and encrypted both the parts with Paillier cryptosystem.
The authors achieved information embedding in encrypted
image through the modification of magnitude relationship
of bit parts of two neighboring pixels. However, the method
proposed in [25] faces pixel overflow problem. In [26], an
improved method of [25] is proposed in order to avoid the
pixel overflow problem. The authors divided each pixel in the
original image into three parts using energy transfer equation
and information is embedded by manipulating these energy
parts. In [27], Wu et al. proposed two RDH-ED methods
using the homomorphic and probabilistic properties of the
Paillier cryptosystem for different application scenarios in
cloud platform. Zhang et al. [28] proposed a separable RDH-
ED with public key cryptosystem using histogram shrinking
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and Wet Paper Code (WPC). Xiang and Luo [29] proposed
separable RDH-ED with public key cryptosystem which
embeds data into encrypted image by shifting histogram of
the absolute difference of two neighboring pixels.

The research of RDH for digital images has received
tremendous attention from the research community and
numerous methods have been presented so far. However,
RDH for other types of media contents such as audio, video,
and 3D models is still in its emerging stage. The rapid devel-
opment of 3D multimedia applications and its large intrinsic
capacity are the provoking factors for researchers to adopt
3D models as the cover medium for RDH. The existing RDH
methods for 3D models can be classified into four categories:
(1) spatial domain, (2) transform domain, (3) compressed
domain, and (4) encrypted domain. Spatial domain RDH
methods are low complexity methods which slightly mod-
ify vertex positions for data embedding [30-32]. Transform
domain RDH methods [33,34] embed data into the coeffi-
cients of the transformed 3D model. Compressed domain
RDH methods [35,36] use vector quantization (VQ) for com-
pressing the vertices of 3D models and then embed data into
compressed mesh stream. The method based on the encrypted
domain RDH [16] encrypts the vertices of the cover mesh and
embed information bits in the encrypted vertices. The draw-
back of this method [16] is that it is based on conventional
encryption scheme and decryption is required for informa-
tion extraction at the cloud. Such framework can be used for
authentication by a user who has the decryption key, but it
cannot be used for data management in the cloud platforms.

To the best of our knowledge and the literature review,
RDH for 3D mesh models in the homomorphic-encrypted
domain is not studied yet. The presented study proposes
a two-tier RDH-ED framework for 3D meshes using the
homomorphic Paillier cryptosystem. The proposed two-tier
framework provides a solution for end-to-end authentica-
tion and cloud data management in the encrypted domain.
The proposed framework starts with mapping the signed
float values of vertex coordinates of a 3D mesh to positive
integers, and thereafter, encrypt these integer coordinates by
the homomorphic Paillier cryptosystem. The sender embeds
authentication information into the encrypted vertex coor-
dinates through the first-tier method and then the cloud
server embeds additional information through the second-
tier method. The information embedded by the cloud server
can be extracted without decrypting the mesh while the infor-
mation embedded by the sender can only be extracted with
the help of a decryption key. The main contributions of this
work are summarized as follows:

1. Solution for end-to-end authentication and cloud data
management in the encrypted domain.

2. Both operations of embedding by the sender and cloud
server (first-tier and second-tier) are performed in the
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encrypted domain. The second-tier scheme can directly
extract information from the encrypted mesh which is
useful for privacy preserving cloud services.

3. Data are not expanded by both RDH-ED methods.

The remainder of the paper is organized as follows. In Sect. 2,
a potential application of the proposed framework will be
discussed. Section 3 is devoted to the proposed framework.
Section 4 presents the experimental results. Finally, the con-
clusion is reported in Sect. 5.

2 Potential Application of the Proposed
Framework

In this section, a potential application of the proposed frame-
work is discussed. In the field of radiography, 3D models,
generated from magnetic resonance Imaging (MRI) or Com-
puter Tomography (CT) scan, can be shared through the
cloud. The process of information embedding and extraction
for a 3D MRI model is illustrated in Fig. 1. While a 3D MRI
model can be encrypted for protecting patient’s privacy by
a doctor, a network administrator may embed authentication
information into the encrypted model for cover authentica-
tion at the receiver side. While embedding authentication
information, the network administrator cannot access the
original content of the encrypted model. It is worth noting
to mention here that embedding authentication information
at this stage is important for authenticating the sender at the
recipient side. At this stage, an attacker can use the recipi-
ent’s public key to encrypt malicious model and embed false
information. The network administrator uploads the marked
encrypted model to the cloud. The cloud server embeds addi-
tional information into the marked encrypted model without
knowing the original content of the encrypted model. Infor-

LE(M),,

EM |
Pre- ) : ) 1*tier data |
processing EtcoRion embedding ‘

Fig.1 Framework of the proposed two-tier RDH-ED

Cloud Server

2"tier data .,
embeddili—> E (Mnf

mation embedded by the server could be used for cloud data
management. The cloud server extracts the embedded infor-
mation in the encrypted domain without distorting the model
and sends the model to a legitimate recipient who uses the
decryption key to decrypt the model before extracting the hid-
den information. Having the decrypted model, the recipient
extracts the authentication information to first authenticate
the cover model and then recovers the model to the original
one. During the whole process, the model remains private
between the doctor and the recipient without exposing it to
the network administrator and the cloud server.

3 Proposed Framework

This section presents the proposed two-tier RDH-ED frame-
work for 3D mesh models. The proposed framework is based
on different key phases that include: preprocessing, encryp-
tion, data embedding, data extraction and mesh recovery.
Figure 1 illustrates the key phases of the proposed frame-
work. After preprocessing, the cover mesh is encrypted to
generate E (M) with subsequent conduction of data embed-
ding by the sender and the cloud, generating E (M),, and
E’, respectively. After the cloud server extracts its data in the
encrypted domain, the recipient directly decrypts the mesh to
M,,, recovering the original mesh M followed by extracting
the hidden information. The implementation details of the
proposed framework are discussed in the subsequent sec-
tions.

3.1 Preprocessing

A 3D model represents 3D objects by various geometric
entities such as vertices, edges, faces, polygons, surfaces,
and triangles. A 3D object can be represented by polygon
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meshes, point clouds, and solid models. Among these three
representations, polygon mesh is most commonly used in
signal processing, thus we chose polygon meshes as the
cover models for the framework proposed in this paper. A
polygon mesh consists of two sets of parameters: vertices
V ={v1,va,..., vy} and faces F = {f1, f>,..., fn}. The
set V defines the shape of the mesh in three-dimensional
space 0> and the set F defines the connectivity as described
in various files formats (.of f, obj, .ply, .x3d, .vrml).

Homomorphic cryptosystem cannot process floating point
and fixed point numbers because of their complexity involved
in simple mathematical operations such as addition and mul-
tiplication [37]. In order to encrypt the set of vertices of a
3D mesh by the Paillier cryptosystem, all vertices should be
transformed into integers. Normally, uncompressed vertices
of a mesh are specified as 32-bit floating point numbers with
a precision of 6 digits. This level of precision is not required
by most of the applications, vertex data can be represented by
a lossy compressed set as suggested by Deering [38]. Deer-
ing normalized the position coordinates in an axis-aligned
bounding box and then quantized the coordinates to k bits
of precision so that each coordinate can be represented as
integers between 0 and 2% — 1, where k € (1 —33). The
quantization of floating point vertices into integer vertices is
formulated by Eq. (1).

v ;= Lvij - 10°] (1)
where j = x,y, z, i is the ith vertex, v; ; is the original set
of floating point vertices and vlf’ . is the new set of integer
vertices. After encryption and data embedding, processed
mesthe h can be generated by mapping the integer coordi-
nates back to the floating point coordinates using Eq. (2).

v =} ;/10¢ )

Eq. (1) and (2) shows that k is an important parameter in
determining whether a mesh can be losslessly recovered or
not. The value of k also determines the bit-length of integer
coordinates as given in Eq. (3).

8, 1<k<?2
. 16, 3<k<4
bit length = 32 S5<k<9 3)

64 10<k <33

The message space of Paillier cryptosystem is a set of posi-
tive integers Zy . To put it another way, it means that Paillier
cryptosystem cannot process negative integers. Therefore,
the negative integer vertex coordinates are mapped to posi-
tive integer coordinates for further processing by the Paillier
cryptosystem. The pseudo-codes for forward and reverse
mappings are given in Algorithm 1 and 2, respectively. In
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both algorithms, vl” j is the notation used for the transformed
integer coordinates and N is the modulus of the cryptosys-
tem. The only requirement for this mapping is that v’ . should
be in the range of —N /2 and N /2, otherwise reverse map-
ping will lead to incorrect result. With this mapping, no side
information about the sign of the coordinates is transmitted
with the hidden data as auxiliary information.

Algorithm 1 Forward mapping
1: if v/; >0 do

L] —
"no__ ..
2 Vij = Vi
3: else do
. "noo__ !
4. v =vj+N
5: end if

Algorithm 2 Reverse mapping
1. if v, <N/2 do

oo
2 Vi =V
3: else do

. I
4: vij=v;—N
5: end if

3.2 Homomorphic Paillier Cryptosystem

Homomorphic cryptosystem is used in the field of secure sig-
nal processing as it translates mathematical operations in the
encrypted domain to corresponding operations in the plain
domain. The idea that certain mathematical operations can
be conducted on the encrypted data without decrypting it
was first proposed by Rivest et al. [39]. Subsequently, fully
homomorphic cryptosystems [40] and partial homomorphic
cryptosystems [41-43] are proposed. Homomorphic cryp-
tosystems can be additive or multiplicative homomorphic
based on the corresponding operations in the encrypted and
plain domain. Moreover, homomorphic cryptosystems are
probabilistic whereas conventional cryptosystems are deter-
ministic. Given a plain-text, a deterministic cryptosystem
will always produce the same cipher-text output for the same
key, making it easy for the attackers to determine the fre-
quency of plain-text encrypted to cipher-text. The idea of
probabilistic cryptosystem has been presented in [44]. In a
probabilistic cryptosystem, the cipher-text is a function of
both plain-text and a random integer which changes for every
plain-text value. Consequently, encrypting a plain-text value
twice will produce different cipher-text values.
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In this paper, we use Paillier cryptosystem for encryption
because it possesses both probabilistic and homomorphic
properties. Paillier cryptosystem is a homomorphic modular
public key encryption method which is based on the com-
putational hardness to decide whether a number is an Nth
residue modulo N2. Let M is the set of plain-texts, C is the
set of cipher-texts, E is the notation for encryption, and D
is the notation for decryption, then according to the additive
homomorphic property we have:

E (my)-E (my) = (g™ -r’ mod N?)
(g™ -r)  mod N?)

E(m) - E(my) = g™+ (1 .r)N  mod N2 )
E (my) - E (m2) = E (my +m2)

and

E(m)* = (¢"-r¥ mod N?)

E (m)* = (g™ ~rN)a mod N2 )
E(m) = (g™ -r)N  mod N?

E(m)* =E (a-m)

where, m and m, are two plain-texts, a is an integer and
r1, rp are integers randomly selected form Z]";, where Zj‘v is
the set of integers relatively prime to N . Paillier cryptosystem
is different from other cryptographic systems because it can
encrypt a plain-text to many different cipher-texts. In other
words, the cipher-text value for a certain plain-text is not
unique. This property is termed as self-blinding, which is
mathematically formulated in Eq. (6).

D[[E(m)-PN modN} modN2]=m mod N (6)

where P is a random integer relatively prime to N. The
detailed description of Paillier cryptosystem and its mathe-
matical formulation can be found in [41]. In this paper, only
key generation, encryption and decryption of the cryptosys-
tem are discussed.

3.2.1 Key Generation Phase

Let Zy is the set of integers modulo N and Z}, is the set
of integers relatively prime to N. p and g are two large
prime numbers, and N = p x g. Now select g € Z;ﬂ
such that ged (g, N) = 1. Usually, g = N + 1 is con-
sidered a good choice. The set (g, N) is the public key.
At the receiver side, given the values of p, ¢, the receiver
first computes A = lem(p —1,g — 1) and then calcu-
lates k = L (g* mod N?), where L (x) = (x — 1) /N.If
gcd (k, N) = 1 then the multiplicative inverse of k is com-
puted using Eq. (7).

w=k!' mod N (7N

where (u, N) is defined as the private key.

3.2.2 Encryption Phase

Letm € M and m < N. Then encryption of m is formulated
by Eq. (8).
c=E@m,r)=g"-r" mod N> 8)

where r is integer randomly selected from Z7; and c is the
cipher-text.

3.2.3 Decryption Phase

Let ¢ < N2, then the original plain-text m is computed using
Eq. (9).

m=L (cA mod NZ) ‘u mod N ©)

For ith integral vertex coordinates of a mesh { v/ vl }

€ Zn, encryption is given using Eq. (10).

cij=g"i-r, mod N (10)
For the ith encrypted coordinates {cix, ciy, ciz }, decryption
is given by Eq. (11).

o, =L (cl{j mod N2) i mod N (11)

3.3 Data Embedding

Data embedding is performed on both the sender and cloud
sides. The sender embeds authentication information into the
encrypted vertex coordinates through the first-tier method
and then the cloud server embeds additional information
through the second-tier method.

3.3.1 First-Tier Data Embedding

First-tier embedding method uses histogram expansion and
shifting for embedding information into the mesh vertices.
If k¥ = 4 and bit-length = 16 in case of a vertex, then
each coordinate of the vertex is expanded from [0, 65, 535]
to [0, 131, 070] using Eq. (5). This corresponds to take
the square of the encrypted values of each coordinate. In
plain domain, the expanded histograms are shifted by adding
vertex coordinates and the bits of the information to be
embedded. In encrypted domain, the histograms are shifted
by multiplication of encrypted coordinate values with the
encrypted values of bits to be embedded as given in Eq. (4).
As the histogram is shifted along the x, y, and z axis, three
bits per vertex are embedded. The histogram expansion and
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shifting in the encrypted domain can be combined into one
expression as shown in Eq. (12).
cl/-’j = (ciz‘j mod N2 . gh"lv!') mod N? (12)
where c;) j is the encrypted value after data embedding,
i =1,2,..., M, M is the number of vertices in the cover
3D mesh and bi]’ j being the 1st-tier embedding bits. The
histogram expansion operation expands the range of vertex
coordinates from maximum 65,535 (16 bits) to 131,070 to
(17 bits). However, the marked encrypted data size would not
expand due to mod N2 operation in Eq. (12). In other words,
data size of ¢;, jand ¢; j is equal.

For the correct recovery of the original vertex coordinates
and extraction of the embedded bits, N is selected sufficiently
large to satisfy Eq. (13).

(2vi,j 4 b}’j) mod N = 2v; j + b} ; (13)

After embedding information into the encrypted 3D mesh,
the marked encrypted mesh is outsourced to the cloud.

3.3.2 Second-Tier Data Embedding

Having the information-embedded encrypted mesh, the cloud
server can embed additional information using the self-
blinding property of Paillier cryptosystem. The self-blinding
property allows the cloud server to modify the marked
encrypted vertex coordinates without affecting the corre-
sponding plain-text value. Based on the self-blinding prop-
erty, the cloud server embeds the b% j bits by modifying c;, i
as given in Eq. (14).

¢ =c¢ .-PN. mod N? (14)

Y Y
where P; ; is a random integer, relatively prime to N and
selected to satisfy Eq. (15).

(- PY mod N?) mod 2=p7, (15)
where bl2 are the second-tier embedding bits. The coor-
dinates of all the encrypted vertices of a 3D mesh are
scanned. The encrypted coordinates will not change when
_ 2 . . .
l/.’j mod 2 = bi’j, otherwise Eq. (15) is applied to make
c; g equal to biz, j .This application is an iterative process and
different random integers from Z%, can be selected to satisfy
Eq. (15).

c

3.4 Data Extraction and Mesh Recovery

The information embedded by the cloud server can be
extracted without decrypting the mesh. Whereas, the infor-
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mation embedded by the sender can only be extracted with
the help of a decryption key.

3.4.1 Second-Tier Data Extraction

As mentioned in Sect. 3.3.2, the marked encrypted mesh at
the cloud server contains both the information embedded by
the sender and the management information of the cloud.
When a legitimate recipient wants to retrieve the mesh, the
cloud server extracts its management information without
decrypting the mesh and shares the mesh with the recipient.
The legitimate recipient can use his/her decryption key to first
decrypt the mesh and then extract the hidden information.

Since the application of Eq. (15) does not change the cor-
responding plain vertex values, there is no need to recover the
original vertex ¢; y coordinate. The cloud server can extract
the embedded information from the modified encrypted coor-
dinates using Eq. (16).

bl.z,j = c;’,j mod 2 (16)

After extracting the management information from the
marked encrypted mesh, the cloud server sends the mesh
to the recipient.

3.4.2 First-Tier Data Extraction and Mesh Recovery

Inorderto obtain the original vertex coordinates {ﬁi,x, iy,
Vi, Z} and extract the embedded bits at the recipient side, the
marked encrypted mesh is decrypted using Eq. (17).

D () = (2vf, +bl;) mod N (17)

where v/ . are the positive integer vertex coordinates which
can be computed by Eq. (18).

The embedded data are extracted using Eq. (19).
1
@J:D@@)_n@ (19)

The positive integer vertex coordinates vl” ;are mapped back
to the signed integer coordinates v; J using Algorithm 2 and
Eq. (2) is further used to acquire the original float vertex
coordinates v; ;.
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Fig.3 Hausdorff distance between the recovered and the original mesh
for varying k

4 Experimental Results and Discussion

The proposed framework is implemented in the experimen-
tal environment of MATLAB R2016b under Windows 8.1
Pro. The system configurations are Intel(R) Core 17-7700
CPU 3.60 GHz and RAM 8-GB. To test the performance and
effectiveness of the proposed framework, 1,814 mesh models
with ‘.of f° format from The Princeton Shape Retrieval and
Analysis Group' are considered. Three of these meshes are
shown in Fig. 2. The information bits are generated randomly
using the randi function of MATLAB.

As mentioned in Sect. 3.1, the quality of the recovered
mesh is determined by the parameter k. In order to investi-
gate the effect of k, we encrypt the Mushroom mesh model
for the value of k from 1 to 6 and compute the Hausdorff
distance between the recovered and original mesh. Figure 3
illustrates that the Hausdorff distance between the recovered
mesh and the original mesh decreases with increase in the
value of k. In [16], it is demonstrated that the value of k is a
trade-off between the quality of the recovered mesh and the

1 http://shape.cs.princeton.edu/benchmark/index.cgi.

(c)

computational overhead of the process. Therefore, we choose
k = 4 for experiments in this work which establishes a bal-
ance between the quality and the computation overhead of the
process. Figure 4 shows experimental results, demonstrating
the visual effects of the host meshes at different stages of the
proposed framework.

The proposed framework was further tested on dense mesh
models, comprising thousands of vertices and triangles. Sev-
eral dense meshes with ‘. ply’ format from The Standard 3D
Scanning Repository* are processed. Two of these are shown
in Fig. 5. It is observed that the proposed framework is also
applicable to sophisticated dense meshes.

4.1 Performance Evaluation

Embedding rate and quality of the directly decrypted meshes
are used to evaluate the performance of the proposed frame-
work.

4.1.1 Embedding Capacity

Embedding rate is measured in bits per vertex (bpv) which
is a ratio between the total number of embedded bits and the
total number of vertices. Table 1 illustrates embedding rate
and embedding capacity for the test meshes. Therein, embed-
ding rate is the combined rate of both methods (1st-tier and
2nd-tier). The proposed framework achieves embedding rate
of 3 bpv using the first-tier method. In order to keep the Pail-
lier encryption secure against modern factoring methods, N
is chosen large enough (1024 bits). The encrypted value of
each coordinate of the original mesh is expanded to 1024
bits. As mentioned earlier, the value of k = 4 is selected,
which corresponds to bit-length of 16 for representing the
integer coordinate values. If the vertex coordinate value is
represented by a bit-length of 16, then one encrypted coor-
dinate value can carry 1024 — 16 = 1008 bits. Similarly,
the information hiding rate of the second-tier method can be
increased by repeatedly applying Eq. (15). Figure 6 shows
embedding rate of 3 bpv and 6 bpv using the first-tier method.

2 http://graphics.stanford.edu/data/3Dscanrep!.
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Fig. 4 Visual effects of test meshes at different stages. From left to right: Original meshes, encrypted meshes, encrypted meshes containing
sender’s information, encrypted meshes containing sender’s and cloud’s information, directly decrypted meshes containing sender’s information,

and recovered meshes

Fig. 5 Dense meshes: The Stanford Bunny (35,947 vertices, 69,451
triangles) and Happy Bhudda (543,652 vertices, 1,087,716 triangles).
From left to right: original meshes, encrypted meshes, encrypted meshes

4.1.2 Geometric and Visual Quality

The information embedding process adds some distortions
to the original cover mesh. These distortions cannot be mea-
sured by naked eye inspection which is a complex and
time-consuming process. However, mesh processing tools
are available which can measure these distortions geomet-

> 9 Springer

containing sender’s information, encrypted meshes containing sender’s
and cloud’s information, directly decrypted meshes containing sender’s
information, and recovered meshes

rically or perceptually. In this paper, we propose to use the
Hausdorff distance for the geometric measurement and mesh
structural distortion measure (MSDM) for the perceptual
measurement of distortion between two meshes.

Hausdorff distance is the measure of the maximum dis-
tance of a set to the nearest point in the other set. Hausdorff
distance between two non-empty sets A and B is defined by
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Table 1 Embedding rate and embedding capacity

Test models Number  Embedding rate (bpv) Embedding capacity

of

vertices
Mushroom 226 6 1356
Mannequin 428 6 2568
Beetle 988 6 5928
Eq. (20).

h(A,B) = Iangz( {ggg (d (a, b))} (20)

where d (a, b) is the Euclidean distance between two points
a and b of sets A and B.

The Hausdorff distance between two meshes does not
accurately measure the visual differences [45]; thus, MSDM
is used to measure the visual differences between two meshes
M and M’as given by Eq. (21).

1 n
- Z dimsom(pi, gi

i=l1

1/3
)3> (21)

dvspm (M, M) = <

Table 2 Hausdorff distance and MSDM between original and directly
decrypted meshes

Test models Hausdorff distance MSDM
Mushroom 0.00040 0.00355
Mannequin 0.00037 0.00279
Beetle 0.000034 0.01516

where 7 is the number of vertices in both meshes, di mspm 18
the local MSDM distances between two meshes and p and ¢
are local windows in both meshes. Therein, dipspm is given
in Eq. (22).

divspm (P, q)

- (0.4L (P, q)> +0.4C (p, 9)> +0.28 (p, (1)3)1/3
(22)

where L, C and S are mesh curvature, contrast and structure
comparison functions [45], respectively.

The visual quality of directly decrypted meshes is given
in Fig. 4. It can be noted that the visual quality of the directly
decrypted meshes is identical to the original cover meshes

Fig. 6 First-tier method with 6-bpv. From left to right: original Mannequin mesh, encrypted mesh, encrypted mesh with 3-bpv, encrypted mesh

with 6-bpv, and recovered mesh

(@

Fig.7 Close view of original meshes and directly decrypted meshes. Original meshes (a)—(c), directly decrypted meshes (d)—(e)

(b)

(e)

(c)
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Fig.8 Rate distortion curves. a Hausdorff distance versus embedding rate, b MSDM versus embedding rate

even though the original cover meshes have been modified
for information embedding. The naked eye cannot notice
the difference between the original and directly decrypted
meshes due to the reason that the integer coordinate val-
ues of mesh vertices are slightly modified by the addition
of information bits to their least significant part. Figure 7
provides a close view of the directly decrypted meshes and
original meshes. From Fig. 7, we can observe that no per-
ceptual distortion is introduced by the proposed RDH-ED
method. However, these two types of meshes are differen-
tiated geometrically and visually by the Hausdorff distance
and MSDM, respectively. Hausdorff distance and MSDM
values for the test meshes Mushroom, Mannequin and Bee-
tle are given in Table 2. The rate distortion curves for the test
meshes are given in Fig. 8. According to Fig. 8, it can be
seen that the Hausdorff distance and MSDM increase with
the embedding rate.

4.1.3 Efficiency Performance

The computational efficiency for test meshes is summa-
rized in Table 3. Therein, computational time for encryption,
embedding, extraction and decryption processes is given. It
is observed that the computational time is proportional to the
number of vertices in the host meshes.

4.1.4 Performance Comparison

The performance of the proposed framework is compared
with [16].The method proposed in [16] used private key
cryptosystem for encryption and is a non-separable method,
i.e., hidden information can be extracted after decrypting
the mesh. Whereas, the proposed framework uses homomor-
phic Paillier cryptosystem for encryption. Information can
be extracted in the encrypted domain for second-tier method
and for the First-tier method, extraction can be achieved in
the plain domain after decrypting the mesh. Moreover, the
proposed framework expands the vertex values due to the
inevitable expansion of the Paillier cryptosystem, whereas
the method in [16] does not expand the encrypted vertex val-
ues. The embedding rate of [16] is fixed and low due to the
fact that embedding depends on the connectivity informa-
tion of mesh model. The embedding rate reported in [16] for
Mushroom is 0.46, for Mannequin is 0.34 and for Beetle is
0.35 bpv. The embedding rate of the proposed framework is
much higher than that of [16] which is given in Table 1. Fig-
ure 9 compares the geometric quality and Fig. 10 compares
the visual quality of the directly decrypted meshes between
the proposed framework and [16] based on the parameter k.
For the proposed framework, we set the embedding rate equal
to [16] for the test meshes and computed Hausdorff distance
and MSDM for increasing value of k between the directly

Table 3 Efficiency performance

(seconds) of the proposed Test models Encryption 1st-tier 2nd-tier Decryption
framework Embedding Extraction Embedding Extraction
Mushroom 3.946 1.092 1.045 43.787 0.000284 2.933
Mannequin 8.173 1.841 1.872 163.755 0.000510 10.638
Beetle 36.799 4.805 2.075 677.650 0.003400 33.992
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Fig. 9 Comparison of geometric quality of the directly decrypted meshes between the proposed framework and [16] based on the k parameter. a

Mushroom, b Mannequin, ¢ Beetle

decrypted and original meshes. It can be noted that the pro-
posed framework significantly outperforms as compared to
the method proposed in [16].

5 Conclusion

In this paper, we proposed an effective two-tier RDH-ED
framework for 3D mesh models in the homomorphic-
encrypted domain. The two-tier RDH-ED framework can be
used for end-to-end authentication and cloud data manage-
ment in the encrypted domain. The vertices of a 3D mesh are
first mapped to a form which is suitable for processing by the
homomorphic cryptosystem. Paillier encryption is applied to
the mapped mesh vertices. The sender first embedded infor-

mation into the encrypted mesh using the first-tier method
and then outsourced the marked mesh to the cloud. Fur-
ther, the cloud server embedded additional information into
the marked encrypted mesh using the second-tier method.
Data embedded by the cloud server could be extracted in
the encrypted domain directly, whereas, data embedded by
the sender could only be extracted in the plain domain.
Experimental results demonstrated that 3D meshes can be
encrypted, encoded and recovered correctly with embed-
ding rate of 6-bpv. Embedding rate of more than 6-bpv
can be achieved by applying the proposed framework itera-
tively on marked encrypted vertices. Besides, achieving high
embedding capacity and reversibility of the mesh models, the
proposed RDH-ED framework opens the doorway for com-
plex signal processing in the encrypted domain such as fast

@ Springer



Arabian Journal for Science and Engineering

0.7

0.6 4

0.5 1

—#— Proposed
|—e—[16]

—=a— Proposed|
—e—[16]

T
4 5 6 7
k
(a)
0.8 - —#— Proposed
—e—[l6]
0.6
2
7 044
0.2 4
0.0 +
T T T T T T T
1 2 3 4 5 6 7
k

Fig. 10 Comparison of visual quality of the directly decrypted meshes between the proposed framework and [16] based on the k parameter. a

Mushroom, b Mannequin, ¢ Beetle

Fourier transform (FFT), discrete cosine transform (DCT)

and discrete wavelet transform (DWT).
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