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Abstract—The rapid development of large language models
(LLMs) has yielded impressive success in various downstream
tasks. However, the vast potential and remarkable capabilities of
LLMs also raise new security and privacy concerns if they are
exploited for nefarious purposes due to their open-endedness. For
example, LLMs may be used to plagiarize or imitate writing,
thereby infringing the copyright of the original content, or to
create indiscriminate fake information based on a certain source
text. In some cases, LLMs can even analyze text from the Internet
to infer personal privacy. Unfortunately, previous text protection
research could not foresee the emergence of powerful LLMs,
rendering it no longer effective in this new context.

To bridge this gap, we introduce Silent Guardian (SG), a
text protection mechanism against LLMs, which allows LLMs
to refuse to generate response when receiving protected text,
preventing the malicious use of text from the source.

Specifically, we first propose the concept of Truncation Pro-
tection Examples (TPE). By carefully modifying the text to be
protected, TPE can induce LLMs to first sample the end token,
thus directly terminating the interaction. In addition, to efficiently
construct TPE in the discrete space of text data, we propose
a novel optimization algorithm called Super Taliored Protection
(STP), which is not only highly efficient but also maintains the
semantic consistency of the text during the optimization process.

The comprehensive experimental evaluation demonstrates that
SG can effectively protect the target text under various configu-
rations and achieve almost 100% protection success rate in some
cases. Notably, SG also exhibits relatively good transferability and
robustness, making its application in practical scenarios possible.

Index Terms—Text protection, silent guardian, truncation pro-
tection example, large language model.

I. INTRODUCTION

ECENT advances in large language models (LLMs)

have led to impressive performance in a variety of
downstream language tasks, such as holding natural conver-
sation [1], text and code generation [2], [3], and reading
comprehension [4]. By automating tedious tasks and readily
providing comprehensive information, they are expected to
increase the productivity of society dramatically. However,
while bringing convenience to people, this powerful ability
also creates new security and privacy risks. For example,
malicious users can use LLMs to exploit internet text to engage
in illegal activities. Recent research [5] has indicated that
by leveraging individual statements from social media, LLMs
such as GPT-4 can accurately infer personal information such
as gender, income, and location. This exposes personal privacy
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to enormous risks. In addition, the emergence of LLMs has
automated the process of plagiarists and specialized artificial
intelligence article rotation tools already exist [6], which poses
a major challenge to copyright protection. Additionally, the
capability of LLMs to mass-produce targeted rumors based
on source texts [7] also makes governance in cyberspace
increasingly difficult. It is worth noting that when LLMs have
the ability to actively retrieve Internet texts, e.g., Bing Chat,
highly automated malicious behaviors under the instructions
of malicious users become possible, and the above risks are
further amplified.

Therefore, there is an urgent need for a text protection mech-
anism to address these new risks in the context of LLMs to
prevent text from being exploited maliciously. Unfortunately,
while several attempts have been made to protect the copyright
of text content, their main focus has been on traceability of
unauthorized distribution or access control for unauthorized
users. Specifically, some work adopts watermarking mech-
anisms for copyright protection, such as embedding digital
watermarks within documents [8]-[11] or visually adding real-
time watermarks [12]. However, text watermarks can be easily
bypassed by using LLMs for article spinning, which is a
method of creating what looks like new content from existing
content. In addition, some efforts use access restrictions to
limit document replication and dissemination [13], [14], but
the application scenarios for this mechanism are very limited
and difficult to apply to today’s Internet landscape, where
protected text content needs to be publicly released for a
certain period of time. Moreover, some work proposes the use
of obscuring and entities destroying to achieve the protection
of personal privacy in texts [15]-[18]. Notably, these methods
usually require a large amount of manual review, resulting in
low efficiency, lack of scalability, and difficulty in coping with
rapidly growing large-scale data.

In general, the advent of LLMs has significantly broadened
attackers’ perspectives, leading to a multitude of approaches
in privacy attacks, rendering previous protection efforts no
longer effective. The powerful ability of LLMs to understand,
analyze, and create human language brings new challenges to
text protection.

Aiming to bridge these gaps, we propose a novel text
protection mechanism against LLMs called Silent Guardian
(SG), which can convert a piece of original text to protected
text. Generally, when protected text is fed into LLMs as part
of a prompt by malicious users, it will silence the LLMs, i.e.,
prevents them from generating any response and simply termi-
nates the current conversation. We refer to such protected text
as Truncation Protection Examples (TPE). Figure 1 provides
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Fig. 1: Scenario of Silent Guardian. The adversary, upon acquiring the target text, articulates their requirements by adding
prompt to the original text, thereby leading the model to produce harmful results. In Silent Guardian mechanism, STP aims to
fine-tune the original text to prevent LLMs from generating any response. This kind of text is called TPE in this paper. The
black arrows depict the adversary’s workflow, exemplifying three types of malicious operations: malicious analysis, plagiarism,
and rumor fabrication, corresponding to the selection of personal privacy, copyrighted works, and government information,
respectively. The green arrows represent the protective process of SG.

an illustration of SG.

Intuition: We mainly focus on auto-regressive language
models, e.g., the GPT series, which generate a probability
distribution for the next token after receiving a prompt. Then
following a sampling method to obtain a specific token,
this token is appended to the prompt for the next round of
generation. This process will be repeated until one round of
sampling results is a specific type of token known as the
“end token”. Furthermore, prior research [19]-[23] has shown
that LLMs may inherit the vulnerability of language models
to adversarial examples [24]-[30]. When well-designed input
text, i.e., an adversarial example for LLM, is fed into the
LLMs, they can be induced to generate target content.

Based on the above intuition, if the protected text can induce
the LLMs to always sample the “end token” in the first round,
then they will not be able to generate subsequent answers.
Specifically, our text protection involves three stages: the first
stage calculates the negative log of the first round’s end token
probability as the loss function and backpropagates to obtain
gradients. In the second stage, using the gradients from the
first stage, we construct replacement sets for each token in
the text. In the third stage, the results are fed forward into
the model to find the optimal text as the starting point for the
next round. We refer to this text protection method as Super
Tailored Protection (STP). Figure 2 provides an example of
TPE constructed by STP.

The main contributions of this paper can be summarized as
follows:

o We propose SG, the first text protection mechanism
to prevent the malicious utilization of LLM, providing
protection for the privacy and copyright of user-uploaded
internet text.

o We present the first method for realizing SG called
STP. Compared to previous optimization methods, STP

offers efficient optimization while maintaining a certain
degree of concealment. Additionally, its implementation
of concealment does not require any inference model,
making it highly scalable.

« We conducted experiments on different lengths and types
of text on the LLaMA, Vicuna, and Guanaco models,
demonstrating the comprehensiveness and effectiveness
of the STP method.

II. RELATED WORK AND PRELIMINARY

In this section, we review previous studies on traditional
text protection, adversarial examples, and adversarial prompt
against LLMs. And then introduce some notations of LLM in
this paper.

A. Traditional Text Protection

Previous work on text protection primarily focused on two
aspects of documents: copyright and privacy. For copyright,
prevalent document protection methods involve embedding
watermarks within the document, which includes image-based
watermarking methods [12], semantics-based embedding [10],
[31], and structure-based watermarking [8]. Additionally, there
are protection methods that restrict unauthorized copying [13]
or encode content in Unicode to create variations in copied
text [14]. Privacy protection methods can generally be divided
into two steps: identifying privacy entities within text and
subsequently protecting privacy through methods such as
substitution or masking [15]-[18].

B. Adversarial Examples

a) Definition: Szegedy et al. [32] initially introduced
adversarial examples for computer vision applications. Let H :
X — Y be a classifier, where X’ and ) are the input and output
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Fig. 2: An example of constructing TPE using STP on Vicuna. The blue part in the image represents the original text, and
the red part represents the result after STP. < /s > represents the end token. After the token replacements shown in the box,
this text successfully led the model to select the end token in the first sampling round. It can be observed that in the TPE
constructed by STP, the model autonomously selects replacements such as letter casing changes and morphologically similar
symbols (‘7 to ‘7 ). “[Prefixes]” and “[Suffixes]” represent additional requests that malicious users might add.

domains, respectively. Assuming x € X is an input to the
model, the model’s prediction is denoted as y = H(z) € Y,
and an adversarial example is 2’ € X" such that H(z') # y
belongs to a specified class. Additionally, the distance between
2 and 2’ should be as close as possible. Let p : X x X — RT
represent a distance metric. Setting a threshold ¢, p(x,2') < €
serves as a measure of imperceptibility. Given a loss function
¢, the problem of constructing adversarial examples can be
formulated as an optimization problem:

min {(z’,y; H)

. / 1
Inin, subject to p(x,z') < € (1)

b) Textual Adversarial Examples: However, the opti-
mization problem in Equation 1 has been widely applied
to continuous data such as images and speech, it does not
directly apply to text data because the data space X is discrete
and the distance metric p is difficult to define for text data.
To circumvent these two issues, several attack algorithms at
the character level, word level, and sentence level have been
proposed. Character-level methods [24], [25] typically adjust
characters through operations such as insertion, deletion, and
swapping. Word-level methods create adversarial examples
through word replacement, insertion, or deletion, using tech-
niques like synonym replacement [26], [33], replacement with
words close in embedding space [27], or leveraging language
models to find the best replacement [28]. Some methods also
focus on inserting or deleting words to construct adversar-
ial examples [29]. Sentence-level methods perform extensive
modifications at the sentence level [30], which can effectively
disrupt model outputs but are less covert.

c) Adversarial Examples for Protection: Some previous
work has attempted to use adversarial examples for positive
scenarios, focusing primarily on safeguarding the privacy of
images [34], [35] or text [36]. The goal is to interfere with
the results of the model inferring privacy attributes, thereby
defending against inference attacks and protecting privacy.
However, these methods only consider classification models
and fail when facing generative models with more complex
outputs. In addition, unlike classification models that can
directly perturb classification results, determining the pertur-
bation effects on generative models is also an important issue.

C. Adversarial Prompt against LLMs

With pre-trained language models [37], [38] becoming
mainstream, prompt engineering [39] has become increasingly
popular in recent years. However, recent research shows that
through carefully constructed adversarial prompts, language
models, including LLMs can be induced to output specified
content. To achieve this, Autoprompt [19], GCG [20], and
UAT [21] perform a greedy search to optimize the combination
of tokens. PEZ [23] directly optimizes from the initial text,
while GBDA [22] considers the adversarial example’s stealth-
iness and fluency but requires the introduction of additional
models for constraints. These works explore classification
tasks such as sentiment analysis, and natural language infer-
ence, as well as generative tasks such as red team testing and
target generation.

D. Notations

Given a token sequence [z1, 9, ..., Z,] € V", where V =
{tokeny,tokena, ...,tokeny } represents the set composed of
all tokens in the vocabulary. V' and n denote the size of
the model’s vocabulary and the length of the token sequence
respectively.

A simple sequence of tokens cannot be processed by LLM,
so each x; should be mapped to a vector before being input
into LLM. To achieve this, we represent each x; as a one-hot
vector v; € RV and pass it through a pre-trained lookup table
M. to obtain the final vector representation of token sequence,
ie.,

[v1 Me,vaM,, ..., v, M) € R4, 2)

where d refers to the dimension of the embedding vector. After
inputting the above result into LLM, the output of the LLM
logits layer g € RY will be obtained, and after normalization,
it can be used as a prediction of the probability distribution
of the next token. For simplicity, we can use:

P(Tptr | X1, 20, 2n) VEpi €V 3)

to represent the probability distribution for z,,4;. This can be
denoted simply as p(p41|T<nt1)-

After providing the probability prediction as described
above, LLM can determine the next token x,; through



different sampling methods, and then add this token to the
original token sequence to obtain a new token sequence
[x1, 22, ...Tn, Tny1]. LLM will repeat this process until a
special token, the end token, is sampled.

Therefore, given a prompt P and the corresponding model’s
response as r = [ry,T2,...,Tsop] € Rp, the probability
distribution for r can be represented as:

p(T‘ | P) = p(T1 ‘ P) 'P(Tz | P7T1) tees 'p(rstop | Par<stop)

stop

= Hp(r | P,rei).
i=1
“4)

Here, ryop represents the end token. Rp represents the set of
all answers given by LLM to P, >~ . p(r|P) = 1.

III. THREAT MODEL

To be more practical, Silent Guardian needs to meet the
following three requirements:

1) Stealthiness: Modifications to the protected text must be
imperceptible to humans, to retain its semantic informa-
tion and high readability as much as possible.

2) Disruptiveness: Protected text cannot be effectively an-
alyzed and exploited by LLMs, meaning that LLMs
cannot generate any response to the protected text in our
scenario.

3) Scalability: It should be able to handle text of various
lengths to cope with different malicious scenarios.

While meeting the aforementioned requirements, we con-

sidered two different LLM scenarios:

1) The architectures and parameters of the target LLMs are
accessible, e.g., the open source LLMs.
2) Only the scope of the target LLMs is known.

Silent Guardian should demonstrate excellent performance in
the first scenario and can exhibit promising performance in
the second challenging scenario.

IV. SILENT GUARDIAN

Existing text protection work cannot effectively address the
issue of malicious exploitation of text by LLMs. To cope
with this scenario, we introduce Silent Guardian (SG), a text
protection mechanism against LLMs. The workflow of SG is
to fine-tune the text to be protected into Truncation Protection
Eeample (TPE) to prevent malicious exploitation by LLMs.
Therefore, in this section, we will first introduce TPE, and
then propose a novel algorithm to efficiently construct TPE,
called Super Tailored Protection (STP).

A. Truncation Protection Example

TPE is the protected text that can silence the LLMs,
i.e., prevents them from generating any response and simply
terminates the current conversation. To construct TPE, We can
formalize the objective of constructing TPE as finding the
minimum value of a loss function. Since the characteristic of
TPE, an intuitive loss function would be the expected length
of the model’s response.

For the input P, let the answer that selected end token in the
first round of sampling be 7, = [end token], Rremain = Rp—"7e.
Then we can define this loss function as:

Lrpp(P) = Z p(r|P) - len(r)
e 5)
=p(re|P) -1+ Y p(r[P) - len(r),

7€ Rremain

where len(r) denotes the number of tokens in 7.

It is a challenging problem to find a P that minimizes
Lrpg in Equation 5. However, we notice that by maximizing
p(re|P), LTpE can reach its minimum value of 1. Therefore,
we can transform the problem into optimizing p(r.|P) to
achieve the maximum value, and the final loss function can
be represented as:

Lrpr(P) = —log(p(r.|P)), (6)

and then we can convert the goal of constructing TPE into an
optimization problem:

arg min Lrpe(P), o
P’ €constraint(V)en(P)
2

where “constraint(V)” refers to the constraint imposed on
the available tokens for selection.

B. Super Tailored Protection

With the formalized objective of constructing TPE, in this
section, we will introduce an effective and stealthy method
called Super Tailored Protection (STP) to achieve this.

Figure 3 illustrates the overview of STP. The STP method
comprises two modules. In the first module, we represent the
text to be protected using one-hot vectors, define the loss func-
tion L7pg, and compute gradients of one-hot vectors. In the
second module, we construct suitable replacement candidate
sets, referred to as constraint()V), using gradients that we
have computed in the first module. Then, we utilize greedy
search to identify the optimal replacements that minimize the
loss function. The detailed process is shown below.

1) Representation of the prompt using one-hot vectors:
Given the prompt to be optimized, denoted as P, let each
token composing P be denoted as P;. We represent P; as a
one-hot vector v; € RV

P = [vyMe,voM,, ..., v M,]. (8)

2) Defining loss function: We define the loss function as the
cross-entropy between the probability distribution of the first
token predicted by the LLM and the probability distribution
where the end token has a probability of 1. Specifically, we
utilize the output of the LLM logits layer ¢ and the one-hot
vector of the end token wvenq for computation, i.e.,

loss = H(g7 Uend)> (9)

It is worth noting that selecting different loss functions
enables the STP method to achieve diverse objectives, show-
casing the algorithm’s versatility.
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Fig. 3: The overview of Super Tailored Protection. (1) Calculate gradient for one-hot vectors: Convert the text to be protected
into a one-hot vector representation. Input this into the LLM, and utilize the probability distribution of the predicted N+1th token
and the end token’s probability distribution to compute the loss function. Calculate the gradient and propagate it backward. (2)
Find the best replacement: Initially, generate semantically similar candidate set for each token in the text to be protected using
neighboring tokens from the embedding layer. Then, take the results from step 1 to construct the final replacement candidate
set from the semantically similar candidate set. Lastly, randomly select and identify the best replacement as the starting text

for the next iteration.

3) Gradient backpropagation: Computing the gradient of
the one-hot vector corresponding to p;,
h;

—~V,,loss € RV, (10)

Each dimension of h; corresponds to a token in V, denoted as
hi[j], where j € {1,2,...,V}. A smaller h;[j] indicates that
replacing P; with token; would have a larger impact on the
loss function, making it converge faster.

4) Construction of semantically similar candidate sets:
To find semantically similar tokens, we will utilize embed-
dings [27] to find tokens close in the embedding layer. For each
P, select n closest tokens from ) to construct a semantically
similar candidate set. Specifically, We first represent all tokens
in the dictionary ) as embedding vectors and normalize them
using the {5 norm to obtain a new set V. For token Pi, we
perform the same operation, then perform dot products with
all vectors in V,, and select the n tokens with the largest results
as the set of semantically similar tokens ;.

5) Construction of final replacement candidate sets: To
ensure that the replacement maintains similarity with the
protected text while causing the loss function to decrease,
our final replacement set is selected from within N; by h;.
Specifically, For each token token; € N, sort them by the

Algorithm 1: Super Tailored Protection

Input: Original Prompt P, Iterations 7', Loss Function
L, Batch Size B

Output: Optimized prompt P

repeat T times

loss = L(P)
for i =1,...,len(P) do
h; = —V,,loss
N; = N(P;)
| Si=Top — k(N;)
lenpan = %
forb=1,...,B do
|—~i = len};an—‘
p) — p
B 751@ = Uniform(S;)
| P= PO where b* = arg min, L(P®))
return P

h;[4] values in descending order. Choose the top k tokens as
the final replacement set, denoted as S; = Top-k(NN;).



6) Random replacement and greedy search: In order to
accommodate longer lengths of protected text, we employ
a combination of random replacement and greedy search to
find an optimized prompt. The specific approach is outlined
as follows. In each iteration, repeat P batch size times and
we can obtain an initial set I = {P! P2, .. phachsizel
|I| = batch size. Next, we need to construct a new optimized
prompt set, [ ". Bach P € I needs to change token in one
position compared with the original P to construct it. The
specific method is as follows:

First, divide I into len(P) parts, I, I3, ..., lien(p), €ach part
corresponding to one changed position .

Second, Randomly select tokens from S; for these positions
to perform random replacements, which reduce time consump-
tion for long protected text. Specifically, for P € I;, let

P; = Uniform(S;). (11)

Third, Compute the minimum loss replacement among these
prompts in each iteration to obtain the new prompt P. Repeat
this process for a specified number of iterations.

The steps described above are presented in Algorithm 1.

V. EXPERIMENTS AND EVALUATION
A. Setup

1) Dataset: In theory, STP does not impose specific re-
quirements on the theme or content of the prompt itself.
To comprehensively validate the effectiveness of the defense,
we selected 80 prompts across 9 different categories from
Vicuna official website [40], which include writing, roleplay,
common-sense, fermi, counterfactual, coding, math, generic,
and knowledge.

In addition, we selected a set of texts from the novel Warden
with varying lengths to verify the effectiveness of the text
protection method on different text lengths. Specifically, we
chose 10 texts each with approximately 40, 80, and 120 tokens,
totaling 30 prompts. We denote this data set as a Novel dataset.

2) Model: To demonstrate the effectiveness of the STP,
we conducted experiments on three transformer architecture
models. These models are LLaMA [41], Vicuna v1.3 [40],
and Guanaco [42] in the 7B version. The training of the last
two models was built upon the LLaMA model. Specifically,
Vicuna was fine-tuned on LLaMA by SFT, while Guanaco was
fine-tuned on LLaMA by QLoRA.

Because constructing TPE using the STP method requires
model parameters and the transferability of TPE relies on
similar model architectures, we did not conduct experiments
on non-open-source GPT series models in our study.

3) Perparameters: Several important parameters include
batch size, as well as the number of elements in the sets
N;, the semantically similar candidate set, and S;, the final
replacement candidate set. They are related to the size of the
search space. The latter is also associated with the stealthiness
of the TPE. After finding a trade-off between the similarity
between the TPE and the original text and the effectiveness
of the TPE, we selected barch size = 1024, |N(i)| = 10,
and |S(i)] = 5 to achieve better results. Additionally, we
set the number of epoch to T" = 15. More epochs imply a

higher probability of selecting the end token but also result in
increased computational overhead.

4) Metrics: We propose three metrics to measure the effec-
tiveness of text protection against LLMs. These metrics are the
Character Replacement Ratio v, Semantic Preservation 7, and
the Success Rate of Truncation Protection (PSR).

1. ~, the Character Replacement Ratio, measures the mini-
mum number of characters changed to achieve a certain
level of truncation protection. A smaller ~y value indicates
better concealment because fewer characters are altered.
We calculate v using the Vladimir Levenshtein edit
distance [43] divided by the original sentence’s character
length.

2. 7, Semantic Preservation, quantifies the semantic similar-
ity between two sentences before and after token replace-
ment. A higher n value suggests that truncation protection
has a smaller impact on the sentence’s meaning. We
utilized the cosine similarity of sentences [44] to this
metric.

3. PSR, Success Rate of Truncation Protection, represents
the effectiveness of truncation protection. We observed
very few instances where the first round didn’t sample
the end token but still stopped quickly. Therefore, The
probability of the model sampling an end token as the
first token can effectively describe PSR. For a more
intuitive understanding, we define PSR as the probability
of randomly sampling the end token in the first round at
T=0. i.e.,

ezend

Z@V:l e*

PSR = , (12)

where z; represents the value in the model’s logits layer
corresponding to token;. A higher PSR indicates a more
successful protection mechanism.

These metrics help evaluate the quality of text protection
and its impact on both the text’s semantics and the extent to
which it effectively truncates the model’s output.

5) Baseline: We used GBDA [22] and PEZ [23] methods
as baselines. Equation 6 presents the optimization objective of
STP. In the baseline, we employed both PEZ and GBDA to
achieve this optimization objective. The optimized initial value
is set to the text to be protected. Then, we computed the loss
function in Equation 6 and utilized PEZ and GBDA algorithms
individually to optimize the prompt. It’s important to note that
while GBDA method offers constraints on the concealment of
adversarial examples, it requires a specific inference model.
Hence, in this paper, we didn’t impose concealment constraints
on GBDA. Additionally, to prevent gradient explosions when
using these two methods, we used the Adam optimizer with
values of epsilon (eps) le — 5.

B. Evaluation

1) White Box: The Comprehensiveness of the Trunca-
tion Protection Example. Table I shows the results of TPE
constructed by STP, PEZ, and GBDA on nine categories of
prompts from the Vicuna dataset on LLaMA, Vicuna, and
Guanaco. We applied 15 rounds of replacements to each of the



TABLE I: Result of Truncation Protection Example

. Vicuna Dataset
Model Metrics  Method Writing  Roleplay  Common-sense  Fermi  Counterfactual Coding Math  Generic  Knowledge
STP 0.27 0.26 0.21 0.21 0.36 0.37 0.46 0.37 0.24
o7 PEZ 0.33 0.31 0.30 0.20 0.36 0.36 0.44 0.49 0.32
GBDA 0.84 1.00 0.92 0.90 1.00 0.97 2.04 0.95 0.86
Vicuna STP 0.73 0.73 0.78 0.76 0.66 0.74 0.76 0.66 0.76
n PEZ 0.75 0.73 0.72 0.78 0.71 0.76 0.79 0.62 0.69
GBDA 0.50 0.50 0.50 0.51 0.51 0.52 0.49 0.48 0.50
STP 0.97 0.95 0.88 1.00 0.63 0.79 0.99 0.79 0.88
PSR PEZ 0.05 0.05 0.07 0.05 0.08 0.03 0.06 0.07 0.10
GBDA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
STP 0.26 0.31 0.24 0.21 0.44 0.40 0.28 0.37 0.27
¥ PEZ 0.35 0.38 0.41 0.36 0.34 0.37 0.74 0.50 0.46
GBDA 0.86 1.00 0.91 0.92 0.98 0.92 1.86 0.92 0.88
LLaMA STP 0.73 0.71 0.74 0.75 0.63 0.69 0.69 0.69 0.68
PEZ 0.73 0.69 0.66 0.69 0.73 0.72 0.65 0.61 0.64
GBDA 0.50 0.49 0.49 0.50 0.50 0.52 0.49 0.50 0.50
STP 0.53 0.46 0.41 0.65 0.22 0.39 0.44 0.24 0.47
PSR PEZ 0.05 0.04 0.03 0.02 0.03 0.01 0.03 0.04 0.02
GBDA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
STP 0.29 0.33 0.26 0.25 0.43 0.39 0.44 0.41 0.33
¥ PEZ 0.36 0.41 0.35 0.33 0.31 0.26 0.68 0.46 0.41
GBDA 0.84 0.98 0.89 0.88 0.98 0.91 1.79 0.91 0.87
Guanaco STP 0.71 0.68 0.72 0.74 0.68 0.68 0.70 0.64 0.68
PEZ 0.72 0.70 0.69 0.71 0.70 0.76 0.67 0.65 0.65
GBDA 0.50 0.50 0.50 0.50 0.50 0.52 0.50 0.49 0.49
STP 0.56 0.53 0.51 0.67 0.27 0.22 0.70 0.45 0.60
PSR PEZ 0.04 0.03 0.04 0.03 0.03 0.01 0.05 0.03 0.04
GBDA 0.00 0.01 0.00 0.00 0.02 0.01 0.01 0.01 0.00
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Fig. 4: the convergence results of Loss and PSR for PEZ, GBDA, and STP methods. It can be observed that our proposed
approach shows faster convergence of loss and higher efficiency when it comes to constructing TPE. It is worth noting that the
initial value for optimization in all three methods was set as the original prompt, and the initial steep increase in loss for GBDA
is attributed to its deviation from the initial prompt in the first round, mainly due to the introduction of Gumbel-Softmax.

80 prompts, with each round signifying one token replacement
of the target prompt.

The experimental results indicate that STP exhibits fa-
vorable protective effects for prompts of varying categories
and lengths. However, among the nine different categories of
prompts tested, prompts related to Counterfactual and Math,
due to their shorter lengths, experienced greater disruption
from replacement, leading to relatively poorer concealment.

Compared to STP, PEZ and GBDA show little to no effective-
ness in constructing TPE.

To illustrate the superiority of the STP method in construct-
ing TPE, we selected ten prompts from the “Writing” category
in the Vicuna dataset. We conducted TPE construction using
the STP method, PEZ, and GBDA methods on Vicuna, and
the final results are depicted in Figure 4.

Furthermore, in our experiments, we observed that a signif-



icant portion of the replacement operations involved changes
in capitalization, such as transforming “you” to “You” or
substitutions with visually similar or identical characters but
different encodings, like changing “a” to “a . This ensured
the concealment of TPE and highlighted the advantage of
using tokens rather than words as the smallest replacement
units.Table II displays some examples of TPE.

Moreover, due to the greedy search principle followed by
the STP method, replacements that had a considerable impact
on the outcome were often in fixed positions within sentences.
Consequently, many rounds of replacement were focused on
the same location, reinforcing the concealment of TPE.

It is important to note that conducting 15 rounds of construc-
tion did not achieve convergence in the loss function for most
prompts. Therefore, conducting more rounds of construction
for a single prompt should yield better protective results, but
this might also lead to greater alterations in the prompt itself.

TABLE II: Examples of TPE on Vicuna while PSR > 0.95

Text

Can you help me write a resignation letter to my current employer, while
leaving on good terms and expressing gratitude for the opportunities
provided?
ShouldYou help me write a resignation letter to my current employer, while
leaving on good terms but expressing grat attitude for the opportunities
provided?

Draft an apology email to a customer who experienced a delay in their
order, and provide reassurance that the issue has been resolved.

[ raft an apology contact to @ customerWho experienced a delayln their
order,\r and provide reassurance that the issue has been revol.

Write a compelling product launch announcement email to inform our
customers of our new software solution.
Write a comp sell product launch announcement email to inform our
customers of our new software answer$?

Write a captivating movie review for a recently released science fiction
film, discussing its plot, characters, and special effects.

Write a captvivating movie evaluate for an recently released science fiction
film, discussizing its plot, character, and special effects}$.

The Effectiveness of End Protection for Texts of Differ-
ent Lengths. With increasing prompt length, the search space
for constructing TPE grows and the concealment is enhanced
under the same number of replacements. To investigate this,
we conducted 15 rounds of TPE construction on the prepared
Novel dataset. Table III shows the effectiveness of STP for
texts of different token lengths. As expected, under the same
number of rounds, the final effectiveness of TPE remains
largely consistent. There’s even an improvement observed on
LLaMA and Guanaco. Simultaneously, the concealment of
TPE increases with the length of the text. This result means
that our method has a distinctive advantage in protecting long
texts and is highly suitable for real-world applications.

As mentioned in section V-BI1, stronger protection for a
single text can be achieved by increasing the number of
epochs. In this section, to control variables, we selected texts in
120 tokens from the Novel dataset and conducted 30 epochs of
construction on Vicuna. Figure 5 represents the effectiveness
of 30 rounds of construction.

TABLE III: Result of different lengths of text

. Novel Dataset
Model Metrics 40 tokens 80 tokens 120 tokens
0 0.18 0.09 0.06
LLaMA n 0.75 0.85 0.88
PSR 0.49 0.56 0.69
0 0.19 0.09 0.06
Vicuna n 0.76 0.84 0.89
PSR 0.83 0.81 0.81
0 0.18 0.09 0.07
Guonaco n 0.76 0.84 0.86
PSR 0.57 0.66 0.67
1.0
0.95, 0.96,
0.59, 0le 2000
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Fig. 5: Constructing TPE over 30 rounds on text of 120
tokens in the Novel dataset.

Real-World Scenarios. In real-world scenarios, adversaries
often add prefixes and suffixes to texts, such as “Please sum-
marize the following text: [exploited text]” or “[exploited text].
Please summarize the preceding topic.” These are important
steps when using LLMs for content generation. Therefore, In
this section, we conducted experiments on Vicuna, LLaMA
and Guanaco by adding prefixes “ Summarize following text,”
“Summarize the topic of following text,” “Please summarize
the topic of the following text and rewrite,” and suffixes
“Summarize the preceding text,” “Summarize the topic of the
preceding text,” “Please summarize the topic of the preceding
text and rewrite” to the TPE on the Novel dataset. These
are denoted as prefixy, prefixs, prefixs, suffixy, suffixs, and
suffixs, respectively.

The experimental results are in Table IV and Table V. The
PSR and PSR* in the table respectively represent the protective
effect of TPE before and after adding a prefix or suffix. Even
though we did not specifically optimize the protection for these
prefixes and suffixes, the PSR remains at a relatively high
level. Furthermore, as the length of the text to be protected
increases, the impact of adding prefixes and suffixes dimin-
ishes on the protective effect. Additionally, longer prefixes
and suffixes have a relatively minor effect on the protective
outcome. This suggests that STP exhibit superior performance
in tasks involving long texts and complex prefixes/suffixes,
laying the groundwork for their scalability.



TABLE IV: Truncation Protection Examples with added prefixes

Model Metrics Prefixy Prefixo Prefixs
! 40 tokens 80 tokens 120 tokens | 40 tokens 80 tokens 120 tokens | 40 tokens 80 tokens 120 tokens
PSR 0.84 0.82 0.82 0.84 0.82 0.82 0.84 0.82 0.82
Vicuna PSR* 0.48 0.39 0.46 0.46 0.39 0.46 0.43 0.38 0.43
PSR 0.49 0.56 0.69 0.49 0.56 0.69 0.49 0.56 0.69
LLaMA PSR* 0.11 0.21 0.31 0.12 0.19 0.31 0.12 0.21 0.37
PSR 0.57 0.66 0.68 0.57 0.66 0.68 0.57 0.66 0.68
Guanaco PSR* 0.14 0.23 0.27 0.12 0.27 0.29 0.19 0.28 0.36
TABLE V: Truncation Protection Examples with added suffixes
. Suffixq Suffixo Suffixg
Model Metrics 40 tokens 80 tokens 120 tokens | 40 tokens 80 tokens 120 tokens | 40 tokens 80 tokens 120 tokens
PSR 0.84 0.82 0.82 0.84 0.82 0.82 0.84 0.82 0.82
Vicuna PSR* 0.29 0.39 0.37 0.25 0.33 0.39 0.53 0.51 0.56
PSR 0.49 0.56 0.69 0.49 0.56 0.69 0.49 0.56 0.69
LLaMA PSR* 0.11 0.15 0.12 0.15 0.20 0.19 0.21 0.28 0.25
PSR 0.57 0.66 0.68 0.57 0.66 0.68 0.57 0.66 0.68
Guanaco PSR* 0.21 0.15 0.22 0.21 0.18 0.27 0.38 0.40 0.52

2) Transfer Ability: We conducted a transfer of TPE results
to another LLM. Specifically, we applied the optimizations
achieved for LLaMA, Vicuna, and Guanaco models to each
other and observed the results, as shown in Table VI and
Table VII. Here, “Model A—B” denotes the transfer of
optimized results from model A to model B. PSR represents
the protective effect of TPE tailored for the model itself, while
PSR* signifies the transferred results.

We observed that TPE exhibits certain transferability among
language models with similar architectures. This suggests that
truncation represents a high-dimensional trait, a form of model
knowledge. Furthermore, we noted that TPE constructed by
weaker models maintain relatively higher protective abilities
when transferred to stronger models, as evidenced by the cases
of LLaMA—Vicuna and LLaMA—Guanaco. Additionally, as
the length of the text to be protected increases, the transfer
effect also improves, ensuring the generalizability of TPE.

3) Time Discussion: In the preceding sections, we analyzed
the practical effectiveness of STP in text protection. In this
section, we delve into the relationship between TPE construc-
tion time and various parameters. As depicted in Figure 3,
the construction time of TPE is primarily associated with the
length of the text to be protected, the size of the replacement
set, the number of construction rounds, and the batch size. In
our experimental setup, STP for a single text on the 7B model
using an NVIDIA Quadro RTX8000 GPU takes approximately
12 minutes. We will now investigate the correlation between
these parameters and the construction time of TPE.

Text length. The text selected as the protection target
is not an adjustable parameter. However, fortunately, due
to the parallel computing nature of transformer models, the
computational time for texts of different lengths remains
relatively consistent. Similar to the experimental settings in
Section V, we conducted 15 epochs of construction for texts
in the Novel Dataset on the Vicuna-7B model. The average
construction times in 40 tokens, 80 tokens and 120 tokens

TABLE VI: Transferability of Truncation Protection Examples
on Novel dataset

. Novel Dataset
Model Metrics 40tokens  80tokens  120tokens
Vicuna PSR 0.49 0.56 0.69
1 .
LLaMA PSR* 0.13 0.18 0.16
LLaMA PSR 0.83 0.81 0.81
s
Vicuna PSR* 0.10 0.19 0.41
LLaMA PSR 0.57 0.66 0.67
1
Guanaco PSR* 0.23 0.39 0.46
Guanaco PSR 0.49 0.56 0.69
1
LLaMA PSR* 0.24 0.26 0.28
Vicuna PSR 0.57 0.66 0.67
1
Guanaco PSR* 0.13 0.25 0.27
Guanaco PSR 0.83 0.81 0.81
1
Vicuna PSR* 0.18 0.22 0.31

text were approximately 12.95 minutes, 13.15 minutes, and
15.18 minutes, respectively.

The experimental results indicate a slight increase in con-
struction time with an increase in the length of the protected
text. Nevertheless, this increase remains within an acceptable
range.

Size of replacement sets. The time complexity involved
in constructing replacement sets is negligible compared to a
single forward pass of the model. However, the size of the
replacement set significantly influences the convergence rate
of the loss function. Qualitatively, a larger semantically similar
candidate set N; broadens the model’s selection scope, provid-
ing more efficient options when forming the final replacement
candidate set .S;. However, it will also increase the randomness
in the algorithm.



TABLE VII: Transferability of Truncation Protection Examples on Vicuna dataset

Model Metrics Vicuna Dataset
Writing  Roleplay  Common-sense  Fermi  Counterfactual ~ Coding Math  Generic  Knowledge
Vicuna PSR 0.53 0.46 0.41 0.65 0.22 0.39 0.44 0.24 0.47
4 ;
LLaMA PSR* 0.07 0.10 0.05 0.10 0.05 0.07 0.09 0.05 0.08
LLaMA PSR 0.97 0.95 0.88 1.00 0.63 0.79 0.99 0.79 0.88
1
Vicuna PSR* 0.41 0.27 0.37 0.60 0.13 0.16 0.40 0.31 0.22
LLaMA PSR 0.56 0.53 0.51 0.67 0.27 0.22 0.70 0.45 0.60
1
Guanaco  PSR* 0.26 0.22 0.30 0.43 0.12 0.13 0.27 0.16 0.26
Guanaco PSR 0.53 0.46 0.41 0.65 0.22 0.39 0.44 0.24 0.47
1
LLaMA PSR* 0.18 0.20 0.20 0.19 0.09 0.12 0.17 0.11 0.26
Vicuna PSR 0.56 0.53 0.51 0.67 0.27 0.22 0.70 0.45 0.60
1
Guanaco  PSR* 0.17 0.10 0.10 0.28 0.06 0.05 0.14 0.06 0.11
Guanaco PSR 0.97 0.95 0.88 1.00 0.63 0.79 0.99 0.79 0.88
1
Vicuna PSR* 0.26 0.38 0.37 0.62 0.18 0.13 0.26 0.25 0.30

Number of construction rounds. Increasing the number
of construction rounds enhances the success rate of protection
but also extends the time required.

Batch size. Larger batch sizes imply a larger selection
space, leading to a greater reduction in the loss function within
a single round of construction. However, it also results in
increased construction time.

After discussing the impact of the aforementioned param-
eters on construction time, in order to maintain semantic
similarity, we conducted experiments by selecting a set of
data near the original |N(¢)| and |S(4)| to find more optimal
parameters for reducing the time cost of constructing TPE.
Specifically, we set |N(:)| € {8,10,12}, |S(:)| € {4,5,6},
and batch size € {16,32,64,128,256,512}. We then se-
lected a text from the Vicuna dataset for experimentation,
terminating training when the text’s PSR reached or exceeded
90%, and recorded the time taken for the calculations. The
experimental results are depicted in Figure 6.

It can be observed that reducing the batch size significantly
decreases the running time of STP, with the optimal scenario
taking only about 6 seconds. Similarly, adjusting other param-
eters properly can also significantly reduce the running time
of STP when a higher PSR is required.

4) Why Truncation Works: In Section IV-B, we mentioned
that the effectiveness of constructing TPE is attributed to the
tendency of dialogues to naturally end. In this section, we
emphasize this point and delve deeper into the intrinsic nature
of the model.

To ensure clearer contrasts in the model experimental out-
comes, we opted for six prompts from the Vicuna dataset as
the text examples to be protected, leveraging Vicuna as the
target model. Upon inputting these prompts into the model,
predictions for the next token were obtained. We selected
approximately four to five tokens with probabilities close to
the end token as our optimization targets to control variables.
Specifically, we focused on the last dimension of the logits
layer output, denoted as output.logits[0, —1], and sorted these
tokens in descending order. We then chose the three tokens
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Fig. 6: The heatmap of the relationship between the
replacement set size, batch size, and construction time.
The masked areas indicate scenarios where, even after 100
epochs, the PSR did not reach 0.9 and the unit of the numbers
in the figure is minutes.

preceding the end token and the three tokens succeeding it as
our new optimization targets.

It is noteworthy that in Vicuna, we observed that the end
token usually ranks second or third among all tokens. While
this high ranking was somewhat unexpected, it did explain the
favorable performance of the Vicuna model in our previous ex-
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Fig. 7: The optimization result of six text examples targeting different tokens.

periments. Additionally, in our experiments, the token ranked
first consistently corresponded to token “(0x0A)”, indexed as
token 13 in the dictionary, which is one of the foundational
subwords used in the initialization of the vocabulary for the
BBPE [45] algorithm.

Subsequently, we optimized the text to increase the prob-
ability of the model outputting the first token as the target
token, iterating this process for ten rounds, while maintaining
other experimental settings as outlined in Section V-A. The
experimental results are depicted in Figure 7.

The results indicate that optimizing for the end token and
“(020A)” as optimization targets was easily achieved, while
other tokens were less sensitive to STP’s adjustments. Notably,
some optimization targets initially exhibited higher values
than the end token, gradually being overtaken by the end
token across the epochs, highlighting the particularity of the
end token. We refer to tokens sensitive to the optimization
algorithm as “sensitive tokens” each corresponding to inherent
properties of the model. For instance, the end token indicates
a propensity to end dialogues, tokens ranking higher represent
the model’s compliance with instructions, while tokens like
“(020A)” correspond to certain biases generated during the
model’s training. Exploring these biases may unveil deeper
security implications.

Additionally, we discovered that optimizing the text to
correspond to the token “(0x0A)” at index 13 also had a
disruptive effect on the model’s generated results. We set the
temperature to 0.7 and employed random sampling. To prevent
excessively long text, we have set the maximum number of
new tokens to 100. Some dialogue results are provided in the
Appendix.

VI. DISCUSSION

A. Significance of This Work and Future Directions

The proposed Silent Guardian in this paper represents
the first text protection mechanism for LLMs, addressing
the security gaps associated with malicious exploitation. As
multimodal models and multidimensional models continue to
emerge, the protective measures outlined in this paper can be
extended to encompass a broader range of generative domains,
including audio, images, videos, and beyond. It is anticipated
that this extension will have profound implications for the field
of generative large models.

Furthermore, TPE offers additional assurances for the rights
of holders of high-quality data. Owners can employ targeted
truncation optimizations on unregistered large models, thereby
safeguarding their interests.

B. STP Method

As shown in Figure 2, STP method ensures good con-
cealment while allowing for rapid convergence. Importantly,
unlike the GBDA method, STP does not require introducing
a reference model to guarantee concealment, ensuring its
applicability across various scenarios.

On the other hand, the STP method is an optimization of
the GCG method, with a notable distinction. Unlike the GCG
method, STP considers the concealment of adversarial text.
Given that certain online models employ input detection mech-
anisms to prevent malicious usage [46], traditional methods
such as adding prefixes or suffixes in prompts are susceptible
to confusion detection. STP, in contrast, provides a less de-



tectable avenue for evasion attacks, making it challenging to
be identified.

C. Truncation Protection Example

1) Different Models: For different models, the choice of the
end token varies due to differences in tokenizers. The LLaMA
model developed by Meta, for instance, uses the end token
</s> On the other hand, models from the GPT [47] series
typically include a special token, which incorporates the end
token, when using their tokenizer. Taking the example of GPT-
4’s cl100k-base [48] tokenizer, the corresponding dictionary
index for the ending token is 100257. Therefore, when aiming
to apply text truncation protection specifically for this model,
this index should be used as the optimization target.

For the work presented in this paper, achieving universality
in truncation protection examples across models with different
tokenizers proves challenging. Addressing this issue will be a
key focus for future research efforts.

2) Heightened Security Requirements: To address the se-
curity requirements of explicitly defined text, optimization
during the construction of TPE can target common prefixes and
suffixes. Introducing coefficients to form a new loss function,
optimization can be applied exclusively to the original text. For
instance, when dealing with personal social media content, a
defender may wish to conceal specific aspects of their lifestyle,
and he can design corresponding prefixes and suffixes to
construct TPE. The specific details are outlined in Algorithm 2.

3) Universal Model: For models that share the same to-
kenizer but have different parameters, the approach aligns
with the universal method outlined in the parentheses. This
method enables simultaneous optimization for multiple mod-
els, thereby achieving enhanced model generality. The specific
details are similar as Algorithm 2, except that the loss function
calculation involves the sum across different models.

4) Other Truncation Method: In addition to directly gener-
ating an end token as the first token, another strategy involves
guiding the model to produce refusal responses. In previous
work [20], “Sure, here is” was used as an optimization prefix
to guide the model during evasion attacks. Similarly, in this
work, we can use refusal expressions like “I am sorry, but” as
optimization targets.

VII. CONCLUSION

In this paper, we introduced the first text protection scheme,
SG, designed to prevent malicious exploitation by LLM while
safeguarding the privacy and copyright property of user-
uploaded internet text through the concept of TPE. Our
experimental outcomes demonstrated the effectiveness and
concealment of the STP method across varied text lengths,
types, and diverse models. Furthermore, TPE constructed us-
ing STP showed some level of transferability between models
and robustness to prefixes and suffixes. We also explored
the time required to construct TPE using STP, finding that
with appropriately chosen parameters, the construction time
for individual protection is remarkably short. Additionally,
we delved into optimizing specific token-associated model
properties, which we believe can inspire future investigations

Algorithm 2: Truncation Protection Example for
Heightened Security Requirements

Input: Original Prompt P, Iterations 7', Target Model
M, Batch Size B, Loss Function £, Prefixes
prei, ..., prem,, Suffixes sufi, ..., suf,

Output: Optimized prompt P

repeat T times

fori=1,...,m do

L Pt =pre; + P
fori=1,...,n do
| P =P+ suf;

loss =0

fori=1,...m+n do
| loss+ = n; - L(P?)

for i =1,...,len(P) do

h; = —V,,loss

N; = N(P;)

S; =Top — k(N;)
lenpaﬂ = len?P)
forb=1,...,B do

[Z = Ienlz)an“

po) = p

75,;(b) = Uniform(S;)
| P= PO where b* = arg min, L(P®)

return P

into LLM characteristics. We aim to deploy SG in real-world
scenarios to address the escalating concerns regarding LLM
security and believe that it will find broader applications in
the future.
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APPENDIX

<s> Compose an engaging travel blog post about a recent trip to Hawaii,
highlighting cultural experiences and must-see attractions. What’<s>
2018-2019 College Catalog > Courses > HIS - History HIS 101 - World
History to 1500 This course is a survey of world history from the earliest
human societies to 1500. It covers the development of human societies and
civilizations, including the rise and fall of empires, cultural and intellectual
achievements, and the impact of various world events on human history.

<s> Can you help me explains a formal Email To a potential business
member proposing a joint venture?” A formal email to a potential business
member proposing a joint venture should be well-written, professional, and
persuas<s> “It is not the critic who counts; not the man who points out
how the strong man stumbles, or where the doer of deeds could have done
them better. The credit belongs to the man who is actually in the arena,
whose face is marred by dust and sweat and blood; who strives valiantly;
who
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