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Laver Description Standards and
Protocols

7 — Application layer | Standards to define the provision HTTPF, FTP, SNMP,
of services to applications — such | POP3, SMTP

as checking resource availability,
authenticating users, etc.

6 — Presentation laver | Standards to control the translation | SS5L
of incoming and outgoing data
from one presentation format
to another.

5 — Session layer Standards to manage the ASAP, SMB
communication between the
presentation layers of the sending
and receiving computers. This
communication is achieved by
establishing, managing and
terminating “sessions’.

4 — Transport layer Standards to ensure reliable TCP, UDP
completion of data transfers,
covering error recovery, data flow
control, etc. Makes sure all data
packets have arrived.

3 — Network layer Standards to define the IPv4, IPv6, ARP
management of network
connections — routing, relaying
and terminating connections
between nodes in the network.

2 — Data link layer Standards to specify the way in ARP
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Table 2-2: Local and Remote IP Addresses

Sending Device

[P Address: 200.100.50.10 11001000.01 100100.001 10010.00001010

Subnet Mask: 255255255240 [ 1111111000000 M it 11 110000

Network 1D: 200.100.50.000 1 1001000.01 100100.001 1001000000000

Table 2-3: Private IP Address Ranges
Class Private address range start Private address range end

10.0.0.0 10.255.255.255
172.16.0.0 172.31.255.255
192.168.0.0 192.168.255.253
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+ IPv6

* ARP

* Routing
* NAT

[ External IP: 129.35.78.178
H Yo
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p
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Frames insadea 4 § Frames outside
rabonis ahantk Gateway dwu_:e replaces internal oelvabe network
e = U el IP addrass 'I'I'Itl"l axtarnal IP:Port uge exignmsal
IP- 192 188.0.2 I addresses address using PAT table IF addresses

»

Internal IF addrass | Extermal IP address:Port

182.168.0.1 128.35.78.178:2001
il 182.188.0.2 128.35.78.178:2002

1

v

Figure 2-2: Port Address Translation in Practice
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Table 2-5: Example of a Simple PAT Table /

Private IP address Public IP address:Port
192.168.0.1 129.35.78.178:2001 .
192.168.0.2 129.35.78.178:2002
192.168.0.3 129.35.78.178:2003 ’
192.168.0.4 129.35.78.178:2004
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HostA | Hehbds
| 198.76.28.11
| 198.76.28.12
Server
10.0.0.1 | 198.76.28.20
Internet
10.0.0.254/24
=198 76.28 1/24
N,@Tfﬁ% 198.76.29 4/24
HostB
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Basic NAT

@ D=193.76.29.4 @ D=193.76.29.4

S=10.0.0.1 ==193.76.28..11
NAT table
HostA ﬁnsid& Address|Global derema:\

@Lll].l].l].l 198. T6. 28. 11 J @

10.0.0.2 198. T6. 28. 12

7
/
Bk Server >

\

(198.76.28.11~20)

Internet
RTA 198.76.28.1/24

D=10.0.0.1 @ D=198.76.28.11

3=198.76.29.4 5=198.76.29.4 I

10.0.0.254/24

198.76.29.4/24

< HostB )
Q\—
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NAPT

I
=

@ D=193.76.29.4 P=80 @ D=108.76.20.4 P=80

S=10.0.0.1 P=1024 S=198.76.28. .11 P=2001
NAT table
T ﬁnsideﬂddresa Glﬂhalhddressw
o @ Port Port

10.0.0.1:1024 | 198.76.28.11:2001 @

10.0.0.2:1024 | 198.76.28.11:3001
Hehk Server

(198.76.28.11~20)

Internet
10.0.0.254/24

198.76.28.1/24
RTA 198.76.29.4/24

D=10.0.0.1 P=1024 @ D=188.76.28.11 P=2001
5=1935.76.29.4 P=80 3=198.76.29.4 P=30

2
e

HostB

\
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NAT Server

@ D=198.76.25.4 P=1033 @ D-198.76.29.4 P=1033

5=10.0.0.1 P=8080 S=198.76.28.11 P=80
NAT Server
HostA Inside Address | Global Address
@ Port Port
tn.n.m:anan 198.76.28.11:80 J@
HostC
RTA

EO/O

Internet
10.0.0.254/24

198.76.28.1/24
10.0.0.2 198.76.29 4724

D=10.0.0.1 P=8080 @ D=188.76.25.11 P=80
5=198.76.29.4 P=1033 3=198.76.29.4 P=1033

osiB

\
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NAT ALG

FTP Control il

=
.

@ D=198 76.20.4 P=21 @ D=198 76.20.4 P=21

L 3

S=10.0.01 P=1024 S=198.76.28.11 P=2001
| *5=10.0.0.1 P=5001" | | s=198.768.28.11 P=2002" |
NAT table
. ﬁnsidehddress Glnbalhddressw
i @) Port Port

10.0.0.1:1024  |198.76.28.11:2001 |(5)

10.0.0.1:5001 198.76.28.11:2002
He it FTP Server

(198.76.28.11~20>

Internet

10.0.0.254/24

198.76.28.1/24
RTA 198.76.29.4/24

D=10.0.0.1 P=50D1 @ D=188.76.28.11 P=2002
==185.76.28.4 P=20 3=188.76.28.4 P=20

4 HostB FTF Data &

uct by Weifeng Sun IPHuIEAN L ? 12/89




OS5I Network layer

LLC SAP

Logical Link Control layer (LLC)

| MAC SAP |

Medium Access Control layer (MAC)
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Figure 2-5: MAC Frame Structure
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Device A

Device B

attempts to send

Device C

attempts to send

N

Data packet
T . Time
Mecdurm busy iedium free Codlision
el s |- Data packet
¥ : : :
Modvom busy | | Medbum froa Coislon Moovum busy I Meovum froae
Koo prvery sy | - Data packet
> St time
Figure 2-6: Ethernet CSMA/CD Timing
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USB1.0 12Mbps
- USB2.0 480Mb P
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Table 2-8: Aspects of PHY and Data Link Layer Wireless Technologies

Technology aspect

Issues and considerations

Spectrum

What part of the electromagnetic spectrum is used, what is
the overall bandwidth available, how is this segmented into
channels? What mechanisms are available to control utilised
bandwidth to ensure coexistence with other users of the
same spectrum?

~—

Propagation

What power levels are permitied by regulatory authorities in
the spectrum in question? What mechanisms are available
to control the transmitted power or propagation pattem to
minimise co-channel interference for other users, maximise
effective range or utilise spatial diversity to increase
throughput?

Modulation

How is encoded data carried on the physical medium, for
example by modulating one or more carriers in phase and/or
amplitude, or by modulating pulses in amplitude and/or
position?

Data encoding

How are the raw bits of a data frame coded into symbols for
transmission? What functions do these coding mechanisms

serve, for example increasing robustness 1o noise or increasing
the efficient use of available bandwidth?

Media access

How is access to the transmission medium controlled to
ensure that the bandwidth available for data transmission is
maximised and that contention between users is efficiently
resolved? What mechanisms are available to differentiate
media access for users with differing service requirements?

Aduct by Weifeng Sun
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ARP 33l

Y V] AT Y5t A2 ARP YIS T iE 2 )

A ARPHIE Skt 7] LLARPIRI & % 2y Bt & B R &I

X KA LS o ARPZE AT .
SolarisH4F & .

ARPIE skt n] PO IE

ARP E LI 22 A7 H 75 !

Jocuments an ettings“Hdministratorsarp —a

Interface: 192.168.1.1 —— HAx4
Internet Address Physzical Address T ype
222.27.1922.31 HA—-dB—-f8—-e3-ha—e? dynamic
222.27.1922.254 H—dB—f8—-e3—-ha—e? dynamic
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ARP 1] Hi [r] X Y

Arp -a

192.168.0.2 22:22:2200:0:22
192.168.0.254 22:22:22:32:23:20
A

[P: 192.168.0.1
BAAC: 1011000011001

H
[P 19216802
MAC: 233032332333

&
IP: 192.168.0.254
MAC: 33:33:33:33:33:33
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ARP)H ] N KL

AP =i

192, 16802 AR F AR
192 16800254 22:23-32X3-23-17
e

[P 192 168.001
MAC: [EL1EL LR

H
[Py 192.168.0.2
MAL: 22;22:22:32: 32110

.
IP: 1921680254

MAC: 33:33:33:33:33-33

Arp -a 23/89
19216801 22: 2222222222

19216802 22;22:22-22.22:32
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- IPv6 Ml ¥ H =
340, 282, 366, 920,
038, 463, 463, 374,
607, 431, 768, 211, 456

ek bR NES A] LA
5.7 X 10°8/TIPv6 Hutl .
@‘
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IPv6 - overview

« IPv6 JEIPHuhE A G N2 7 1671
- IPv6faitl T IP/r2H 1 s =

- TIPvé:EGE T %
- TIPv6gm | X
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WY RIS
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A SR
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" Anycast 8157 S Fr
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IPv6 )bk~ [A]

IPv6 ZFadik i H bl n] DL DL =P dEAcse il
(1) ik (unicast)  HPIERLSAESEH FON ROELS
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o T RERREVA ) 5 2
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HrgE 4 0000 0000 il

- HiZk A 0000 0000 ;&R — /Nl Hihl 5 IPv4

\4’%[3’] IR e (R A AN B 2 g 21 AE LB i I H
IPv4H1 IPv6 W [RIIATAE, A M4 mANSCHF
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Changes from IPv4

» Header Length

- ¢/ Fixed Header : 40 bytes

+ 3 Flag Bits (O, DF, MF), Fragment Offset
- BB KNG HEREE )P HE E A

* Checksum: removed entirely to reduce
processing time at each hop

» Options: allowed, but outside of header,
indicated by "Next Header" field

AR
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ICMPv6

+ ICMPv6 I SCHE AT TPv4 1) ICMP AL, B
4 NI TBAARR A . {H ICMPv6 Ko 5 A~
TS Y S TH AR A IR T

- additional message types, e.g. "Packet Too Big"
- multicast group management functions
+ ICMPv6 111 3Kl 73 4 Y R3S
- EEIRERX
- R EERIHR X
- ZIBITAR AR
- Buh & IR




Transition From IPv4 To
IPv6

* Not all routers can be upgraded
simultaneous
- no "flag days"
- How will the network operate with mixed
IPv4 and IPv6 routers?
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IPv6 - Transition

r RFC 2893 FR4g it I P HIIPv4 [ IPvOFE A2 (K] )
V4
m Dual IP Layer (X.#{Dual Stack, X /p3A%): £ FHLA
% s LA I SEELIPv4ARTTPve P Rl i
m Tunneling (FEEFAR) : fEIPv6o ) H B AFIPv4 54
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IPv6 - Dual IP Layer

N R 7
TCP/UDPIYX
IPvolpill | IPv4TY
A B 2
U7/ BEYE

Dual Stack (XU ER):
W R4 EHLEIN S FFIPveFIIPvARE AP, B4 1%
FAHLELRE S5 S FFIPvAT I I FEHLEAE, X EES SZHFIPVOT)
CHLA S, X MU IR AR CAENLEE




Tunneling

Logical view: ‘%‘—‘

IPv6 IPv6 IPv6 IPv6

Physical view: ‘—6—@—@—‘*

IPv6 IPv6 IPv4 IPv4 IPv6 IPv6
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Tunneling

Logical view: ‘—6&‘—‘

IPv6 IPv6 IPv6 IPv6
Physical view: BB S B S € €2
IPV6 IPv6 IPV4 IPv4 IPV6 IPV6
Flow: X Flow: X
Src: A Src: A
Dest: F Dest: F
ddta dat
Ato.B: daﬁa data B P
o=k B-to-C: B-to-C: ot
IPv6 . IPv6
P .
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