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ABSTRACT

This paper considers the problem of tracking a network-wide solution that dynamically minimizes the
summation of time-varying local cost functions of network agents, when some of the agents are malfunc-
tioning. The malfunctioning agents broadcast faulty values to their neighbors, and lead the optimization
process to a wrong direction. To mitigate the influence of the malfunctioning agents, we propose a total
variation (TV) norm regularized formulation that drives the local variables of the regular agents to be
close, while allows them to be different with the faulty values broadcast by the malfunctioning agents.
We give a sufficient condition under which consensus of the regular agents is guaranteed, and bound the
gap between the consensual solution and the optimal solution we pursue as if the malfunctioning agents
do not exist. A fully decentralized subgradient algorithm is proposed to solve the TV norm regularized
problem in a dynamic manner. At every time, every regular agent only needs one subgradient evaluation
of its current local cost function, in addition to combining messages received from neighboring regular
and malfunctioning agents. The tracking error is proved to be bounded, given that variation of the op-
timal solution is bounded. Numerical experiments demonstrate the robust tracking performance of the
proposed algorithm at presence of the malfunctioning agents.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

Consider an undirected network consisting of n agents, which
at time k try to cooperatively solve a decentralized dynamic opti-
mization problem

1‘[)1?21‘1 > EEN. (1)
i1

Here fik :RP — R is a convex and differentiable local cost function

only available to agent i at time k and &  R? is the common opti-
mization variable to all agents. At time k, every agent is allowed to
exchange its current local iterate with network neighbors, followed
by local computation so as to track the dynamic optimal solution.
The purpose of this paper is to develop a robust decentralized dy-
namic optimization algorithm that solves (1) at presence of mal-

* This work is supported by the China National Science Foundation under
Grant 61573331 and the Anhui Provincial Natural Science Foundation under Grant
1608085QF130. Part of this paper has been accepted to the 43th International Con-
ference on Acoustics, Speech, and Signal Processing, Calgary, Canada, April 15-20,
2018 [1].

* Corresponding author.

E-mail address: lingqing556@mail.sysu.edu.cn (Q. Ling).

https://doi.org/10.1016/j.sigpro.2018.06.024
0165-1684/© 2018 Elsevier B.V. All rights reserved.

functioning agents. By malfunctioning agents, we mean those who,
instead of transmitting local iterates to neighbors, send wrong val-
ues (for example, faulty constants or random variables) due to fail-
ures of communication or computation units.

Decentralized dynamic optimization problems in the form of
(1) are popular in multi-agent networks with time-varying tasks
[2-5]. Examples include adaptive filtering and estimation in a
wireless sensor network [6-8], target tracking using a group of
robots [9-11], dynamic resource allocation over a communication
network [12-14], voltage control of a power network [15,16], to
name a few. Existing algorithms to solve (1) are (sub)gradient
methods [8,15], mirror descent method [5], alternating direction
method of multipliers [2,14], as well as gradient, Newton, and in-
terior point methods based on the prediction-correction scheme
[3,4].

Nevertheless, most of the existing works assume that the agents
faithfully follow prescribed optimization protocols: accessing dy-
namic local cost functions, exchanging local iterates, and perform-
ing local computations. This assumption does not always hold true
since some of the agents might be malfunctioning in practice -
some may send malicious information to their neighbors so as to
deliberately guide the optimization process to a wrong direction
that they expect to reach, whilst some may send faulty values to


https://doi.org/10.1016/j.sigpro.2018.06.024
http://www.ScienceDirect.com
http://www.elsevier.com/locate/sigpro
http://crossmark.crossref.org/dialog/?doi=10.1016/j.sigpro.2018.06.024&domain=pdf
https://doi.org/10.13039/501100001809
https://doi.org/10.13039/501100003995
mailto:lingqing556@mail.sysu.edu.cn
https://doi.org/10.1016/j.sigpro.2018.06.024

W. Xu et al./Signal Processing 153 (2018) 24-33 25

their neighbors, not deliberately but due to failures of communica-
tion or computation units. This paper focuses on mitigating the im-
pact of malfunctioning agents in decentralized dynamic optimiza-
tion.

The impact of malfunctioning agents has been analyzed in the
context of average consensus over a social network [17-19]. It is
shown that the malfunctioning agents shall bias the network opin-
ions from the consensual state of the regular agents [17], and the
locations of the malfunctioning agents are critical to evolution of
the network opinions [18]. Decentralized detection and localiza-
tion methods are proposed in [19] to identify the malfunctioning
agents. To the best of our knowledge, there is no existing work
that considers the influence of the malfunctioning agents on the
tracking performance of decentralized dynamic optimization.

Our work is tightly related to [20], whose goal is decentral-
ized static optimization at presence of the malfunctioning agents.
Different from the dynamic case studied in this paper, Ben-Ameur
et al. [20] assumes that the local cost functions f,." are invariant
across time k. To handle the faulty values broadcast by the mal-
functioning agents, the total variation (TV) norm of the vector that
stacks all the local variables is penalized. Through minimizing the
summation of the local cost functions and the TV norm, most lo-
cal variables (from the regular agents) are able to reach consen-
sus and those outliers (from the malfunctioning agents) are toler-
ated. A subgradient method is proposed to solve this robust decen-
tralized static optimization problem. Our work also adopts the TV
norm penalty to handle the malfunctioning agents and a subgra-
dient algorithm as the optimization tool, but extends their appli-
cations to the dynamic regime. We give a sufficient condition un-
der which consensus of the regular agents is guaranteed, and also
give an upper bound on the tracking error of the regular agents.
These results are different to those developed for the static case
in [20] due to the dynamic environment, and provide theoretical
guarantees to the tracking performance of the subgradient method
at presence of the malfunctioning agents.

Another related work is [21], which considers decentralized
stochastic optimization. Instead of tracking a dynamic optimal solu-
tion, Koppel et al. [21] minimizes the summation of the local cost
functions fl." across all nodes i and all times k. Therefore, the lo-
cal iterates are expected to reach a steady-state consensual solu-
tion, given that the stochastic noise of the local cost functions is
bounded. To allow for data heterogeneity across the network, Kop-
pel et al. [21] introduces proximity constraints such that neighbor-
ing local variables are close enough, but not necessarily consen-
sual. Though not explicitly claimed in [21], this approach is also
able to alleviate the influence of the malfunctioning agents. A sad-
dle point method is proposed to solve this constrained stochastic
optimization problem. Our work is different from [21] in terms of
problem setting (dynamic versus stochastic), mathematical formu-
lation (TV norm penalty versus proximity constraints), and algo-
rithm design (subgradient versus saddle point).

The main contributions of this paper are as follows.

1. We formulate a TV norm regularized problem, which is ro-
bust to presence of the malfunctioning agents (Section 2). We
give a sufficient condition under which consensus of the regu-
lar agents is guaranteed, and bound the gap between the con-
sensual solution and the optimal solution we pursue as if the
malfunctioning agents do not exist (Section 3.2).

2. We propose a fully decentralized subgradient algorithm to solve
the TV norm regularized problem in a dynamic manner. At ev-
ery time, every regular agent only needs one subgradient evalu-
ation, in addition to combining messages from neighboring reg-
ular and malfunctioning agents (Section 2). We prove that the
tracking error is bounded, given that the variation of the opti-
mal solution is bounded (Section 3.3).

3. We provide extensive numerical experiments, demonstrating
the robust tracking performance of the proposed algorithm at
presence of the malfunctioning agents (Section 4).

2. Problem formulation and algorithm design

Let us consider a connected undirected network of n agents V =
{1,---,n} with n = |V|, and a set of edges A. If an edge (i, j) € A,
then agents i and j are neighbors, and can communicate with each
other. We denote the set of agent i's neighbors as Aj;. The agents
aim at solving the decentralized dynamic optimization problem in
the form of (1). We assume that the network is synchronized, and
at time k every agent i strictly conforms to the following protocol:

Step 1. Accessing local cost function f,.".

Step 2. Computing local iterate x?‘ € RP,

Step 3. Broadcasting local iterate xf to neighbors j € N;.

However, some of the agents in the network are malfunction-
ing, meaning that they broadcast faulty values other than local it-
erates. To be specific, denote M as the set of malfunctioning agents
and R :=V\M as the set of regular agents. Define r :=|R| and
m := | M|. The subset of edges connecting the regular agents in V
is denoted by £ € A. At time k, malfunctioning agent i € M broad-
casts a variable Z:F € RP, instead of xf, to its neighbors j € N;. The
faulty value may come from deliberate malicious attack, failure of
the computation unit, or breakdown of the communication unit.
Different from [17-20] that assume the faulty values are constant
across time k, we also allow that they are time-varying (for exam-
ple, random variables or values generated from certain functions of
time). Although identifying the malfunctioning agents is possible
in decentralized static optimization [19], their detection and local-
ization are much more challenging for the dynamic task, especially
when the faulty values are time-varying.

Observe that at presence of the malfunctioning agents, it is
meaningless to solve (1), which minimizes the summation of all
agents’ local cost functions. For example, in multi-robot tracking,
when several robots are malfunctioning, taking their information
into consideration shall bias the tracking result. Therefore, at time
k, our goal is no longer solving (1) but finding the dynamic opti-
mal solution that minimizes the summation of the regular agents’
local cost functions

Sk ; k sk

% = argmin ;ﬁ (&). (2)
Directly solving (2) is intractable because the identities of malfunc-
tioning agents are not available in advance. To address this issue,
we introduce a TV norm penalty on the transmitted values, which
include the local iterates of the regular agents and the faulty values
from the malfunctioning agents. For agent i, define R; as the set of
its regular neighbors and M; := A;\R; as the set of its malfunc-
tioning neighbors. At time k, we expect to approximately solve

x4 = [xf*] =arg min Y fr(x)
=l iR

SN DN ErIIES N } 3)
ieR JER; JjeM;

where xk := [xf] € R'P is a vector that stacks all the local variables
Xk of regular agents, x** := [x¥*] e R"P is the optimal solution of (3),
and A is a positive constant penalty factor. The second term in the
cost function of (3) is the TV norm penalty on the transmitted val-
ues, whose minimization forces every x#‘ to be close to most of the
received values on agent i, but allows it to be different to those
received outliers [20]. Therefore, when the malfunctioning agents
are sparse within the network, the TV norm penalty helps miti-
gate their negative influence. For the applications of TV norm in
identifying sparse outliers, readers are referred to [22,23].
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We propose a subgradient method to approximately solve (3) in
a decentralized and dynamic manner. The subgradient of the cost
function in (3) with respect to x¥ is

VEEOE) + A D sign(xf —xb) + > sign(xf - 25) ],
JeR; JEM;

where sign(-) is an element-wise sign function. Given a e R,
sign(a) equals to 1 when a>0, —1 when a<0, and an arbitrary
value within [-1, 1] when a = 0. Note that this subgradient can be
easily generalized to the case that fl." is nondifferentiable, as long
as we replace V fk(x) by a subgradient of f¥ at x. For every reg-
ular agent i, its subgradient update at time k is

Xl_< k Otka (Xk l)

i i
—ar( D sign(dT =X + ) " sign(x T -2 ), (4)
JeR; JjeM;

where « is a positive constant stepsize. We use a constant stepsize,

Algorithm 1 A subgradient method for robust decentralized dy-
namic optimization.

Input: x) € RP forie R, A >0 and a >0
1: for Time k=1, 2, ---, every regular agent i ¢ R do

2: Receive xi?fl from regularneighbors j e R; and leg] from
malfunctioning neighbors j € M;.
3: Access local cost function fik.

4: Update local iterate xf.‘ according to(4).
5: end for

other than a diminishing one, for the purpose of adapting to the
dynamic cost functions [24].

The subgradient method to solve the robust decentralized dy-
namic optimization problem is outlined in Algorithm 1. The algo-
rithm has two parameters, penalty factor A and stepsize «. Ev-
ery regular agent i € R initializes its local iterate as x?. At time

k, it accesses the local cost function fk after receiving local iter-

ates xX i ~1 from regular neighbors j € R; and broadcast values z’]< 1

from malfunctioning neighbors j € M;. Note that agent i does not
need to know which neighbors are regular or malfunctioning; it
only receives broadcast values without distinction. Having all these
information at hand, it updates the local iterate xf.‘ according to
(4). For regular agent i, its communication cost per iteration con-
sists of broadcasting a p-dimensional vector to and receiving ||
p-dimensional vectors from its neighbors. The computation cost,
which mainly comes from evaluating the local gradient V f" (xk b,
is lightweight.

3. Performance analysis

This section analyzes the tracking performance of the proposed
robust decentralized dynamic optimization algorithm at presence
of the malfunctioning agents. Section 3.1 lists basic assumptions
for the analysis. Section 3.2 investigates the TV norm regularized
problem (3) at any time k, showing the condition under which the
optimal solution of (3) is consensual and its gap from the opti-
mal solution of (2) is bounded. Then in Section 3.3, we bound the
tracking error of Algorithm 1, given that the variation of the dy-
namic optimal solution to (2) is bounded.

3.1. Assumptions

We make the following assumptions on the dynamic local cost
functions f,.", which are normal for convex analysis.

Assumption 1 (Lipschitz continuous gradients). Local cost func-

tions fi" are differentiable and have Lipschitz continuous gradients

with Lipschitz constants Mﬂ< <Mg, where My > 0 are constants,
1

for all regular agents i € R and times k; namely, for any pair of
points x; and y;, it holds ||V f¥(x;) — VfF )l < Mfik||xl- =il

Assumption 2 (Strong convexity). Local cost functions fl" are

strongly convex with strong convexity constants m k> My where
my, >0 are constants, for all regular agents ieR and times k;
namely, for any pair of points x; and y;, it holds [x; — y,]T[Vfl." x;) —
Vil = mji llx; — yill2.

Assumption 3 (Bounded Gradients at Optimum). Local cost func-
tions fik have bounded gradients at #*, the dynamic optimal so-
lution to (2), for all regular agents i € R and times k; namely,
IV fE @) < co.

We also assume that the network of the regular agents is bidi-
rectionally connected. Otherwise, consensus among regular agents
is generally impossible.

Assumption 4 (Network connectivity). The network consisting of
all regular agents i € R, denoted by (R, &), is bidirectionally con-
nected.

For future usage, define the node-edge incidence matrix A =
[a;] € R™I€I of the network with all regular agents. If e = (i, j) € &,
then we set a;, =1 and aj, = —1 (the order of i and j is arbitrary,
but by default we consider the ordered edge (i, j) with i <j). If an
agent i is not attached to an edge e, then a;, = 0.

The last assumption is about the variation of the dynamic opti-
mal solution of (2) over time, which must be bounded to guarantee
reasonable tracking performance.

Assumption 5. For any two successive times k — 1 and k, the vari-
ation of the dynamic optimal solution of (2) is bounded by a posi-
tive constant ®; namely

I = 26D < @, (5)
3.2. Gap between (2) and (3)

Before stating the main result, we introduce an auxiliary prob-
lem in the form of

v —al"gmm PRRAVARS I VAE] I (6)

ieR ieR jeM;
The first-order optimality condition of (6) is that, for any malfunc-
tioning agent j, there exists v; € RP whose value satisfies the defi-
nition of sign(y** — z’]f) such that

%Zvﬁ(y"*nz > vj=0. (7)
icR ieR jeM;

Indeed, v; is a the subgradient of ||j* ,ng”] at the point ¥ = jk*

For notational simplicity, define a vector bk :=[b¥] € R"P whose

ith block b := V)‘ik(ﬁk*)/k+zjeMi v;. Thus, (7) is equivalent to

Y ier b = 0. An immediate implication of Assumptions 1-3, given

by the following lemma, is that b* is upper bounded. Its proof is
in Appendix A.

Lemma 1. Under Assumptions 1-3, b* are upper bounded for all
times k; namely, ||b¥| < occ.

The following lemma provides a sufficient condition under
which (3) and the auxiliary problem (6) are equivalent. Its proof
is in Appendix B.
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Lemma 2. Define a vector u := [ue] € RI€IP whose eth block is ue e
RP. If there exists u whose elements are within the range of [-1, 1],
such that A® Ipu + b¥ = 0 holds, where I is a p x p identity matrix,
then under Assumption 2, the optimal solution x** := [xf‘*] of (3) is
consensual and all the blocks xf.‘* equal to the optimal solution y** of

(6).

Remark 1. Observe that Lemma 2 only provides a sufficient condi-
tion, which is not necessarily tight, for the equivalence of (3) and
(6). Now we show that A® Ipu + bk = 0 may have a solution whose
elements are within the range of [-1, 1].

Since by Assumption 4, the network consisting of all regular
agents (R, £) is bidirectionally connected, the node-edge incidence
matrix A is with rank r—1 and the null space of AT is span(1;),
where 1; is an all-one r-dimensional vector. Therefore, any nonzero
r-dimensional vector with summation being 0 is not in the null
space of AT. Consequently, the condition Y bi.‘ = 0 guarantees
that b¥ is not in the null space of AT®l, and the linear equation
A®Ipu+ bk =0 has at least one solution. By Lemma 1, this solu-
tion is bounded because ||b¥|| < oo.

To further guarantee that the elements of the solution are
within the range of [—1,1], the magnitude of b* must be small
enough. Note that ith block of b is bk = Vfik@k*)/)»+21€,«4i vj.

The magnitude of the first term V f¥(y*)/A is small as long as A
is sufficiently large. Because v; € RP is a subgradient and its entries
are within the range of [-1, 1], the second term is bounded by
I Yjem vjll < +/PIM;|, meaning that the number of malfunction-
ing agents attached to every regular agent must be small enough.

In summary, Lemma 2 implies that (3) and (6) are equivalent,
given that the regularization factor A is large enough and the num-
ber of malfunctioning agents is small enough.

We proceed to show that the optimal solutions of (2) and
(6) have a bounded gap in Lemma 3. Its proof is in Appendix C.

Lemma 3. Under Assumption 2, the distance between the dynamic
optimal solution &* of (2) and the optimal solution y** of (6) is
bounded by

w g AP
kx ok k o .
IR =l < At et 3 Il (8)

i I€ER

In Lemma 3, the gap Ak is proportional to A, meaning that
large X yields large approximation error. Meanwhile, Remark 1 as-
serts that large A enhances consensus among the regular agents.
Therefore, setting a proper A helps achieve the tradeoff between
network consensus and approximation accuracy. Further, from
Remark 1 and Lemma 3, if the number of malfunctioning neigh-
bors is large, network consensus is difficult to reach and approx-
imation error is also remarkable. This makes sense because the
number of malfunctioning agents dictates the performance of the
TV norm regularized problem.

Summarizing Lemmas 2 and 3 immediately yields the main
theorem on the bounded gap between (2) and (3). Therefore, (3) is
a good surrogate of (2), which minimizes the summation of the
regular agents’ local cost functions.

Theorem 1. Suppose that Assumptions 1-4 hold true. Define a vector
U := [ue] € RI€IP whose eth block is ue € RP. If there exists u whose
elements are within the range of [—1,1], such that AQ I,u + bk=0
holds, then the optimal solution xk* := [xf*] of (3) is consensual and
the distance between every block xf?* and the optimal solution £* of
(2) satisfies ||xk* — || < Ak, where A¥ is defined in (8).

Below we provide two simple examples to illustrate the theo-
retical results.

Example 1. Consider a network consisting of 3 fully connected
regular agents 1, 2 and 3, where two malfunctioning agents 4 and
5 are attached to 1 and 2, respectively. For regular agent i, its lo-
cal cost function is fi" (%) = (& — i)2/2. For malfunctioning agent j,
we suppose that it always sends a constant z’]f =10 to its neigh-

bor. The optimal solution of (6) is ** =2+ 2A/3 if 0 <A <12 and
% =10 if A >12. The optimal solution of (3), if reaching consen-
sus, is xk* = gk« for all i eR. Numerical experiments show that
such a consensus is attainable when A > 0.44.

Now we check the theoretical condition given by Theorem 1.
The node-edge incidence matrix of the regular agents is

1 1 0
A=|-1 O 1
0o -1 -1

The vector b* =[1/A —1/3;-1/3; =1/A+2/3]T if 0<A <12 and
bk =[—=3/A; —4/A; 7/A]T if A>12. Because b¥ is not in the null
space of AT, a sufficient condition for Au+b¥ =0 to have a so-
lution whose elements are within the range of [-1,1] is that
|b¥ /o min <1, where o i, is the smallest nonzero singular value
of A. For this case, o, = /3. Thus, it can be predicted that when
A >0.59, the optimal solution of (3) is consensual and every block
is the same as that of (6). This theoretical threshold is close to the
numerical threshold 0.44.

Then we check the gap between #* and j**. Because #* =2,
| Rk — g*k*|| = 2A/3 if 0 <A <12 and ||&* — j**|| = 8 if A >12. This
is close to the theoretical gap 2+/31/3 as predicted by Theorem 2.

Example 2. Consider another example whose setting is the same
as that in Example 1, except that regular agents 2 and 3 are not
connected. For this case, the node-edge incidence matrix of the
regular agents is

1 1
0o -1

whose smallest nonzero singular value is 1. Similar to the dis-
cussion in Example 1, the theoretical condition for the equivalence
of (3) and (6) is A >0.87, while the numerical result is A >0.75.
The gap between #* and j** is the same as that in Example 1.

With particular note, Ben-Ameur et al. [20] analyzes conditions
under which (3) achieves consensus, as well as (2) and (3) are
equivalent, given that all the agents are regular. Here we extend
the result to the more challenging case that the malfunctioning
agents exist and play negative roles. In addition, Ben-Ameur et al.
[20] considers the static TV norm regularized problem, while we
further investigate the dynamic tracking performance, as shown
below.

3.3. Tracking performance

Theorem 1 asserts that (3) is a good approximation of (2). Now
we further show that Algorithm 1, which approximately solves
(3) using one subgradient evaluation per time, other than running
an inner loop of multiple subgradient evaluations at each time in-
dex, tracks the optimal solution of (3) with bounded error.

Theorem 2. Given that the conditions of Theorem 1 as well as
Assumption 5 hold true, the tracking error between x* and the op-
timal solution of (3) is upper bounded by
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1
[k —xk || <c®]|x® — x| + ﬁ(ZC\/F max, Ak + cvrO +d), (9)

if the  stepsize o < ming 1/(min;ep m I + max;cg M fik)'

Here c:=max, (1 —2ampMp/(mp -i-Mfk))V2 and d:=
(8a2A2p Y icr IN:12)1/2 are two constants.

Since c is a constant within the range of (0,1), Theorem 2 im-
plies that the influence of the initial tracking error ||x° — x%|| van-
ishes at an exponential rate. The steady-state tracking error, as
k— oc, is proportional to max; A¥ (the gap between the optimal
solutions of (2) and (6)), ® (the variation of the dynamic optimal
solution of (2)), as well as (X INV;%)1/? (a constant determined
by the topology of regular and malfunctioning agents).

Note that the term d in (9) depends on A, not M;, due to the
proof techniques. To be specific, the proof in Appendix D needs
to bound the subgradient of the cost function in (3), which re-
lies on not only M; (malfunctioning agents), but also R; (regular
agents). On the other hand, when we increase the connections be-
tween regular agents, the conditions in Theorem 2 can be satisfied
for a smaller A. Therefore, the value of d could be reduced through
selecting a smaller A so as to reduce the upper bound of the track-
ing error.

Theorem 2 shows how Algorithm 1 tracks the optimal solution
of (3). Combining Theorems 1 and 2, it is straightforward assert
that Algorithm 1 is also able to track the dynamic optimal solution
of (2) with bounded error.

Corollary 1. Given that the conditions of Theorem 1 as well as
Assumption 5 hold true, the tracking error between x* and the op-
timal solution of (2) is upper bounded by

[lxk = [R& ) < c*1x® — x% ||
1
+ﬁ((1 + o) vrmax, A* + /1O + d), (10)
if  the 1/(min;e M e + MaXjer Mf_k).

Here c:=max, (l—Zoszkak/(mkaerk))Vz and d:=

(8a?A2p Y icr [Ni|?)1/2 are two constants, and [#*] e R™P stacks r
optimal solution &%* of (2).

stepsize o < miny

4. Numerical experiments

This section provides numerical experiments to demonstrate ro-
bustness of the proposed decentralized dynamic optimization algo-
rithm at presence of the malfunctioning agents. We compare the
proposed algorithm with the dynamic version of the celebrated de-
centralized gradient descent (DGD) method [25], which does not
consider mitigating the influence of the malfunctioning agents. At
time k, DGD updates the local variables as

X = wixd + Y izl — BV fi(x), (11)

JER; jeM;

for all i € R. Here 8 is a positive constant stepsize, and W = [w;;] €
R™" is the mixing matrix of the entire network including both
regular and malfunctioning agents. In the numerical experiments,
we choose W according to the maximum-degree rule [26].

We consider two kinds graphs, both with n =100 agents. The
first one is a random geometric graph, which uniformly randomly
places 100 agents in a two-dimensional area [0, 3] x [0, 3] and
treats two agents as neighbors if and only if their distance is less
than 1. The second one is a line graph. The agents track a mov-
ing target whose true position ¥ ¢ RZ evolves along a 3/4 cir-
cle, starting from (0,0), heading to (—3,3) and then (6,0), and
ending at (3,3). The velocity of the target is constant and each
1/4 circle takes 100 time slots. At time k, regular agent i mea-
sures a true position X¢ through a linear observation function yf =

HEXk 4 ek, where elements of the measurement matrix Hf e R2*2
follow normal distribution A'(0, 1) and elements of the measure-
ment noise e!‘ € R? follow normal distribution A/(0, 1). Thus, the

regular agents aim at finding & :=argmin Y ; . ff(%), where
fK@&) = | Hk&k — yk||2/2. The performance metric is tracking error
defined by Y.z IIXk — &k<||/r.

4.1. Comparison with DGD

We first compare Algorithm 1 with DGD in terms of their ro-
bustness to malfunctioning agents over both random geometric
graph and line graph.

4.1.1. Random geometric graph

Randomly choose m = 3 malfunctioning agents among n = 100
agents, but guarantee that the network of regular agents is con-
nected. Suppose that the malfunctioning agents broadcast the
same faulty vectors. We consider three different settings for faulty
vectors: for all k and for all ie M, zF=|[5;5], zk=[10:10]. or
zk =[20; 20].

Performance of DGD with stepsize B =0.2, which is hand-
tuned to yield balanced tracking performance, is illustrated in
Fig. 1. The left plot compares the true signal ¥ and the decen-
tralized estimates of a randomly chosen regular agent for different
levels of faulty values. When the magnitude of the faulty vectors
becomes larger, the bias between the decentralized estimate and
the true signal also becomes more significant. The impact of the
faulty vectors can be further observed from the right plot, which
shows the overall tracking error of the network. As the faulty vec-
tors vary from [5,5] to [20,20], the steady-state tracking error in-
creases from around 0.5 to around 2.

Performance of Algorithm 1 with stepsize & = 0.1 and regular-
ization parameter A = 0.1 is illustrated in Fig. 2. Thanks to the TV
norm regularization term, the network is not sensitive to the faulty
vectors broadcast by the malfunctioning agents. The left plot shows
that, no matter how the faulty vectors vary, the decentralized es-
timate of a randomly chosen regular agent is always close to the
true signal X%, The right plot depicts that the steady-state tracking
errors are always around 0.3, which are much smaller than those
of DGD, for all the three cases.

4.1.2. Line graph

The line graph connects agent i with agent i+ 1 from i =1 to
i =99. Choose m = 2 malfunctioning agents labelled as 1 and 100,
which are the end nodes of the line. Similar to the previous setting,
we consider three different levels for faulty vectors: for all k and
for all i e M, zk = [5;5]. ¥ =[10: 10]. or z¥ = [20; 20].

Fig. 3 shows performance of DGD with stepsize 8 = 0.2. The left
plot demonstrates the true signal ¥* and the decentralized esti-
mates of regular agent 2, which is directly connected with mal-
functioning agent 1. The presence of a neighbor that constantly
broadcasts faulty vectors has significant influence on the estimates
of agent 2. When the faulty vectors are as large as [20; 20], agent
2 is almost unable to track the true trajectory. Interestingly, the av-
erage impact of the malfunctioning agents does not vary too much
when the magnitude of the faulty vectors increases, as observed
from the overall tracking error in the right plot. We conjecture
that the faulty vectors have to propagate from the end nodes to
the middle of the network, and their impact decays when the line
graph is large. Therefore, a large number of regular agents are still
able to track the true trajectory well in this case (observed in the
experiments but not shown here), even though the magnitude of
the faulty vectors is large.

We test Algorithm 1 with stepsize o = 0.1 and regularization
parameter A = 0.1 over the line graph, as shown in Fig. 4. The left
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estimates of regular agent 2. Right: Tracking error of the network.

plot demonstrate that, even constantly disturbed by a malfunction-
ing agent, regular agent 2 still gives satisfactory decentralized es-
timates that are close to the true signal ¥. The steady-state track-
ing errors depicted in the right plot are lower than 0.4, which are
much smaller than those of DGD.

Note that for the line graph, there does not exist any u whose
elements are within the range of [-1, 1], such that A® I,u + bk =0
holds. Though there is no theoretical guarantee, the proposed ro-
bust decentralized dynamic optimization algorithm still performs

well, demonstrating its adaptability to network topology.
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4.2. Impact of various factors on Algorithm 1

Now we investigate the impact of various factors, including
the regularization parameter A, the number of malfunctioning
agents m and the form of faulty values, on the performance of
Algorithm 1. All the experiments are conducted over the random
geometric graph with m = 100 agents.

4.2.1. Impact of regularization parameter A

Randomly choose m = 3 malfunctioning agents among n = 100
agents and suppose that the malfunctioning agents broadcast the
same faulty vectors [10; 10]. The stepsize remains to be o = 0.1
but the regularization parameter A varies from 0, 0.02, 0.1, 0.3 to
0.5. Note that A = 0 corresponds to that the malfunctioning agents
do not collaborate with any others, no matter regular or malfunc-
tioning, and independently optimize their own local cost functions.
The left plot of Fig. 5 shows the decentralized estimates of a ran-
dom regular agent, which are not far away from the true signal and
are robust to the setting of A. Observing the right plot, we can see
that too large or too small A both yield large steady-state tracking
error.

In practice, selecting a proper A so as to minimize the tracking
error is a challenging task. Indeed, Ben-Ameur et al. [20] provides
guidelines of selecting A for two specific problems (average con-
sensus and medium consensus), when the environment is static

and the malfunctioning agents are absent. For a general problem
under dynamic environment and at presence of malfunctioning
agents, calculating the optimal A relies on the global knowledge
of the network topology and the local cost functions. However, the
theoretical analysis still provides clues of selecting A. As we have
discussed after Lemma 3, a large A helps consensus of the regu-
lar agents, but the reached consensus is not necessarily close to
the dynamic optimal solution. Therefore, to achieve the tradeoff
between consensus and approximation accuracy, we recommend
to select a relatively small A, which allows the regular agents to
be “selfish” such that network-wide consensus is only slightly vio-
lated. Nevertheless, when the measurement noise becomes larger,
the best A should also be larger, because “selfish” decisions in-
evitably lead to significant tracking errors.

For every A, we also count the number of time steps that the
theoretical condition is satisfied, namely, there exists u whose el-
ements are within the range of [—1, 1] such that A® I,u + bk =0
holds. When A = 0.3 and A = 0.5, 12 and 208 steps out of 300 sat-
isfy the condition, respectively. The condition cannot be satisfied
when A <0.1 and is always satisfied when A > 1. Note that the con-
dition is sufficient and not necessarily tight. We can observe that
the proposed algorithm is robust even when there is no theoretical
guarantee. How to establish a tighter condition remains an open
problem.
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4.2.2. Impact of number of malfunctioning agents m

Setting stepsize & = 0.1 and regularization parameter A = 0.1 in
Algorithm 1, we vary the number of malfunctioning agents m from
5, 20 to 40. The m malfunctioning agents are randomly chosen,
but guaranteeing that the network of regular agents remains con-
nected. The malfunctioning agents broadcast the same faulty vec-
tors [10; 10]. The left plot of Fig. 6 shows the true signal and the
decentralized estimates of one agent, which is always regular in
the experiments. Surprisingly, even at presence of 40 malfunction-
ing agents, the regular agents are still able to track the true sig-
nal well. The tracking error in the right plot increases from around
0.3 to around 0.8, when m increases from 5 to 40. Therefore, the
TV norm regularization is robust even when the malfunctioning
agents are no longer sparse within the network.

4.2.3. Impact of form of faulty values

Finally, we validate that Algorithm 1 is robust to different forms
of faulty values. Also consider the random geometric graph with
m = 3 malfunctioning agents out of n = 100. The stepsize is o =
0.1 and the regularization parameter A = 0.1. We consider three
forms of faulty values. Track 1: the malfunctioning agents broad-
cast fixed faulty vectors [20; 20]. Track 2: the malfunctioning
agents broadcast random faulty vectors whose elements are uni-
formly randomly chosen within [10, 15]. Track 3: each faulty vector
also evolves along a 3/4 circle, but with an overshoot of 1/4 circle
- for example, the faulty vector is (-3, 3) when the true signal is

(0,0). Observing the decentralized estimates of a randomly chosen
regular agent in the left plot as well as the tracking error of the
network in the right plot of Fig. 7, we conclude that the proposed
TV norm regularization technique and the subgradient method are
insensitive to the form of faulty values.

5. Conclusion

Dynamically minimizing the summation of time-varying local
cost functions over a network is of particular interest in various
applications, such as target tracking and adaptive filtering. How-
ever, some of the network agents could be malfunctioning due
to the failures of their computation and/or communication units.
When the regular agents broadcast their current iterates, the mal-
functioning agents broadcast faulty values, and hence lead the op-
timization process to a wrong direction. Through introducing TV
norm regularization that has been proved to be a powerful tool in
decentralized static optimization in [20] into decentralized dynamic
optimization, we force the local variables of the regular agents to
be close while allows them to be different with the faulty values
broadcast by the malfunctioning agents. A fully decentralized sub-
gradient algorithm is proposed to dynamically solve the TV norm
regularized problem. The tracking error is proved to be bounded,
given that the variation of the optimal solution is also bounded.
Numerical experiments demonstrate that, at presence of the mal-
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functioning agents, the proposed algorithm is superior to the dy-
namic version of DGD in terms of the tracking error.

In the future work, we shall try to intelligently identify the mal-
functioning agents, and correct the optimization process using the
identification result so as to further enhance the robust tracking
performance. This is related to the adversarial agent identification
problem in randomized gossiping [19] and distributed detection
[27,28]. Another direction of research is to analyze the performance
of the proposed algorithm when the faulty messages are not arbi-
trary but follow certain rules, which could enable us to establish a
tighter bound of the tracking error.

Appendix A. Proof of Lemma 1

Proof. By Assumption 2, Y ;. fK(%) is also strongly convex with
constant » ;. m 7 Therefore, we have

18 — 5|l < Z IDVAEED) =Y VTN  (AD
iR fx ieR ieR
From the first-order optimality condition of (2), Y

V f¥(®*) = 0. From (7), the first-order optimality condition of
(6), Yier VEF*) = =2 Yicr ¥jen, vj- Thus, we can rewrite the
right-hand side of (A.l) and obtain

. IIXZ > vl

| <
Zle ieR jeM;

< AP Yier IMil
B ZIER mf"

||~k* _ ~k* (Az)

By Assumption 1, f" has Lipschitz continuous gradients with con-

stant M such that ||V fK&) — V kg < Mfikllik* — 7%*||. This

fact and (A 2) imply that

f 1k Zzen |M; |
Yier M i

Also noticing that || jem; vjll < /PIM;| because v; € RP is a sub-

gradient and its entries are within the range of [-1,1], we can
bound bf = V fk(F) /1 + > jem; Vi by

(A3)

IV RS = VT <

(L4 S*||Vf,vk(>7k*)|| + XHVf,-k(fk*) = VETN+1 D vl
JeM;
JPM 5 LM

1
—IV k (ks
skll [FEOI+ S e My

+ /DPIM;l. (A4)

Because ||Vfl."(i"*)|| < oo according to Assumption 3, we have

¥l < 0o, which implies that |[|b¥||<co and completes the
proof. O

Appendix B. Proof of Lemma 2

Proof. The optimality condition of (3) is that

] .
vazk(xf*) + Z Ujj + Z vij = 0, VieR,

JER; jeM;

(B.1)

where the value of vy satisfies the definition of sign(xif* —x’jf*) for
every i e R and j € R;, and the value of v; satisfies the definition
of sign(xk* —z’]f) for every i e R and j € M;. The optimal solution
xk* is unique since f¥ is strongly convex by Assumption 2.

By hypothesis, there exist a group of variables u, whose ele-
ments are within the range of [—1,1] for all edges e, such that

A®Ipu+ bk = 0 with u = [u,]. Substituting the definitions of A and
bk yields

] iy €3

XVfik(yk)Jr D U= Y e+ Y v;=0, (B.2)

jie=(i.j) jie=(j.i) JeM;

for all i e R. Since the elements of u, are within the range of
[—1, 1], the value of u, satisfies the definition of sign(0) for every
edge e = (i, j) or e = (j,i), where i € R and j € R;. Meanwhile, The
value of vy satisfies the definition of sign (F** —zg?) for everyie R

and j € M;. Thus, there exists a group of variables x{‘* = % for all

ieR, uyj=1u foralle= (i, j) withie R, je R; and i <j, uj; = —Ue
for all e= (i, j) with ie R, jeR; and i>j, as well as v;; = v; for
allie R and j € M;, such that (B.1) holds. Thus, we conclude that
Xk = gk Vi e R is the optimal solution of (3), where j* is the op-
timal solution of (6). O

Appendix C. Proof of Lemma 3

Proof. The first-order optimality condition of (2) is

Z Vfik(;{'k*) -0

ieR

(c1)

The first-order optimality condition of (6) is that, for any malfunc-
tioning agent j, there exists v; € RP whose value satisfies the defi-
nition of sign(y** — z’]f) such that

YNV +AY D vi=0. (C2)
ieR ieR jeM;
Subtracting (C.1) and (C.2), we have
MY Y vl =1 Y (VAR = VG (C3)
ieR jeM; ieR
> Z mfi" ||)~<'k* _yk*”.
ieR

The last inequality holds because Y ;. fK(&%) is strongly
convex with constant ) ;o m e Applying the inequality

I Yier Xjerm; Vill = VP Xicr IMil to (C3) yields (8) and com-
pletes the proof. O

Appendix D. Proof of Theorem 1

Proof. For notational simplicity, define x* :=[x¥] e R"? as a vec-
tor that stacks all the local variables x:.‘ of regular agents.
Also define two functions fK(x¥) := Y5 fF(x) and gt(xk) :=
(A2) Yier Ljer, [lxk — X'j||1 + A YR Ljem [lxk — Z?”l- With these
definitions, the update of x¥ in Algorithm 1 is

Xk — xk—l _ a(Vf"(x"‘l) + Bgl‘(x"‘l)),

where 9gk(xk~1) is a subgradient of gk at xk~1. Subtracting both
sides of (D.1) by x** and taking squares, we have
”xk k*”2 ||Xk xk*||2—20l(ka(Xk_1) 4 agk(xk—l)7 Xk—l _ Xk*)
+ o2 |V fE(xT) 4 agk () 12 (D.2)
Now we process the second term at the right-hand side of
(D.2). Using the fact V fk(xk*) + 9gk(xk*) = 0 to split this term as
_Za(vfk(xk—l) + agk (Xk—l ), Xk—] _ Xk*)
— —2(¥(ka(ka]) _ ka(Xk*), Xk—] _ Xk*>
_ 2a<vagk(xk—l) _ agk(xk*), xk=1 _ Xk*>.

(D)
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According to Assumptions 1 and 2, f¢(x) is strongly convex with
constant mg, = min;cz m f and has Lipschitz continuous gradients

with constant M & = MaXjer M fle Thus, we have

_ Za(ka(x’H) _ ka(xk*)’ Xk—] _ Xk*)
- _Zamkofk
m g +Mfk
2
Mg +Mfk

”Xk—] —Xk*||2
IV AT = VA2,

By the convexity of gk(x), we also have
—20(Vagk(xk-1) — dgk(xk), xk-1 — xk*) < 0.
Substituting (D.4) and (D.5) into (D.3) yields
_2a<vfk(xk—1) + agk(xk%), xk—l _ Xk*)
- 2amkofk
Mk + Mfk
B 2a
Mp + Mfk

”Xk—] —Xk*||2

VT = V@ |12 (D.6)

In addition, using the fact of V fk(xk*) + 9gk(xk*) = 0 again, the
third term at the right-hand side of (D.2) satisfies
o?[| V) 4+ agh (X |12
= &?|| V) = VR + 9gh (k1) — ag(xk) ||?
< 20%[| VT = V) |12 + 20| 0gk ()

—0g (X)) 1% (D.7)
Substituting (D.6) and (D.7) into (D.2), we have
2amaM
||Xk—Xk*||2§ 1- SRV ”xk—]
Mk + Mfk
— X412 4 207 (| 0gk (1) — Bgk (x*)||1?
2a
202 — ———— || VR = V) |12 D.8
+<a mfk+Mfk)|| W) = VAR (D)
According to the definitions of gX(x) and its subgra-
dient, we know ||0gkX) > < A2pYicr INi|>  such  that
202 (|3t (X1 — Bgk (X [|? < 8a?A?p i NI Mean-
while, because o« <min, 1 /(mfk +Mfk), the coefficients

I—Zamkofk/(mfk+Mfk)20 and 2a2—20t/(mfk+Mfk)§0.
Therefore, (D.8) becomes

2amaM
||Xk _Xk*”Z <(1- SRV ”xk—] _xk*||2 +8a2)\2p2 I 2,
Mea + Mg ‘
f f iR
(D.9)
and consequently
172
2am qM g
Ix = x| < (1 - ) Xt — x|
fk + IG
172
+(8a?A%p ) N <c||xkT — x**|| + d. (D.10)

ieR
Here, for notational simplicity define two constants ¢ := max; (1 —
zamkofk/(mfk +Mfk))1/2 and d:= (80[2)\2}7 ZieR |M|2)1/2- Ap'
plying the triangle inequality to (D.10) yields
X — | = T — x| ke — D[RO
—[R])] + cl[[®] — x| +d. (D.11)

Here [#*]eR'P stacks r dynamic optimal solution X* of
(2). According to Theorem 1, [x¥* —&*|| <Ak and hence

[|lxks — [#k]|| < VTAK < /rmax, AK. This inequality also holds
true for time k—1 such that |x®*-1D* — [#k=D*]|| < \/rmax, Ak,
By Assumption 5, [|&%* —&*=D*|| <@, which implies |[|[%%*]-
[®&=D*]|| < /r®. Therefore, from (D.11) we have

[Ix% — x| < cf|x*=1 — x*-D*|| + 2cv/Fmax, A¥ + c/7O + d(D.12)

Multiplying c*~t to the two sides of (D.12) for time k = t, summing
up from time 1 to time k, and applying telescopic cancellation, we
obtain (9) and complete the proof. O
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