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In a typical software defined network (SDN), switches report the Packet-In messages of newly arrived
flows to the controllers. With more and more flows arriving at a network, the controller load significantly
increases, which may lead to long (or even unacceptable) controller response time. Though previous solu-
tions, such as dynamic controller assignment, help to reduce the controller response time, they still lead
to various disadvantages, such as an unacceptable controller re-assignment delay, massive communica-
tion overhead between controllers, or poor routing performance. To address this issue, our intention is to
trade data plane resource for better control plane performance. Specifically, we propose to pre-install wild-
card entries for some aggregated flows to reduce controller response time, and perform dynamic routing
for new-arrival flows to optimize the network performance. We define the problem of reducing controller
response time with minimum data plane resource cost, and prove its NP-hardness. We then present an
efficient algorithm based on randomized rounding, and analyze that our algorithm can achieve constant
bicriteria approximation under most practical situations. Some practical issues are discussed to enhance
our algorithm. We have implemented the proposed algorithm on a real SDN testbed. The experimental
results and the extensive simulation results show that our method can reduce the controller response
time by 47%, or improve the network throughput by 56% compared with the previous solutions, even

with significant traffic dynamics.

© 2019 Published by Elsevier B.V.

1. Introduction

With the development of information technology, the number
of flows increases drastically in both cloud networks and Internet.
On one hand, with the development of information technology,
many novel network-based applications (e.g., search [1] and con-
tent distribution [2]) are constantly emerging. Thus, the network
should be able to accommodate a large number of flows for these
applications. On the other hand, some hot events will attract at-
tention of many people through networks. For example, many au-
diences will watch the live broadcast of some attractive sport fi-
nal through the Internet. In recent years, SDN becomes a potential
technology to better manage a large number of flows. An SDN is
typically separated into the control plane and the data plane. The
control plane consists of a logically-centralized controller, which
may be a cluster of distributed controllers and is responsible for
managing the whole network. The data plane consists of a set
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of SDN switches [3]. With more flows arriving at the network,
the switches will send more Packet-In messages to the controllers,
which will lead to a higher controller load.

There are three different ways to reduce the controller response
time (or the controller load). The first or general way is to use mul-
tiple controllers with the static controller assignment mechanism,
e.g., Onix [4] and NVP [5]. Specifically, the control plane is imple-
mented as a cluster of distributed controllers, and each switch is
only connected/associated with one controller. The switches de-
liver the Packet-In messages to different controllers, which helps
to reduce the controller load compared with the single-controller
framework. However, since the traffic in the network dynami-
cally fluctuates in space and time, some controllers may still be
heavy-loaded, or even congested [6]. In fact, its infrastructure will
scarcely be changed in practice once an SDN is deployed. Mean-
while, more controllers require massive communication overhead
in the control plane to maintain consistency of network status [7],
and increase the management complexity. Thus, it is not a feasible
solution to reduce the controller response time by using the static
controller assignment mechanism.
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The second method is the dynamic controller assignment mech-
anism [6,8], which permits each switch to dynamically associate
from a “heavy-loaded” controller to a “light-loaded” one, so that
the maximum controller load can be reduced. For example, the au-
thors of [6,8] presented a near-optimal Nash stable solution for dy-
namic controller assignment. However, the dynamic controller as-
signment scheme brings some disadvantages on service continuity.
In fact, traffic dynamics will often trigger the switch to change its
controller assignment, which may disrupt the service continuity.
For example, when bursty traffic arrives at a switch, it may change
its controller assignment. During the reassignment procedure, the
new-arrival packets will be recorded in the switch’s buffer. Even
with a short delay, the bursty traffic will lead to packet dropping,
which will significantly reduce the user experience.

The final method is to pre-install entries for all flows in a net-
work, also called proactive routing scheme [9-11]. Since each flow
can match at least one pre-installed entry when arriving at a
switch, the switch will not deliver any Packet-In message to the
controller. Thus, the controller load is very light and the controller
response time is low. However, the proactive routing can not ef-
ficiently deal with traffic and management policy dynamics. First,
due to dynamic traffic intensity, it may result in transient conges-
tion on some data links, for the controller can not provide dy-
namic route control for flows. This will lead to packet dropping
and throughput reduction. Although network updates [12-15], e.g.,
re-routing some elephant flows, can help to improve the routing
performance, it increases additional operations on switches, which
may interfere with other basic switch’s functions, e.g., entry in-
stalling and traffic measurement [9]. Second, for many practical ap-
plications, network operators expect to specify fine-grained poli-
cies that drive how the underlying switches forward, drop, and
measure traffic. However, as the management policies for flows
may change over time (e.g., due to host mobility or middlebox
placement), the proactive routing scheme can not well adapt to
these changes.

To overcome the disadvantages of the above solutions, we pro-
pose to trade data plane resources (e.g., flow entry and link band-
width) for better control plane performance. Specially, we will pre-
install wildcard forwarding entries (i.e., proactive routing) for par-
tial flows (not all flows) so as to achieve the trade-off optimiza-
tion between the controller response time and the resource cost in
the data plane. The controllers will perform the dynamic routing
for new-arrival flows, which helps to optimize the network perfor-
mance, e.g., throughput maximization. Compared with the previous
works, our proposed method has the following advantages:

« Our method just requires static controller assignment. Thus, the
communication overhead between controllers can be signifi-
cantly reduced, compared with the dynamic controller assign-
ment scheme [6].

We pre-install wildcard entries for some aggregated flows (or
macroflows [16]), which will decrease the controller response
time, compared with the fully dynamic routing scheme.

As the controller performs dynamic routing for other arrived
flows, the routing performance (e.g., load balancing or network
throughput) will still be efficient even with traffic dynamics,
which will be validated by simulations in Section 5.

In this paper, we define the problem of reducing controller re-
sponse time with minimum data plane resource cost (RCRT-MR),
and prove its NP-hardness. We present an efficient algorithm based
on the randomized rounding method, and analyze that our pro-
posed algorithm can achieve the constant bicriteria approximation
under most practical situations. This paper discusses some practi-
cal issues to enhance the practicability of our proposed algorithm
and implements the proposed method on our SDN testbed. The ex-
perimental results and the extensive simulation results show that

Table 1

Key notations.
Symbol  Semantics
U A cluster of SDN controllers
1% A set of switches
E A set of network links
c(v;) The flow table size of switch v;
c(e) The capacity of link e
oy The Processing capacity of controller u
6u(t) The load on controller u at time t
9u(t) The response time of controller u at time ¢
r A set of macroflows
g(y) The number of individual flows in y
fly) The traffic size of macroflow y
Py A feasible path set for macroflow y

our method can reduce the controller response time by about 47%,
and improve the network throughput by about 56% compared with
the previous solutions, even with significant traffic dynamics (e.g.,
with a prediction error of 60%).

2. Preliminaries

This section mainly gives the preliminaries for our study. For
ease of reference, we list the key notations in Table 1.

2.1. Network model

A software defined network consists of two device sets: a clus-
ter of controllers, U = {uy, ..., uyn} with m = |U| and a set of SDN
switches, V = {vq, ..., vp}, with n = |V|. The controllers are respon-
sible for making decisions for all flows, including route selection
and statistics collection. Each switch v; e V is connected to a fixed
controller u; € U, and its flow table size is denoted as ¢(v;). The net-
work topology from a view of the data plane can be modeled by a
connected graph G = (V, E), where E is the set of links connecting
switches. For each link e €E, its forwarding capacity is denoted as
c(e).

2.2. Controller response time model [6]

We consider a discrete time model where the length of each
time slot matches the timescale at which Packet-In requests of
each switch can be precisely recorded. In an SDN, coordination
among multiple controllers is necessary to install this path. To sim-
plify the problem formalization, we assume that each controller
remains a fraction of capacity for Packet-In processing. For each
controller ue U, its processing capacity is denoted as ¢, in terms
of the number of requests/flows, which can be handled (including
route computing and rule distributing/installing) using its reserved
capacity in one time unit [6]. The set of its connected switches is
denoted as Sy. The number of Packet-In messages (one for each
newly arrived flow), which will be delivered to the associated con-
troller by switch v in slot ¢, is denoted as ¢,(t). Then, the load of
controller u is 0y (£) = 3",cs, Su(t).

By applying the Little’s law [6,17], the average sojourn time on
controller u is m. Given that the time for computing a single-
source route is O(n?) [18], where n is the number of switches in an

SDN, the average response time of controller u can be expressed as
[6]:

t(t) = -0(n?) (1)

v
ot — 0 (£)

Without confusion, we omit parameter t in these variables.
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2.3. System workflow

In the traditional SDN network, header packets of all new flows
will be encapsulated and reported to the controller. Though this
strategy can provide fine-grained control for each flow [19], it in-
creases the controller load and its response time, resulting in poor
user experience. In this paper, we propose to reduce the controller
response time by deploying some wildcard rules for a partial set
of flows.

The workflow of our system is as follows. The time is divided
into fixed-period slots. At the beginning of each time slot, the con-
troller will collect flow statistics information from switches and
predict the flow traffic in the current time slot. We then choose a
subset of flows, and install wildcard rules for them. When a packet
arrives at a switch, it will be (1) measured and (2) matched with
all flow entries. If there is a matching entry, this packet will be di-
rectly forwarded to a certain port, specified by the operation field
in this entry. Otherwise, the switch will report the packet to the
controller, which determines the route path and installs rules on
switches along its route path. In this paper, we mainly focus on
how to choose a suitable subset of flows for proactive routing to
achieve the trade-off optimization between the controller response
time and resource cost in the data plane. The details of some prac-
tical issues will be discussed in Section 4.

2.4. Definition of the RCRT-MR problem

In this paper, we focus on reducing the controller response time
by pre-installing wildcard rules for some aggregated flows, which
will trade some resource (e.g., flow entry and link bandwidth) in
the data plane. We define the problem of reducing controller re-
sponse time with minimum data plane resource cost (RCRT-MR).
Due to traffic dynamics, it is difficult to predict the arrival and traf-
fic information of each individual flow. To make our solution fea-
sible and practicable, we consider a coarse-grained flow scheme,
called macroflow [16], which aggregates a set of flows matching
with a wildcard rule. For example, all flows from switches v; to
v; can be aggregated into a macroflow. In fact, our proposed algo-
rithm can also be applied for other definitions of macroflows. For
example, we can also define the macroflow as the aggregated flows
with the same hierarchical IP addresses [20].

We divide the time into fixed-period slots (e.g., 1 min for the
data center network [21] or 5min for the backbone network [22]).
We should note that Hong et al. [23] have shown that there is the
low impact of performance dips in practice when there are more
flows and the update frequency is 5 min. At the beginning of each
time slot, we predict the traffic information for a set of macroflows,
denoted as I', via per-flow measurement during the last time slot,
which will be discussed in Section 4. Assume that each macroflow
is denoted as y = (g(y), f(y)), where g(y) is the number of in-
dividual flows in this macroflow, and f{y) is its traffic size. Similar
to [23], the controller has constructed a set of feasible paths P,
for each macroflow y, and chooses one feasible path from P, for
this macroflow. P, is determined based on the management poli-
cies and performance objectives. Some previous works [10,14] have
shown that only a certain number of the best feasible paths un-
der a certain performance criterion, such as having the shortest
number of hops or having the large capacities [22], are enough to
achieve the better network performance. Since traffic prediction er-
ror is unavoidable, we will discuss the impact of macroflow traffic
prediction error on the network performance in Section 3.4, and
give the simulation results in Section 5.3.

To reduce the controller response time (or controller load), the
controller performs proactive routing for some (not all) macroflows
by pre-installing wildcard entries. Specifically, we will determine
a subset of macroflows, denoted as I'’, from the set I'" and se-

lect a feasible path for each macroflow y eI’ for proactive rout-
ing. When other flows arrive at the network, the controller will
perform dynamic routing for them. With more and more flows ar-
riving at a network, the arrival intervals between flows become
shorter. However, long controller response time may result in re-
quest blocking at switches, and poor user experience. Therefore,
we expect that the response time should not exceed a threshold,
denoted as 1y, which is determined by practical application re-
quirements. Meanwhile, the load threshold on controller u is de-
noted as «},. By Eq. (1), it follows Oluia{, -0(n?) < g, where «y is
the capacity of controller u, and n is the number of switches in the
network. Thus, we compute the controller load threshold as:

o) <oy — - 0m?) 2)
Mo

Moreover, to remain some slack controller capacity for process-

ing unpredictable flows, we expect that the estimated load of con-

troller u should not exceed § - &, where § is a constant and ex-

plained in Section 4.3. Note that 6 will be updated with system

running.

After pre-installing wildcard entries for some macroflows, we
consider the resource cost in the data plane, including switch re-
source cost and link resource cost. On one hand, for each switch,
we compute the flow table utilization ratio as the number of pre-
installed flow entries divided by its flow table size. Then, we derive
the maximum flow table utilization ratio, denoted as A;, among
all switches. On the other hand, to achieve better routing perfor-
mance, we expect that the link bandwidth cost for proactive rout-
ing should be minimized so that the network can accommodate
more flows. We compute the traffic load on each link e, and its
link load ratio. We can derive the maximum load ratio, denoted as
Xe, among all links. Since flow table and link bandwidth are two
types of important resources in the data plane, we define the re-
source cost u of the data plane as:

m=pB et (1-pB) A (3)

where B represents the relative weight of each type of resource.
Our objective is to minimize the resource cost in the data plane,
i.e, min u.

We formulate the RCRT-MR problem as follows:

min @
Zpe??yy}e'i“py =1, V)/
ZeepipEPy .V)Ii -f(y) <Ae-c(e), Ve
Zvep:pepy y}’; <A -c(v), Yv
st d 5= Tson—v Py 8. vy )
Ou=2"pes, Sv =8y, Yu
=B re+(1—=P)- At
yb e {0.1}, Yy.p
¢y €{0.1}, Yy

yfj denotes whether the controller will pre-deploy path p for
macroflow y or not, and ¢, denotes whether macroflow y will
choose the dynamic routing scheme or not. The first set of inequal-
ities means that the controller will perform the proactive routing
scheme (i.e., pre-installing wildcard entries) or the dynamic rout-
ing scheme for each macroflow y €I'. The second and third sets
of inequalities express the link bandwidth cost and flow table cost
for proactive routing. The fourth and fifth sets of equations denote
that the load of controller u should not exceed the threshold § - &},
where s(y) denotes the ingress switch of y, g(y) is the predicted
number of individual flows in this macroflow y and «, is derived
by Eq. (2). The sixth set of equations expresses the data plane re-
source cost.
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Theorem 1. The RCRT-MR problem is NP-hard.

Proof. We consider a special case of the RCRT-MR problem, in
which there is no constraint on the flow table size (i.e., c(v) = c0),
no dynamic routing (i.e., &, = 0), and 8 = 1. Then, this special case
becomes an unsplittable multi-commodity flow (MCF) with min-
imum congestion problem [24], which is NP-hard. Since MCF is
a special case of our problem, the RCRT-MR problem is NP-hard
too. O

3. Algorithm design for LCRT-MR

Due to NP-hardness, it is difficult to optimally solve our RCRT-
MR problem. We first give a rounding-based algorithm for this
problem (Section 3.1), and analyze its approximation performance
(Section 3.2). Then, we give the complete algorithm description
(Section 3.3). Finally, we discuss the impact of prediction error on
the network performance (Section 3.4).

3.1. Algorithm description for the RCRT-MR problem

In this section, we describe a rounding-based wildcard entry
pre-installing (RWP) algorithm for low controller response time
with minimum resource cost in the data plane. Since the formal-
ization of RCRT-MR in Eq. (4) is an integer linear program, it is
difficult to solve this problem directly. The algorithm consists of
two main steps, relaxing the problem and rounding to the integer
solution, respectively. The RWP algorithm is formally described in
Algorithm 1.

Algorithm 1 RWP: Rounding-based Wildcard Entry Pre-installing.
1: Step 1: Solving the relaxed RCRT-MR problem

: Construct LP; as Relaxed RCRT-MR

: Obtain the optimal solution (3%, ¢y )

: Step 2: Choosing macroflows for proactive routing

: Derive an integer solution 57‘; by randomized rounding

: for each macroflow y € T" do

¢VA: 1- ZpePy -)V\i

if ¢, =0 then
for each feasible path p € P, do

10: if y = 1 then

11: Install wildcard entries on switches along p

To solve the problem formalized in Eq. (4), our algorithm first
constructs a linear program as a relaxation of the RCRT-MR prob-
lem. More specifically, RCRT-MR assumes that the controller will
choose one feasible with proactive routing or not pre-install wild-
card entries for each macroflow. By relaxing this assumption, traffic
of each macroflow y €I is permitted to be splittable and routed
through a path set P,,. We formulate the following linear program
LP;.

min u
ZpePVYJ€+¢y=1, Vy
Lecpiper, ¥y f(y) <Ae-cle), Ve
zvsp:pePV .V;e <At -c(v), Vv
st 18 =2son=v Py - n¥), vy (5)
euzszsué‘US(S.a{“ Yu
=B re+(1—-p) A,
vy 20 Vy.p
¢y >0, V)/

Note that variables y)li and ¢, are integral in Eq. (4), but frac-
tional in Eq. (5). Since LP; is a linear program, we can solve it in

polynomial time using a linear program solver. Assume that the
optimal solution for LP; is denoted by {fﬂ;,dby}, and the optimal
result is denoted by /. As LP; is a relaxation of our RCRT-MR prob-
lem, i is the lower-bound result for RCRT-MR. Using the random-
ized rounding method [25], we derive the integral solution, de-
noted by {y¥. ¢}, for Vy €T and Vp € P,. Specifically, y¥, will
be set as 1 with the probability of 5. Vy e If y5 =1, 3y e T,
it means that the controller will pre-install wildcard entries for
macroflow y on all switches along the path p. ¢, can be derived
by the first equation of Eq. (4). If ‘3}/ =1, it means that we will
perform the dynamic routing scheme for all individual flows in this
macroflow.

Now, we give a scenario of our randomized rounding method.
For example, there are three potentially options for a macroflow y,
e.g., (p1, P2, @), where p; denotes that the macroflow will be routed
by the pre-installed entries and ¢ means that the macroflow will
take the dynamic routing scheme. The final solutions for the sit-
uation are denoted by {0.2, 0.4, 0.4}. This means that the interval
[0, 1] has been divided into four parts, (0, 0.2), (0.2, 0.6), and (0.6,
1.0). We then randomly choose a value from O to 1. Assume that
the random value is 0.3. Since this value lies in (0.2, 0.4), the sec-
ond feasible path p, will be chosen for macroflow. If the random
value is 0.8, the fourth one ¢ will be selected.

3.2. Performance analysis

We analyze the approximate performance of the proposed RWP
algorithm. Assume that the minimum capacity of all the links is
denoted by c,;,- We define a constant x as follows:

a/
=min{c(v),veV; —%_ s eS,yel,uel;
X {cw) ) ) eSuy

fo5r <)
(6)

Under most practical situations (e.g., data center network [21],
backbone network [22] and campus network [26]), the flow in-
tensity is usually much less than the link capacity. For example,
Cmin = 100Mbps, and s(y) = 4Mbps for high-definition video con-
ference. It follows that x > 1. Since RWP is a randomized algorithm,
we compute the expected controller load and the expected data
plane resource cost. We give the Chernoff bound for probability
analysis.

Lemma 2
X1,X2, ..., Xn,

(Chernoff Bound). Given n independent variables:
where Vx;€[0, 1]. Let

w=E[XL,x] Then,
_e2
Priyl,x>1+e)pu] < eTeﬂ, where € is an arbitrary positive
value.

Controller Load Performance. Before analyzing the controller load
performance, we define a random variable z} to denote how
many Packet-In messages will be reported to the controller u from
macroflow y.

Definition 1. For each controller ue U, and each macroflow y eI
with s(y) e Sy, random variable 24 is defined as follows:

A g(y), with pi"obability qNSV 7)
Y 0, otherwise

By the definition, variables z, with s(y) € Sy, are mutually in-
dependent. The expected load on controller u is:

E[z > ] > 3 s

VeSy s(y)=v VeSy s(y)=v

SN by 8(y)<8-a (8)

veSy s(y)=v
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Combining Eq. (8), we can explore a variable x so that:

X ¢ 0,1]

5'0(1,1
Zx
E[Zyef‘ (Sy.aﬁ] =X

Then, by applying Lemma 2, assume that 7 is an arbitrary pos-
itive value. It follows

(9)

P i AL T (10)
T _— > T < @ 2+t
> 5o 2 1TOX | <
| vl s(y)es,
Now, we assume that
P A (1)
iy > T) | <ez@ < —,
L g zrD|ser =g
L vel.s(y)eSu

where F is the function of network-related variables (such as the
number of controllers m, etc.) and 7 — 0 when the network con-
trol plane size grows.

The solution for Eq. (11) can be expressed as:

log%—k\/logz% +8- xlog%
T >
> 2 x

By setting suitable values of parameters T and 7, we can derive
the approximation performance on the controller load.

, m>2 (12)

Lemma 3. After the rounding process, the load of controller u will
not exceed the constraint § - o}, by a factor of 31"% +3.

Proof. We set F(m) = # Apparently 7 — 0 as m — oo. With re-
spect to Eq. (12), we set

. log% +log 2 +4- x _ 3logm
2-x X
Thus, it follows

eel\/ > S_L&z(lﬂ)

uel yel',s(y)eSu

+2 (13)

ZLl
Y
52 Pr E 8~a{,2(1+t)
uel yel's(y)eSy
1 1 3logm
Em.7m3 :7m27 > X —|—2 (14)

Then Eq. (11) is guaranteed with 1 4+t = 3“’% +3and F = #
which concludes the proof. O

Link resource cost: Similar to the analysis for the controller load
performance, it also follows:

Lemma 4. The proposed RWP algorithm achieves the approximation
factor of 41‘)’% + 3 for link capacity constraints.

Flow Table Resource Cost: Similar to the analysis for the con-
troller load performance, we have:

Lemma 5. Our algorithm can achieve the approximation factor of
3‘1‘)’(& + 3 for the flow table resource cost.

Data plane resource cost: Now we analyze the approximation
performance for the data plane resource cost. By solving the linear
program LP;, we obtain the optimal result ji for the relaxed RCRT-
MR problem. Assume that A, and A; are the maximum link load
ratio and the maximum flow table utilization ratio, respectively, by
the RWP algorithm. The final resource cost is expressed as:

B=p et (1—=B) A, Bel0,1] (15)

For ease of description, we use variable p to denote 41‘)’(& +3.

By two Lemmas 4 and 5, we obtain the following equation, similar
to Eq. (14).
Pr(B-he=P p-he]<ih
Pr1-p) - he=(1-p)-p-i]=
Then, we have
Pr(i > p-ji]
=Pr[B-het+(1=B)Azp-(B-he+(1-P) A)]
<Pr[B-he=B-p he] +Pr[(1=B)- = (1-B)-p-A]
1 1 2
“mtm e

So our RWP algorithm achieves the approximation factor p or
‘”;’(J + 3 for the data plane resource cost.
Approximation factor: According to the above analyses, we can

conclude that:

(16)

(17)

Theorem 6. The randomized RWP algorithm can guarantee that the
data plane resource cost will hardly be violated by a factor of dlogn
3, and the controller load performance will not be violated by aj)‘(actor
of 31"% + 3 with a high probability.

Under most practical situations, in which the flow intensity is
usually much less than the link capacity, the RWP algorithm can
achieve almost the constant bicriteria approximation. For example,
the link capacity of today’s networks will be 10Gbps. Observing the
practical flow traces, the maximum intensity of a macroflow may
reach 100Mbps. Under this case, ;'(“;/“) is 102. Even in a large-scale
network with 1000 switches, or logn = 10, the approximation fac-
tor for the data plane resource cost is 3.4. This analysis also fits
for that of the controller load constraint. In other words, our RWP
algorithm can achieve the constant bicriteria approximation with
a high probability for the RCRT-MR problem under many practical
situations.

3.3. Complete algorithm description

Though the RWP algorithm can almost achieve the constant
bicriteria approximation for the RCRT-MR problem, the random-
ized rounding method cannot fully guarantee that the controller
response time (or controller load) constraint is always met. Now,
we describe the complete RWP algorithm to meet the load con-
straint on each switch. The complete algorithm is formally de-
scribed in Algorithm 2. For ease of description, I'* denotes a set

Algorithm 2 Complete RWP Algorithm Description.

: Step 1: The same as that in Algorithm 1

: Step 2: The same as that in Algorithm 1

: Step 3: Choosing more macroflows for proactive routing

: The set of macroflows with pre-installed wildcard entries is de-
noted as '’

: for Each controller u € U do

BSwWw N =

wu

6: 9“ = Zyel‘”fr’ g()’)
7. Sort all macroflows in T'* — T’ according to increasing order
of ¥
&)
8: while 8, > § -« do
9: Select a macroflow y with minimum ratio of i:((—;;
10: Choose a route path with minimum resource cost for this

macroflow, and pre-install wildcard entries
11: Update the load of controller u, ie., 6, = 6y — g(y)
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of macroflows whose ingress switches are connected to controller
u, ie, 't ={y,s(y) e Su}.

The complete RWP algorithm consists of three steps. Same as
Algorithm 1, the first step constructs a linear program LP; as the
relaxation of the RCRT-MR problem, and obtain the optimal so-
lution, denoted as (}75 ¢y ). The second step determines a subset
of macroflows, denoted as I'/, for proactive routing. In the third
step, we check whether the load constraint on each controller is
met or not. For each controller u, we estimate the controller load
0, as 0y = 2 yeru_t g(y), where I'’ is a set of macroflows with
pre-installed wildcard entries. The algorithm sorts all macroflows
in I'¥ — ' according to increasing order of the ratio between the

traffic size and the number of flows in this macroflow (i.e., %)'

and check these macroflows one by one. For each macroflow y,
we choose a feasible path with minimum resource cost, pre-install
wildcard entries for this macroflow, and update the controller load
estimation. The iteration is terminated until the load constraint on
each controller is met.

3.4. Impact of traffic prediction error

In this section, we discuss the impact of traffic prediction er-
ror on the network performance. All flows can be divided into two
sets. One is using the proactive routing scheme, the other is us-
ing the dynamic routing scheme. For flows in the first set, we will
install wildcard rules before their arrival. Due to traffic dynamics,
there is a high traffic prediction error in the worst case, which
may lead to improper route selection for those flows. When flows
in the second set arrive at the network, the controller will choose
the least-congestion route paths using the dynamic scheme, which
helps to alleviate the negative impact of infeasible route paths for
flows in the first set. In fact, some previous works have shown that
it can help to improve the network performance by dynamically
rerouting only partial flows in the network [27-29]. Our simula-
tion results in Section 5.3 also show that the network performance
will not be significantly reduced even with a high prediction error.

4. Practical issues for system implementation

In our system, the packet processing procedure is illustrated
in Fig. 1. To predict the flow size, the switch will take the per-
flow traffic measurement (Section 4.1). At the beginning of each
time slot, the controller collects flow statistics information from
switches. Then, we predict the flow traffic in the current time slot
(Section 4.2), and determine the value of parameter & (Section 4.3).
Next, we will choose a subset of flows using the RWP algorithm
and update/pre-install rules in the flow tables of SDN switches
(Section 4.4). When new flows arrive at the network, the controller
will dynamically determine the route paths for these flows. This
section gives the detailed description of the above five modules for
system implementation.

Flow-Table Forward
lookup Packet
Packet
Report to the Install Dynamic
Controller Routing Entries
Traffic . Traffic »_ | Update Proactive
Measurement ""| Estimation o Routing Entries

Fig. 1. Illustration of Packet Processing Procedure.

4.1. Per-flow traffic measurement

Our system needs to periodically collect the traffic information
(e.g., the traffic size) of each individual flow in the network to pre-
dict the macroflow information. Due to the limited size of flow ta-
bles at switches, it is impractical to measure the per-flow traffic
only through flow tables. To overcome this challenge, some previ-
ous methods can be adopted for traffic measurement. For instance,
flow-based measurements (e.g., NetFlow [30] and sFlow [31]) could
provide generic support for different measurement tasks through
sampling packets. Besides, some advanced methods could sup-
port online measurement using probabilistic multiplicity counting
[32] or randomized counter sharing [33] to keep up with the line
speed of the modern routers. Moreover, we can obtain the average
traffic size of each flow, denoted as ¢.

4.2. Macroflow traffic prediction

In our design, the controller needs to predict the traffic size
of macroflows based on the network traffic statistics. Since the
macroflow is a coarse-grained flow management scheme, some
previous traffic prediction works [34,35] can be directly applied
in our system. Specifically, the authors in [34] could provide accu-
rate prediction of traffic behavior at different time scales with less
than 15% relative error. After we derive the estimated traffic size
fly) of each macroflow y, the number of individual flows in this
macroflow is estimated as g(y) = f(y)/¢. Thus, it is reasonable to
assume that we can accurately predict the traffic information of
macroflows. We will evaluate the impact of the traffic prediction
error on the network performance in Section 5.

4.3. Estimation of parameter &

Due to prediction error and flow uncertainty, we should remain
some slack controller capacity for unpredictable flows to avoid long
response time. Assume that the load of controller u in the current

p— ’
time slot is 6. We update the parameter § as § = min{‘%‘x”, ue

U}, where o, is defined in Eq. (2). If § exceeds 1, we just set § as
1.

4.4. Update static routing entries/rules

As specified by the Openflow standard, each flow entry
has two fields: idle_timeout and hard_timeout [19]. A non-zero
idle_timeout field means that this flow entry will be removed
after the given number (i.e., the value of this field) of seconds,
if no packet has been matched by this flow entry. A non-zero
hard_timeout field means that this flow entry should be removed
after the given number of seconds runs out, no matter there are
matched packets or not. If both parameters are set to zero, this
flow entry is considered to be permanent, and will be removed
only by the controller.

After choosing a subset of macroflows for proactive routing, we
will first delete those static routing entries which have no traffic
by the prediction. Then, the controller installs flow entries to each
switch and sets the idle_timeout and hard_timeout as zero.

5. Performance evaluation

In this section, we evaluatate the performance of our proposed
algorithm through network simulator and testbed implementation.

5.1. Performance metrics and methodology

We adopt five main metrics for performance evaluation of our
proposed algorithm: (1) the resource cost; (2) the maximum load
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ratio of any controller; (3) the maximum controller response time;
(4) the maximum load ratio of any link; and (5) the network
throughput. During a simulation run, we first pre-install wildcard
entries for some predicted macroflows with the controller response
time constraint, and measure the resource cost in the data plane
based on Eq. (3). The second metric measures the maximum num-
ber of Packet-In requests per controller divided by the controller
processing capacity during the simulation. We compute the maxi-
mum controller response time by Eq. (1). The controller will per-
form the dynamic routing scheme for each new-arrival flow. In the
simulations, we just choose a route path with the least traffic link
load as the route path of a flow. The load ratio of a link is the
traffic load divided by the link capacity. The load balancing metric
is the maximum load ratio among all links. As we continuously in-
crease the number of flows, we measure the maximum throughput
that the network can support.

To evaluate how well our proposed algorithm performs, we se-
lect two other methods as benchmarks for performance compar-
ison. The first benchmark is called the proactive routing scheme,
e.g., DevoFlow [9], in which the controller pre-installs wildcard en-
tries for all macroflows. This method can achieve the lowest con-
troller load. When the (potential) link congestion is detected, the
controller will re-route some flows by installing fine-grained rules
on switches. The second one is the dynamic routing scheme. When
each individual flow arrives at a switch, the controller will dynam-
ically determine its route path. Compared with the dynamic con-
troller assignment mechanism [6], the above two methods and our
RWP algorithm just require each switch to connect to a fixed con-
troller, thus the communication delay for controller re-assignment
and the control plane overhead between controllers will be re-
duced or even avoided. For fairness, we do not compare our al-
gorithm with the dynamic controller assignment mechanism [6].

Our proposed algorithm for wildcard entry pre-installing takes
the macroflow prediction as the input. Since the traffic prediction
error is unavoidable in practice, it is necessary and meaningful to
observe the impact of the traffic prediction error on the network
performance. As the controller predicts the number of flows and
its traffic size for each macroflow y, there are two prediction er-
rors. One is the prediction error (¢1) of the number of individual
flows in a macroflow, the other is that (&;) of the traffic size of a
macroflow. Because over-estimation does not violate controller re-
sponse time constraint and also its negative impact on the routing
performance is insignificant, we are interested in the worst-case
effect of under-estimation on the controller response time in the
simulations.

5.2. Testbed evaluation

5.2.1. Implementation on the platform

We implement the dynamic routing scheme and our RWP algo-
rithm on a small-scale testbed. Our SDN platform is mainly com-
posed of three parts: a controller, 7 OpenFlow enabled switches
and 6 terminals. For simplicity, there deploys only one con-
troller in the SDN, and each switch is directly connected to
the controller, as shown in Fig. 2. Without confusion, we do
not draw the controller in the figure. We use the Ryu [36] as
the controller software running on a server with a core i7-
8700khttps://github.com/lyl617/SDN-RWP and 32GB of RAM. The
data plane is comprised of 7 Pica8 3297 switches, which support
the OpenFlow v1.3 standard [19]. We use source IP, source port and
destination IP to identify a flow, so that each terminal is able to
generate a number of different flows in a network. We generate
300 flows in the network and the average flow intensity is 600
Kbps. Moreover, to simulate the realistic scenario, 20% elephant
flows and 80% mice flows are generated in the network.

@_w
@/ \e - @

hS

Fig. 2. Topology of the SDN Platform. We implement our proposed algorithm and
other benchmarks on a real testbed. Our testbed is composed of three parts: a con-
troller, seven switches and six terminals.
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Fig. 3. Actual Controller Load vs. Controller Load Constraint.
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Fig. 4. Max. Link Load vs. Controller Load Constraint.

We have implemented the proposed RWP algorithm as an ap-
plication in python, and integrated it with Ryu. The testing is ex-
ecuted under Ubuntu 16.04 LTS and the implementation of RWP
with Ryu has been published at https://github.com/lyl617/SDN-
RWP [37].

5.2.2. Testing results

We mainly observe the performance (including controller load
and maximum link load) of our proposed algorithm even with a
prediction error. The flows from a source terminal to a destina-
tion terminal is regarded as a macroflow in the testing. The test-
ing results in Fig. 3 indicate that (1) our proposed RWP algorithm
can significantly reduce the controller load compared with the dy-
namic routing scheme; and (2) the prediction error has an insignif-
icant impact the controller load for our proposed algorithm. For
example, when the controller load constraint is 250, the difference
in actual controller load between RWP-0 and RWP-60 is less than
20. It should be noted that RWP-0 and RWP-60 will pre-install
wildcard entries for different macroflows based on prediction. As
shown in Fig. 4, the maximum link load will decrease with the
increasing controller load constraint. That's because, with a large
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Fig. 5. Per-macroflow Resource Cost vs. Two Prediction Errors. Left plot: Topology (a); right plot: Topology (b).
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Fig. 6. Controller Response Time vs. Two Prediction Errors. Left plot: Topology (a); right plot: Topology (b).

controller load constraint, the controller has chance to dynamically
choose routes for more flows, which benefits the routing perfor-
mance. From these testing results, we can conclude that RWP can
achieve better trade-off between controller load and routing per-
formance than the dynamic routing, even with a large prediction
error (e.g., 60%).

5.3. Simulation evaluation

5.3.1. Simulation settings

We run four sets of experiments on two different topologies
to evaluate the efficiency of the proposed algorithm. As running
examples, our simulations select two practical and typical net-
work topologies. The first topology, denoted as (a), is the fat-tree
topology [38], which has been widely used in many data cen-
ter networks. This topology contains totally 80 switches (includ-
ing 16 core switches, 32 aggregation switches, 32 edge switches)
and 128 servers. The second one, denoted as (b), is a campus net-
work topology [39]. The topology (b) contains 100 switches and
200 servers. We deploy 5 controllers, and each controller con-
nects to almost the same number of switches in both topologies.
Due to the limited capacity of our simulation platform, the ca-
pacity of each link is set as 1 Gbps for both topologies. More-
over, the flow table size of each switch is set as 65,356 [40]. For
the flow size, the authors of [9] have shown that less than 20%
of the top-ranked flows may be responsible for more than 80%
of the total traffic. Thus, we adopt this rule to allocate the size
for each flow. The parameter § and the controller capacity are
set as 0.8 and 180 K [6] in all simulations, respectively. By de-
fault, the network contains 600 K flows. Several works have mea-
sured the controller response time through testbed and simula-
tions. For example, the work [41] presents a study of SDN con-
troller performance using four OpenFlow enabled controllers and
measures minimum (least load) and maximum controller (max-
imum load) response time of SDN controllers. The authors in
[17] study the response time behavior for Packet-In messages by
changing flow arrival rate and repeat the experiments by varying
the number of controllers. Both of their results show that aver-

age response times of all controllers are between 0.01s and 0.03s.
Thus, without lose of generality, we choose 0.02 s as the con-
trollerds response time in this paper. We execute each simulation
100 times, and average the numerical results. We will analyze the
performance of our proposed algorithm with different prediction
errors.

5.3.2. Simulation results

The first set of simulations observes how two prediction errors
€1 and &, affect different metrics (e.g., resource cost and controller
response time). Fig. 5 shows that the resource cost will be gener-
ally increased with a larger prediction error. Fig. 6 shows that the
controller response time generally increases as the prediction er-
rors €1 and &, are increasing. Two figures also indicate that the
performance difference is not significant (less than 10%) even with
larger prediction errors, e.g., €1 = 60% and &, = 60%.

According to the evaluation results in Figs. 5 and 6, we will use
a single parameter X to capture the prediction error for simplify-
ing the performance evaluation. More specifically, we use g(y) to
denote the actual number of individual flows in a macroflow y. Be-
sides, the actual traffic size is denoted as f(y). In our simulation,
the predicted number g(y) of individual flows in the macroflow y
obeys the uniform distribution from (1 —X%) -g(y) to g(y), and
similarly, the predicted traffic size f{y) obeys the uniform distri-
bution from (1 —X%) - f(y) to f(y). In the following experiments
and simulations, we will compare the performance of four ver-
sions of the RWP algorithms, namely RWP-0, RWP-20, RWP-40 and
RWP-60, to evaluate the performance effect of the prediction error.
RWP-0 represents a baseline, while RWP-X (where X = 20, 40 and
60) denotes the RWP algorithm with a maximum prediction error
X%.

The second set of simulations observes how the weight param-
eter B affects different metrics (e.g., resource cost and controller
response time). Fig. 7 shows that the resource cost does not signif-
icantly increase as the parameter § is increasing from 0.1 to 0.9, or
the maximum gap of the resource cost is less than 9%. That's be-
cause the algorithm manages to minimize the resource utilization
among the link bandwidth and flow table entry by efficient route



H. Xu, J. Liu and C. Qian et al./Computer Networks 164 (2019) 106891

0.25 T T T
RWP-60 - & -

024 | [RWP-20 —H— |
= O RWP-20 - > -
8 RWP-0 —6— A - - LA
0 023 A~ 1
8 -
3 0224
ko) i
s

0.21

0.1 0.3 0.5 0.7 0.9
Weight Parameter B

0.2 RWP60 - & - T
RWP-40 —5—
0.19 ||[RWP-20 - ¢ -

Resource Cost

0.1 0.3 0.5 0.7 0.9
Weight Parameter B

Fig. 7. Resource Cost vs. Weight Parameter B. Left plot: Topology (a); right plot: Topology (b).

31 x x :
RWP-60 - A -

30l RWP-40 —B— ||
RWP-20 - % -
po---bl RWP-0 ——

Controller Response Time (ms)

1
0.1 0.3 0.5 0.7 0.9
Weight Parameter

g 27 ; ; :
o B
£
= 26
o @
c
8 25
7]
& o, -
= o4 [RWP-60 - A - - |
2 [RWP-40 —F— D
8 RWP-20 - X- -
5 RWP-0 —6— | | )
8 23
0.1 0.3 0.5 0.7 0.9

Weight Parameter f

Fig. 8. Controller Response Time vs. Weight Parameter f. Left plot: Topology (a); right plot: Topology (b).

0.8 T T T
RWP-0 —— s
153
% 06 RWP-20 rxxx= .ﬁ;;; |
3 . RWP-40 mx=zza 3%
O RWP-60 m— b0
[0] [ste%8
S 04f ; 80 1
5 S
o B
a B
3 o5
o 0.2 B B
O [stee

o)

Number of Flows (x 1 05)

0.8 ; ;
RWP-0
RWP-20 Exxxx

0.6 F\RWP-40 mmm - 1
RWP-60 s gt

oY
0
SRR

IR
XX

X

%

X

25

o
22

Resource Cost
o
~
T

R
R

2

R

]

%

o
n
T
]
%
X
Yo'
S
2200005

3
2
R

S

YAYATAYA
,'.,...'..'...
3Z

3

0%

o
ava>
o
3
5

=
X
K

=
23
X

0 il 4
4 8
Number of Flows (x 105)

%
2

%

<k

4

2
2

(o2}

Fig. 9. Resource Cost vs. Number of Flows with CRT=0.01s. Left plot: Topology (a); right plot: Topology (b).

0.4 T T T
RWP-0 ———
- RWP-20 xxxx1
2 03 rRWP-40 mmmmm A
% RWP-60 m—
e 0.2 B
=3 R
5
c 01} ;:3;. E
o
[
0 X

4 6 8
Number of Flows (x 10°)

0.4 T T T
RWP-0 ——
% 03l RWP-20 =xxxx |
3 < [|RWP-40 ez
% RWP-60 m— )
o L £ 4
£ 0.2 i
I} (B
o 01 KB E

4 6 8
Number of Flows (x 10°)

Fig. 10. Resource Cost vs. Number of Flows with CRT=0.04s. Left plot: Topology (a); right plot: Topology (b).

selection. Fig. 8 shows that the controller response time decreases
as the weight parameter § is increasing. However, the decreasing
rate is much smaller (less than 5% from Fig. 8). In the following,
the parameter S is set as 0.5.

The third set of four simulations observes the impact of the
number of flows on the different metrics (e.g., resource cost and
controller load ratio) with different prediction errors. Fig. 9 shows
the resource cost of the data plane by changing the number of
flows from 400 K to 800 K on two different network topologies, in
which the controller response time (CRT) constraint is set as 0.01s.
With more flows in the network, four algorithms (RWP-0, RWP-20,
RWP-40 and RWP-60) need to pre-install more wildcard entries so

as to meet the controller response time constraint, which leads to
a higher resource cost. Fig. 10 plots the resource cost performance
by changing the number of flows when the controller response
time constraint is 0.04 s. This figure has the similar performance
trend as Fig. 9. We can conclude from the two figures that the pre-
diction error does not significantly impact the resource cost. For
example, given 600 K flows in the network, the difference of re-
source cost between RWP-0 and RWP-60 is less than 6%. Fig. 11
shows that the controller load ratio is almost linearly increasing
with more flows arrival in the network. Since we pre-install wild-
card entries for some chosen macroflows, our proposed RWP-0 al-
gorithm can achieve lighter controller load than the dynamic rout-
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ing scheme. For example, given 800 K flows in the network, the
controller load ratio will reach 0.51 and 0.80 by the RWP-0 al-
gorithm and the dynamic routing scheme, respectively. In other
words, our proposed algorithm can reduce the controller load ratio
by about 36% compared with the dynamic routing scheme. Heav-
ier controller load also leads to longer controller response time,
which is also validated by Fig. 12. This figure shows that our pro-
posed algorithm can reduce the controller response time about
47-58% compared with the dynamic routing scheme. Figs. 11 and
12 also show that the performance of RWP-60 is very close to that
of RWP-0.

The last set of simulations observes the routing performance
of different algorithms by changing the different parameters (e.g.,
the number of flows or the controller response time constraint)
on two topologies. Fig. 13 shows that the link load ratio is in-
creasing with more flows in a network. Since the proactive rout-
ing scheme will not dynamically adjust the routes for flows, its
routing performance is worst among these solutions. For exam-
ple, the left plot of Fig. 13 shows that the RWP-60 algorithm can
reduce the link load ratio about 33% compared with the proac-
tive routing scheme. Moreover, the link load ratio gap between
our RWP-0 algorithm and the dynamic routing scheme is less
than 5%. Fig. 14 shows that the network throughput is increas-
ing with more flows in a network. But, the increasing ratio is
slower with more flows. Besides. this figure shows that our pro-

posed algorithm can improve the network throughput by about
56% compared with the proactive routing scheme, and achieve
close network throughput compared with the dynamic scheme.
Figs. 15 and 16 show the impact of the controller response time
constraint on the routing performance, including link load ratio
and network throughput. Even with a lower controller response
time (e.g., 0.01 s), our proposed routing scheme can achieve bet-
ter routing performance than the proactive routing scheme. When
the controller response time constraint is 0.04 s, our algorithm can
achieve the similar routing performance (both link load ratio and
network throughput) compared with the dynamic routing scheme,
which will lead to a higher controller response time (e.g., about
0.12 s).

Fig. 17 compares the routing performance of DevoFlow and our
RWP algorithm. In this simulation, we gradually generate flows in
the network with running time. This figure shows that the link
load ratio is increasing with more flows in the network for both
algorithms. At the beginning of system running, all flows follow
the default paths in the DevoFlow, which leads to higher link load
ratio than ours. After the controller detects the potential link con-
gestion in the network, the controller will install some fine-grained
rules to re-route some flows so as to achieve the load balancing in
the network. By this figure, we can find that though DevoFlow can
reduce the controller response time, it apt to be link congestion in
the network and be load imbalance.
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From these simulation results, we can make three main con-
clusions. First, the RWP algorithm can perform much better than
the dynamic routing scheme for the metrics of controller load ra-
tio and controller response time, while achieving the close rout-
ing performance. Second, our proposed algorithm can obtain bet-
ter routing performance (e.g., link load ratio and network through-
put) than the proactive routing scheme, while meeting the con-
troller response time constraint. Third, all figures show that our
RWP algorithm can work well for different performance metrics
even with various prediction errors. Moreover, our RWP algorithm
can achieve better trade-off between controller response time and
routing performance by trading some data plane resource.

0.7
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g. 17. Link Load Ratio vs. Running Time. Left plot: Topology (a); right plot: Topology (b).

6. Related works

With more applications of data centers [42-44], software de-
fined networking becomes an emerging technology for flexible re-
source and network management. Since the controller will provide
the centralized control function for all flows, it plays an important
role for an SDN. However, when the controller should determine
the route paths for many flows, it may lead to long controller re-
sponse time. There are three different ways for dealing with this
challenge.

For the first category, a natural way is to deploy a cluster of
controllers in the network. Koponen et al. [4] proposed the Onix
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platform on top of which the control plane could be fulfilled as a
distributed system. Specifically, control planes operated on a global
view of the network, and used basic state distribution primitives
provided by the platform. Paris et al. [45] addressed the challenge
about the interplay between high degree of configuration flexibil-
ity and the computational limits of SDN controller logic. Dixit et al.
[41] proposed ElastiCon, an elastic distributed controller architec-
ture in which the controller pool was dynamically changed ac-
cording to traffic conditions and the load was dynamically shifted
among controllers. They also proposed a novel switch migration
protocol for such load shifting. However, due to traffic dynamics,
some controllers may be even congested, which will still increase
the response time on these controllers. Furthermore, to process
more flows, it is required to deploy more controllers, which will
increase the additional communication/management overhead and
the consistency-maintenance cost among more controllers. More-
over,

For the second category, each switch is permitted to be dynam-
ically assigned to a controller so as to decrease the controller load.
Wang et al. [6] studied a dynamic controller assignment prob-
lem so as to minimize the average response time of the con-
trollers. In order to solve the problem efficiently, they proposed a
hierarchically two-phase algorithm that integrated key concepts of
both matching theory and coalitional games. The work [46] pro-
posed a novel scheme to dynamically associate switches with con-
trollers and dynamically devolve control of flows to switches. As
described in Section 1, the dynamic controller assignment meth-
ods [6,46] bring some disadvantages on communication delay and
control plane overhead.

The final category is the proactive routing scheme. In other
words, the controller will pre-install wildcard rules for all flows,
and dynamically adjust the routes of flows for performance opti-
mization, such as load balancing and throughput maximization [9-
11]. Using this method, the controller only installs rules for those
elephant flows, the controller load is very light and the controller
response time is low. Due to dynamic traffic intensity, it may re-
sult in transient congestion on some data links, for the controller
can not provide dynamic route control for flows. This will lead to
packet dropping and throughput reduction. As another example,
the authors in [47] proposed AggreFlow, a dynamic flow scheduling
scheme that pre-installs wildcard rules for some flow-sets. How-
ever, it needs extra flow entries for rerouting, while turning off
some switches and links to achieve power efficiency, leading to
higher link utilization than our proposed solution, with the same
flow traffic.

The above solutions may lead to massive controller overhead,
long communication delay, or transient network congestion. Thus,
it is of vital importance to implement low controller response time
while conquering the above disadvantages.

7. Conclusion

In this paper, we have studied how to reduce the controller re-
sponse time with minimum data plane resource cost, and proved
its NP-hardness. We have presented an efficient algorithm based
on the randomized rounding method. The experimental results and
extensive simulation results have shown high efficiency of our pro-
posed algorithm. In the future, we will study some more practical
issues. For example, our proposed scheme will update the wildcard
forwarding entries at the beginning of each time slot. However, if
this time slot is very busy, it is inappropriate to perform these op-
erations. Thus, how to deal with this issue is a future challenge.
Moreover, it is another challenge to combine our solution with ser-
vice function chaining and service policies.
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