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Ox86: Interrupt, 8%

VINERRRIT: BERRET (hardware interrupt)

« A Fika W, AAIRE#EPETNMI(NonMaskable Interrupt)
vNERRIET: X HT (software interrupt)

- BFRE, RGHA INTn, 3ELSES (int 3ERK)
ORISC: Exceptions, 8%

v INERE {H-External events(interrupts): 1/OHR g

S Exceptions: ¥ (F#) H&fE
v BEaff Traps: Syscall, Eim=break, BBFETEQ
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Instructlon Instruction Desired ALU control
operation Funct field ALU action input

load word 0010
SW 00 store word XXXXXX add 0010
Branch equal 01 branch equal XXXXXX subtract 0110
R-type 10 add 100000 add 0010
R-type 10 subtract 100010 subtract 0110
R-type 10 AND 100100 and 0000
R-type 10 OR 100101 or 0001
R-type 10 set on less than 101010 set on less than 0111

FIGURE 5.12 How the ALU control bits are set depends on the ALUOp control bits and
the different function codes for the R-type instruction. The opcode, listed in the first column,
determines the setting of the ALUOp bits. All the encodings are shown in binary. Notice that when the
ALUOPp code is 00 or 01, the desired ALU action does not depend on the function code field; in this case, we
say that we “don’t care” about the value of the function code, and the funct field is shown as XXXXXX.

When the ALUOp value is 10, then the function code is used to set the ALU control input.
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5l: AAIRBEFE: FERIE

i Kernel32

This program has performed an illegal operation
and will be shut down.

It the problem parsists, contact the program .
vendor,

KERNEL3Z caused an invalid page fault in

(POBRIAR)EME , MENFE,
module EERNEL3Z.DLL at 0137:b{£74366. B8 HIrEREH
Pegisters:

EAN=5£402dS8¢c CS5=0127 EIP=bff74266 EFLCS=0001024¢

EEX=00000000 £5=012f BSP=0121fad4 EBP=0121£{bL0O0 RASSTHRAERS . NUCREGIERRIN FACISSRLI0OT v
ECX=0000000Z DS=012f ESI=000000 '

EDX=8152e794 ES=013f EDI=Sf4chbO e
ytes at CS:EID: Meteor: Meteor.exe - ¥ HEFE =
66 64 8e Zd Oc 00 00 00 65 f6 O @

"0x7c931e58" 3545 | FRY "0x40883056" PITF. 1ZRTFET a0 "read .

BIHERF , BEBEETRE".
BREHERF  ERETRHE"

(FVBRWEEE

has been shut down to prevent damage

. A S - - oo -c:oc.

pears again, follow
hese steps:

R*Q \W‘MOWS\SYRQW\BZ\uNVERS\WdI’VSyS Fheck to make sure any new hardware or software is properly installed.

kf this 1s a new installation, ask your hardware or software manufacturer
. For any windows updates you might need.
ERCE: 0xc0000428

kf problems continue, disable or remove any newly installed hardware
br software. Disable BIOS memory options such as caching or shadowing.
ff you need to use safe mode to remove or disable components, restart
ur computer, press F8 to select Advanced sStartup options, and then

GRECARENELNEETA, NRELERBNHONE S Uss fg‘f,:j:’f;'jf:;t.om
9%, ARRGEORGWEANEMVIES, :

jewew sTOP: OX000000DA (0Ox0000000000000400, OXFFFFFAS6003F34000, 0x0000000000000004
0000000000000000)
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- Interrupt, HHf;

- TLB Modified, iXEMETLBARET F HisH A fF it ;

: TLB Miss Load, BB —ANM& B 7ETLB ARG EIIE itk Y A bt ;

: TLB Miss Store, RE[E—E B ETLBH AR Z|4IR bt 89 E I b i 77 N\ 2038 ;

: Address Error Load, il EBMA—PIEXFFRVBIEISEEVE R ;

: Address Error Store, iR ElE—MNEXFFRIHIIEANER;

- Instruction Bus Error, —fig2i5<Cacheifs;

: Data Bus Error, —f&=##ECacheiE;

: Syscall, Hsyscalig$ 4. #IERE T, BRAMNBAPSHENRZESHGE.

: Break Point, Hbreakig& /4. mELMbpIES, —RHEMIFIEITEMN, ERZEZEERHEAN—break pointig4,

LUX B ERROB I LR IRE S RVERY. Bk, MRAEEMEBE %I T —1 Break Point® %, HEMNREDNREA07

1

R ZE B2 I T FROBYIER ;
0: =, fREIES. ACPUBRITEI—FRBEXMESH, HEALRE;

11: Co-processor Unavailable, fHEEATH. XMFEEETHEXNAEFENHOIESFHITRIES M. FF53l
B, EREZEMCEROLESR LPITRXEHS, SSHXTHRE. iz, #MERZSARERZSMIbE, %2
MRHMERIEE;

1
1

2: Overflow, ERiGEH . REHFHSHEESIIEXTMNREE;
3: Trap, XMNREFRETtraptssd. fsyscalligSLilty, traptgSthLslEE— 1 FE, {BtrapiESaIUMiHE—L KL

, XERLUHATERIEFA.
14: VCEI, 5o ERERFTHEMIE—HMHEIR.

15: Float Point Exception, FRRE;

16: Co-processor 2 Exception, bR 2007E;

17~22, BIEYR;

23: Watch, RAEESESE. HiEE T WatchLo/WatchHiFE NS 72880 E/EA . Xload/storef fE kit Fn
WatchLo/WatchHis ILEL R}, £5|&XXE—NFE O i A R geseie
24~30, BR1EHRE; }A’ Eymsooee SreTey Lamnaren
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s INEREHF
s OFITEIESRZEESE 0,6,7
» IEERGOAA
n FRTIEHASES, 9,13
o BHmd 12
ESE$6S
» HhfEHEIR
s F1%21,2,3,4,5,14,23
s LIRSS 11,16
n J¥E 15

MIPS torminology

|/ 0 device request External Interrupt
Invoke the operating system from user program Internal Exception
Arithmetic overflow Internal Exception
Using an undefined instruction Internal Exception
Hardware malfunctions Either Exception or interrupt
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I:Ii‘ﬁ%ﬁﬁﬁlﬂ BIEARG: EEES

QJEE’J FETAE

RiRF: BREEHITES E’Jiwiju%ﬁ/‘(‘EPcEﬂ(% s

/:‘?r 17 RIBIRS S FE5causen
e XS A ERSZIEF
o jarth: Xia T

I

FOE @

AR IR FE

v kR ERSIERF (PC) : FIEEFHPUITHIRGIEIRS

o RENIESFEAIEAS000 0000,,,
« Bt FFEAIE8000 0180,

OfRFF=ZFAIAN

Exception type Exception vector address (in hex)

Undefined instruction

8000 0000, ,

Arithmetic overflow

8000 0180,
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y M
2 28 JumpO 1y
Instruction [25-0] [ shift address [31-0] X
SO \left 2 "\2
Instruction(]
31-26
| PC 0 [31-26] ‘—»fo BC [31.28]
M InstructionL] ReadO M
u Address [25-21] > | register 1 ¥
X ) >
-1 Memory Instruction(f] »| Readl del;\’tgaldr }'\_‘ X Zero -
[20-16] - register 2 1 ALU
MemData » X 0 . Registers ALU — ALUOUt_
Instruction M Write[] Read]] B result
) (15-0I | instruction| u register  gata 2 »(0
- \é\gtl;elj InstructionC] [15-11] 1X WriteD 4mpl1 M /
register data ol 2 )L(l
Instruction(] 3
[15-0]
»| MemoryUO >
datal] ALUD
register r ®|control
Instruction [5— 0]
o>
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= Mem|[PC]
PC PC+4

ID A = Reg[IR[25-21]]
B = Reg[IR[20-16]]
ALUOut = PC + (SE(IR[15-0]) << 2)
EX ALUOut=AopB ALUOut = If (A==B)  PC=PC[31-28]
A +SE(IR[15-0]) then Il
PC=ALUOut (IR[25-0]<<2

MEM  Reg[IR[15-11]]= MDR=Mem[ALUOut]
ALUOut Mem[ALUOut] =

WB Reg[IR[20-16]] = MDR
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v Write-back step

v

\ ) Instruction decode/
y Instruction fetch register fetch
MemRead 1
ALUSrcA=0
TIorD= 0 ALUSrcA=0
Start ————» IR Write ALUS1cB = 11
/\ ALUSIcB = 01 ALUOp = 00
=1= — ALUOP =00
P CWrite
PCSource = 0 5) D
RS
‘N‘ \OQ/ I
Memory adfiress op” 2'S Branch \GQ’ 5 Jump
computation W o\ Execution completion completion
PAY
e, 6 8
ALUSrcA=1
ALUStcA =1 ALUSrcB = 00 PCWri
rite
ALUS1cB = 00 ALUOp = 01 PCSource = 10
ALUOP= 10 PCWriteCond
PCSource = 01
N,
E 52,
I v
&| Memory Memory
~y access access R-type completion
3 5
. RegDst=1
MemRead MemMWrite RegWrite
IorD=1 IorD=1 MemtoReg = 0

43



£3: ZARTERE Q) ¢eAzLLxE
OmMINEE (AEEIES . BEAMRH)
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vV HEPCRTE (PCAREFEIIZHFR)
v HigRERE (REREFRERISERS)

O £ =18 5%
v PC., EPC, Cause
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PCWrite Cond Cause Write
IntCause
P CWrite .
. X # Outputs EP CWrite

lorD PCS ource

MemRead ALUOp
MemMWrite Control aLUSICE
ALUSrcA
MemtoReg RexWlie
e
IR Write \ [5?%] RegDst
—\
" Jum
Instruction [25- 0] 26 [ )22 addiess [31-0]
N \left 2
Instruction
| PC 0 [31-261 5 PC [31-28]
M Instruction »| Read M
u Address [25-21] register 1 iy IR
x .
Memo Instruction »| Read Read > A X
= v [20- 16] 7 | register2 data 1 :'_\—> 1 > Zero
MembDa ta petengyep| 0 Registers ALU AlU
Instruction M Wﬁ;e Read | B result
Weite (15-01f [ mstruction | register g, 2 >0 )
| WV Instruction [15-11] | X ; qmpl 1M |
data 3 > Write
register 1 data ol > ;1
Instruction 0 3
[15-0] M
u
X
»| Memory >\
data 16 [ |32 ALU
register r \\ > ext]eg::d | - ontrol
Instruction [5- 0] ﬁi %&,g% ZFILJ‘
>
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O T 7 S N

= Mem[PC]
Pc PC+4
D A = Reg[IR[25-21]] N
B = Reg[IR[20-16]] FEES
ALUOut = PC + (SE(IR[15-0]) << 2)
EX ALUOut=AopB ALUOUt = f (A==B)  PC = PC[31-28]
A +SE(IR[15-0)]) then I

EPC=PC-4
PC=ALUOut  (IR[25-0]<<2 N ~AUSE=0

MEM § Reg[IR[15-11]] = YMDR=Mem[ALUOut] A
ALUOQOut Mem[ALUOut] =B 4

Reg[IR[20-16]] = MDR /

WB
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DAVID
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Memory address
computation

ALUSrcA=1
ALUSrcB =00

Re gWrite
MemtoReg =1

= ALUOp = 00
o
PJ-'-|$ z &
H
I
2| Memory
\ e access
3
Ea MemRead
== IorD=1

} Write-back step

- Instruction decode/
0 v Instruction fetch Register fetch
MemRead 1
ALUSrcA=0
Iﬁ{?\: 0 ALUSrcA=0
rite R -
Start ALUSrcB = 01 ALUSrcB = 11
ALUOp = 00 ALUOp = 00
P CWrite
PCSource = 00 g ,%
o &/ = )
,/Y" ) —_ o,
‘S‘N‘\ O° Y I 6&
‘&094 ' Branc%l @Q 5“ Jump ~
‘\}N“ o Execution completion completion
()8 8
ALUSrcA=1
ALUSrcA=1 ALUSrcB = 00 .
ALUSxcB = 00 ALUOp = 01 PCSPCWHK_: 10
ALUOp = 10 PCWriteCond ouree =
PCSource = 01
Ny
<
Memory v
access R-type completion » IntCause = 1 . IntCause = 0
7 CauseWrite 0 Caus e Write
. RegDst=1 ALUSrcA=0 ALUSrcA=0
MemWrite RegWrite | Overflow ALUS1cB = 01 ALUS1cB = 01
IorD=1 MemtoReg = 0 ALUOp = 01 ALUOp = 01
EP CWrite EP CWrite
P CWrite PCWrite
PCSource = 11 PCSource = 11
Overflow

A 4

RegDst= 0

CODg3, Patterson & Hennesey
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SECOND EOIMON
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-
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o & 0
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-
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David Money Harris & Sarah L. Harris

4+ Instruction fetch

MemRead
ALUSrcA=0
IorD=0
IR Write

Instruction decode/
Register fetch

1

ALUSrcA=0
ALUSrcB =11

ALUSIcB = 01
ALUOp = 00

ALUOp = 00

| M< S
’ . ?303?& \é"o -
‘S‘N\\ \OQ ~ 4 1]
Memory address ov”> _ Branch @Q’ &
computation B ‘\}N‘\ ot Execution completion 4 completion
()3
=, ALUSrcA =1 ALUSrcB = 00
ALUSrcB = 00 ALUS1cB = 00 ALUOp = 01 PCSource = 10
j‘l" ALUOp = 00 ALUOp =10 PCWrite Cond
PCSource = 01
I 1 "
1 g . ___
T 6’% Overflow Overflow
m o"-“-' Me mory Memory b4
5 access s access , R-type completion IntCause = 1 1 IntCause = 0
IEa Cause Write Caus e Write
o RegDst=1 ALUSrcA=0 ALUSrcA=0
—4 MemRead MemWrite RegWrite ALUSrcB = 01 ALUS1cB = 01
by TorD =1 IorD=1 MemtoReg =0 ALUOp = 01 ALUOp = 01
VA EP CWrite EP CWrite
1:_']: PCWrite PCWrite
PCSource = 11 PCSource = 11
%l] + Write-back step

Re gWrite
MemtoReg =1

RegDst= 0

Digital Design and Computer Architecture

. Second Edition,

David Harris,

Sarah Harris.
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MemRead
ALUSrA =0
larD =0
IRWWrite
ALUSreB = 01
ALUOp =00
PCWrite
PCSource = 0

Memory address =L
computation ¢\ -
.,,"'l_.\'HWG E tian
2 woe
ALUSrcA =1 _
ALUSRA =1
"‘P':L'-'US[;CE_‘U?]” ALUSrB = 00
p= ALUOp= 10
-
3 s
=
. “;
& Memory Meamary
% OCCESS access
RegDst =1
KMemRead MemWrie g

lorD =1

RegWrte

lorl =1

RegWrite

MemtoReg =0

Instruction feich

\
e
2

Branch .

completion

ALUScA =1
ALUSrB = 00
ALUOp =D
PCWritaCond
PCSource = 01

Instruction decoda

register fetch

ALUSrch = 0
ALUSrcB = 11
ALUOP = 00

[Op ="1)

Jump

completion

PCWrite

PCSource = 10

<

R-type completion

MemtoReg=1

Check for
interrupts
before
fetching
next
instruction
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j Opcode
PC Address
Exceptions =
= £ Cause
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Asynchronous A

Interrupts
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v BUE: EIM, EPC (B1TEBEAN—R, AFEEHIES)
v XM/ EFRIE: RBEHES
v # {7/t E . RegDst, ALUOp, ALUSrc
v 351%: Branch(=>PCSrc), MemRead, MemWrite,
v 5[a: MemtoReg, RegWrite
V RKEEEFRS: 8TMTAREA—X, T1EEZERNETH
O EZ2RFEH DR A BRI K EL

Execution/address calculation stage Memory access stage Write-back stage
control lines control lines control lines
Mem- Mem- Reg- Memto-
Instruction Branch Read Write Write Rng
1

R-format 1 1 0 0
0 0 0 1 0 1 0 1
SW X 0 0 1 0 0 1 0 w
beqg X 0 1 0 1 0 0 0 X
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—(0 ID/EX
M
; /\ i EX/MEM
1
L M WB

Control LM'EM/WB
IF/ID \/ EX M WB
Add
4 [}
g Branch
g 2
ALUSrc §
5 Read E o
PC Address g register 1 Read l\ - g
5 data 1 S
= Readt 2 Zero » g
Instruction = register 2
M _ Registers Read - ALU ALy
- ygg;[seter data 2 (l)\/I result Address %%f;‘g HEN 1
i u Data '\S
| Write X memory u
data - ;
Write
data
Instruction
16 6
[15-0 \ Sign \
MemR
N “lextend A emRead
Instruction
[20—-16] s
~
7’ M
Instructioni u
[15-14] 1x
_— PA » || L |
’ N RegDst
i \
Z \
3 - & =
’ - AN ~. L1
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op(6 bits) | rs(5 bits) | rt(5 bits) | rd(5 bits) | shamt(5 bits) | funct(6 bits) [~ 56




BIF: EMIPSRKEFIMERFHRE ) FEAZLL* &

University of Science and Technology of China
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o
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§ [F.Flush = "L LT Ll e ——"
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Wi glliDFlusn %
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Hazard *
L}

—— detection |- frane?
unit ¥
— ||| U A

_ I x
[ = - G RN o
Control - > WB LTEMIWB
. o> ‘
’ > Shi

4 left

— > *
wEEy Registers
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Y + N ALU >
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Exception in a Pipelined Computer

Given this instruction sequence,

40, sub $11, $2, $4
44 and $12, $2, $5

48 om~ $13, $2, $6
4chex $1, $2, $1
50, STt $15, $6, §$7

54 Tw  $16, 50(%$7)

hex

assume the instructions to be invoked on an exception begin like this:

80000180, sw $26, 1000($0)
80000184,  sw $27, 1004($0)

Show what happens in the pipeline if an overflow exception occurs in the add
instruction.
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Exception in a Pipelined Computer

* @ Given this instruction sequence,
40

n . : e SUb 811,
I University o iyl and  $12,

$2, $4
. $2, §5
48, or  $13, $2, $6
AC,, $1, $2, $1
50,,, §15, $6, $7
54, 1w $16, 50($7)
—IW $16, 50(%7) : slt $15, $6, $7 : add $1 $2 $4 : or $13, 1 and $12, . ..
e N | - : r Ex Flush | ;
\ IF Flush : K M TS — '
= : y|[ID.Flush, | : !
- /~ Hazard — ! : :
' detection | . : :
unit : . :
@ MEM/WB
1
o, s
58
4 oft
30000180 = /; Instr
0000180 54 | mel Data
SN _ -~ memory

Clock 6




Exception in a Pipelined Computer

Given this instruction sequence,

40 sub  $11, $2, $4

and $12, $2, $5

48, A~$13, $2, $6
ac,., $1, $2, §1
50 $15, $6,

$7

hex

University o

54,, 1w $16, 50(57)
-——— = -~ - f—_-—_~\ f—_-—_~\ ;‘_—__5\
- RS - ~ - ~ - ~
{_ sw$26,1000($0) ', {_bubble (nop) ' . {_ bubble ' .{_  bubble ,lor$13,...
B -7 S==-----F : S==--pcFmsh 2 Tm=----7,
IF.Flush : : : ;
: ID.Flush : : :
! [/ Hazard *\ X ' !
T,' detection | . ! !
unit / : : :
: :
[E EX/MEM :
Control W 00 M EM:IWB
IFAD, U _})— M gl

80000180 '

bt ALU
( 80000180 —IL»
S~o 0ganie4 Data |
memory
13
Clock 7

=D
(=]

c 3

3 2

B

3
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- -

7z N
P I| EXFlush
N -~ \-—— ,
] IF.Flush \ 7 N ~_L_ - 7
AR — \/DFush )
L -
Hazard N~ -~

—__k deection | +
uni /
13 I\‘ ID/EX

P Rgr— o b MEM/WB
I} ESR — L—
| ~

»‘Controll >y M
| x I
IF/ID 0— EX \
¥ I — ’ — —_—
N
[ ;
[ * > > u -
X
- Regist -
N |y e . -
[ LM Instruction * - AL
\ 1C090000 7| u t=|PCHa - || >
Soo - X memory _ Data | _|
— — * memory ‘

u-( xeZ )

—

)
unlt -
Exception vector address to be added
Exception type to a Vector Table Base Register

PR Unknown Reason 00 0000,
‘ OD ARM Edltlon Floating-point arithmetic exception 10 1100,

System Error (hardware malfunction) 10 1111
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Registers
P [ e
! moqocoo-—l o PCH,| Instruction - -
\ / memory
~ -

d _ | — 2
> l-' Forwarding .“I‘*

> nit

. Exception vector address to be added to a Vector Table Base
Exception type Reei
egister
Undefined instruction 00 0100 0000,

.. System Error (hardware 01 1000 0000,
COD RISC-V Edition

malfunction)
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O 1%%5}.?.*%%13'] BIRCERRERZ = (MED)

O MRIEXSEERE, NEFHcauseFEPC, &R ERIKER,
£FﬁPCTE?IertChEx
O BHRRKEE R EHHIERAFEE (flush IF/ID/EX)

O 232 R AL 5|\ FRETALTE

Inst.
=] C) Mem | D H Decode
/N
lllegal
i Opcode
PC Address
Exceptions .
D E
EI Al

223 |

/
Asynchronous
Interrupts WN
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[E4E4E %&flush kil , RIERBIESTEME
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v REiIREEfHHNITand
Time (in clock cycles)
Program CC1 cc2 CC3 CC4 CC5 CC6 CC7 CC8 CC9
execution
order
(in instructions)
w$2, 20($1) | IM Reg|
and §4, 52, $5 IM [
or $8, 52, $6
add $9, $4, 52 Reg
sit §1, $6, $7 DM Reg
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=00 NS UTRWN=

. Integer overflow, Tra cFiS ystem Call,

lsleste}{ (hlgihest priority)
oft Rese
Nonmaskable Interrupt (NMI) Armﬁtj[aé& M 1| %IJ{EE -
Address error --Instructlon fetch Reset (h1 ghest prlorlty)
%k% refll%-.aln?tl't'l:Cthtl.l fetfc},: b Data %%01«1;
invalid--Instruction fetc

](glache errorI--I{lstrE_ctiofntfeﬁch FIQ CRoz )

us error --Instruction fetc
Watch - Instruction Fetch l;fgefet h;‘ }’°§§ftware interrupt

OO LN

Breakpoint, Reserved Instruction,
Coprocessor Unus-able, or Floating-
Point Exception Address error--Data
access

1. TLB refill --Data access
13.

15.
16.
17.
18.

TLB invalid --Data access

TLB modified--Data write
Cache error --Data access
Watch - Data access

Virtual Coherency - Data access
Bus error -- Data access

N
Interrupt (lowest priority) N AKX R
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/f 1 %% B HRFA 1T gitifnuuké&ﬂlz# WA, £%
[E] HHL,)HIJLJ#% LWE%L 1) 80000184 SW

$27 1004452 ] B ER3E ?

LOOP: LW $1, 40($10) ; BU$1
ADD $2,$3,$1 ; A
SW $2, 40($10) R
SUB $9,$9,$11 ; k{tsE
XXX $5,$7 ; FE-ARENIES (IDEZHEM)

BNE LOOP$9,$0 ; TXiES

FEiES: 80000180 SW $26,1000 ($0)
80000184 SW $27, 1004 ($0)
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