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ABSTRACT

We present CAB, a content-agnostic backscatter system that can
demodulate both tag and ambient data from ambient backscattered
WiFi alone. In contrast to prior ambient backscatter systems that
use ambient data (content) as tag-data carriers, we focus on zero-
subcarriers, which are invariant and independent for any ambient
OFDM WiFi. The idea of using zero-subcarriers to convey tag data
is simple and elegant. Not only does it for the first time remove the
dependency of tag-data demodulation on ambient data, but it also
significantly improves the practicality of ambient backscatter.

We prototype CAB using off-the-shelf FPGAs and SDRs. Ex-
tensive experiments show CAB is universal as it can work with
multi-band, multi-stream, and multi-user ambient traffic, includ-
ing WiFi 3/4/5/6. CAB is also high-performing since it can deliver
340.9 Mbps aggregate throughput, reaching 97% Shannon capacity.
Since CAB is general, we extend it to leverage ambient LTE traffic
as excitations, and the achieved tag-data BER is below 0.002%. As
the first content-agnostic backscatter that delivers near Shannon-
capacity throughput, we believe CAB takes a curial step forward
on ubiquitous battery-free IoTs.
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1 INTRODUCTION

In recent years, ambient backscatter has attracted ever-growing
attention as it is promising to deliver near zero-power communi-
cations for billions of tiny computing devices [18, 32, 39, 41, 42,
49, 54, 57, 60, 63]. Different from traditional radio frequency iden-
tification (RFID) communications, it has three distinct features.
First, it intends to use uncontrolled ambient signals as wireless
carriers, expanding excitation sources from dedicated readers to
abundant signals from thin air [39, 58]. Second, it can support high-
throughput backscatter communication [20, 40], while typical RFID
systems support 40-640 kbps [17]. Third, unlike duplex-radios for
decoding RFID signals, it only requires standard radios that support
general-purpose wireless protocols, e.g., WiFi [34, 55], Bluetooth
[59], as receivers.

One of the key features for ambient backscatter is the indepen-
dence of excitors and receivers, which makes backscatter a general-
purpose communication paradigm possible. But it is also the pain
point for tag-data demodulation because ambient signals are out of
control [39, 58]. In wireless communications, demodulation is all
about finding differences between received signals and referenced
ones [52]. For example, in active-radio communications, a binary
phase-shift keying (BPSK) receiver uses continuous waves (CW)
as references to obtain phase differences for demodulation. When
it comes to ambient backscatter, a question arises: where to find
references in uncontrolled excitation signals? To address this issue,
the wisdom in prior ambient backscatter systems is content-aware.
In particular, they first employ an additional receiver to obtain am-
bient data (content); then, they use those contents as references to
demodulate tag data. For example, in Hitchhike [58], if a received
backscatter symbol is ‘1’ and the corresponding ambient symbol is
‘0’, the tag symbol will be demodulated as ‘1°, which means phase
rotation 7 by tag modulation translates the ambient symbol ‘0’ to ‘1”.
FreeRider [59], PLoRa [44], LScatter [20] extend this idea to 802.11n,
ZigBee, Bluetooth, LoRa and LTE signals. Those methods, however,
share some common drawbacks: 1) their tag-data demodulation
is completely dependent on ambient data quality. 2) their channel
bandwidths are underexploited as they require two independent
bands for demodulation. 3) their practicality is significantly limited
due to the extra hardware cost of additional receivers, the high syn-
chronization cost of two receivers, and constrained compatibility
with multi-stream and multi-user signals.

After reviewing the problems brought by those content-aware
systems, we ask a simple yet difficult question: is it possible to
demodulate tag data from ambient backscattered signals only? A
positive answer to this question would bring us closer to the ambi-
ent backscatter vision, where ambient tags can reuse rich ambient
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signals as excitations. A single standard radio is adequate to de-
modulate backscattered signals. However, designing such a system
is challenging because demodulation references are missing if no
ambient signals are available.

New hope arises when we have an insightful observation: no
matter what data OFDM-WiFi signals carry, zero-subcarriers are al-
ways the same: single tones. In other words, we have found perfect
references because zero-subcarriers are natural-born invariants in
all kinds of OFDM-WiFi signals. Based on this key observation, we
present CAB, a content-agnostic backscatter system that can demod-
ulate both tag and ambient data from ambient backscattered OFDM
signals alone. Its key enabler is to novelly use zero-subcarriers for
tag-data backscatter, as shown in Figure 1. Compared to prior sys-
tems, it not only removes the dependency of tag-data demodulation
on ambient data for the first time, but also improves practicality of
ambient backscatter due to reduced cost and expanded excitation
sources. Turing the above idea into a practical system, however,
faces several key challenges.

Challenge 1: how to estimate zero-subcarriers and demodu-
late tag data from them?

Theoretically, zero-subcarriers have a nice property that their
phases of backscattered signals should be exactly the same as the
phase rotations induced by tag modulation. Unfortunately, there
is no direct way to obtain those values on typical WiFi receivers.
Naive solutions include simple averaging or spline interpolation
across pilot subcarriers [53]. Yet, due to magnitude imbalances
brought by frequency-selective fading and phase error gradient
caused by sampling frequency offsets (SFO), those methods would
suffer from low-resolution phase estimates, which cannot support
high-order phase-shift keying (PSK) modulation. In addition, the
common phase error (CPE) is deeply coupled with tag-data phase
rotations. To solve these two issues, we propose a Weighted-Least-
Square(WLS)-based phase estimation with iterative CPE separation
for demodulation, where WLS is used to obtain fine-grained phase
estimates, and CPE separation is further designed to refine tag-data
phases. The details are in §3.2.

Challenge 2: how to demodulate ambient data without know-
ing tag data?

Ambient backscatter inevitably poses new challenges for ambient-
data demodulation because all the symbols experience different
channel conditions caused by tag-data modulation. Hence, we in-
troduce a customized phase tracking that eliminates tag-data phase
rotations without knowing tag data beforehand, making ambient-
data demodulation independent. The main difference between tra-
ditional phase tracking in standard WiFi and ours is a pre-filter that
calibrates CPE and tag-data phase rotations simultaneously on a
symbol-by-symbol basis, leading to low bit error rates (BERs) for
ambient data. We explain how it works in detail in §3.3.
Challenge 3: how to achieve subsymbol-level synchroniza-
tion on tags?

As demodulation above requires accurate pilot and data subcar-
riers, it implicitly demands subsymbol-accuracy synchronization
for tag modulation. The main difficulty of doing so is the inability
of WiFi demodulation on tags and thus, all the originally designed
training fields, e.g., legacy short training field (L-STF), end up unus-
able. Thanks to high-accuracy independent demodulation in §3.3,
we propose a joint synchronization method to break this barrier.
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Figure 1: Our system demodulates both tag and ambient data
from backscattered signals, while prior systems require both
ambient and backscattered signals to demodulate tag data.

Different from prior schemes focusing solely on tags, our method
relies on receiver feedback. The key idea is that the ambient-data
BER is a quality indicator for synchronization on tags. Hence, we
shift most computation burden to receivers while only a simple
interval searching is needed for tags. The detailed workflows are
presented in §3.4.

We build an FPGA-based communication prototype, a battery-
free sensor prototype, and a simulated integrated circuit (IC) proto-
type to examine CAB’s various aspects. Here are the main results.

o CAB can work with all kinds of ambient OFDM-WiFi signals,
including WiFi 3/4/5/6. With WiFi 6 excitations of a 40-MHz
band and two spatial streams, the maximal aggregate throughput
of both ambient and tag data is 340.9 Mbps, which reaches 97%
Shannon capacity.

o With WiFi 5 excitations of a 20-MHz band and two spatial streams,
the maximal tag-data throughput of CAB is 1 Mbps, which is
269.7X better than that of FS-backscatter [60], the state-of-the-art
content-agnostic system.

e The IC simulation shows that CAB can achieve as low as 271 yW
power consumption.

Contributions: We make the following contributions:

(1) We provide an insightful observation that zero-subcarriers,
which are invariants of all OFDM signals, are perfect tag-data
carriers for ambient backscatter.

(2) We propose CAB, a content-agnostic backscatter system that
for the first time demodulates both tag and ambient data from
backscattered WiFi alone.

(3) We design a novel subsymbol-level synchronization scheme
based on receiver cyclic redundancy check (CRC) verification.

(4) We implement three different prototypes to conduct compre-
hensive evaluations. Results show that CAB is universal, high-
performing, and practical, and is ready to support various IoT
applications.

2 MOTIVATION
2.1 Background

A typical ambient backscatter system consists of three parties. The
excitor provides carriers for tag modulation and is usually unknown,
e.g., ambient WiFi or Bluetooth. The tag transmits data to a receiver
by first synchronizing with the carrier and then backscattering it.
The receiver demodulates backscattered signals. In traditional RFID
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Figure 2: (a) Pilots are centered around the direct current (DC) subcarrier (null). (b) The virtual zero-subcarrier of an uncontrolled
WiFi packet is actually a single tone positioned at the DC subcarrier. (c) When the tag backscatters with binary PSK (BPSK), the
phases of zero-subcarriers at the receiver have two levels, corresponding to two clusters in (d). We have similar observations in
(e) and (f) for quadrature PSK (QPSK) backscatter, showing that the zero-subcarrier is a single tone in uncontrolled packets and

can function as continuous waves.

communications, the excitor and receiver are the same, which is
usually a reader. While ambient backscatter researchers strive to
split the two in the past years, they are still somewhat connected,
e.g., requiring a dedicated device to receive excitations [40, 58]. In
this paper, our goal is to make them completely detached.

Orthogonal frequency division multiplexing (OFDM) is a digital
data transmission technology that uses multiple carrier frequencies
to transmit data. Multiple orthogonal subcarriers with overlapping
spectra are transmitted in OFDM to carry data parallelly. Conven-
tional techniques are used to modulate each subcarrier, such as PSK
or quadeature amplitude modulation (QAM). This work focuses on
those OFDM ambient signals.

2.2 Basic Idea

Different from prior systems putting a great deal of efforts to deal
with ever-changing contents of excitations [40, 58, 61, 62], we look
at this problem from a different perspective: if we can find invari-
ants in variant signals, then we can view those uncontrolled signals
as some form of ‘continuous waves’. Following this idea, we observe
that all the OFDM-WiFi signals surrounding us indeed contain vir-
tual invariants. For instance, Figure 2a shows the structure of a WiFi
4 (802.11n) symbol. It has 64 subcarriers for the 20 MHz bandwidth
operation, where 52 subcarriers are used for data transmission,
four pilot subcarriers are for fine-grained channel estimation, one
null subcarrier is for DC, and seven null subcarriers are used as
guard bands. We observe that as four pilots are known and fixed, a
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virtual subcarrier could be created on their center, which happens
to be null (no signals). We call it zero-subcarrier, whose phase and
magnitude are estimated from pilots. Figure 2b demonstrates visu-
alization results of zero-subcarriers (the average of 4 pilots) from
an uncontrolled excitation packet. Clearly, it is a single tone at 250
kHz, which is perfect for carrying tag data.

Moreover, we let the tag modulate this uncontrolled WiFi packet
using BPSK and observe the phases of zero-subcarriers at the re-
ceiver side. Figure 2c shows that the phases of backscattered zero-
subcarriers are at two distinguishable levels. The corresponding
constellation diagram in Figure 2d has two clear clusters, which
means those are BPSK signals. Similar observations are made in
Figures 2e and 2f when the tag modulates using QPSK. Those two
examples reveal that virtual zero-subcarriers can function as con-
tinuous waves, i.e., every OFDM-WiFi ambient signal has a hidden
single tone.

3 CAB DESIGN

3.1 Overview

CAB is designed to backscatter tag sensing data using ambient
OFDM-WiFi signals as carriers. Upon receiving an OFDM-WiFi
packet, the tag detects it and tries to synchronize with it, then
modulates sensing data onto the payload using PSK. A tag-symbol
can be as short as an ambient-symbol long, i.e., 3.6 us. The tag
also shifts the backscatter signals to another WiFi channel to avoid
interference on the original channel [60]. The key point is that our
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Figure 3: Diverse pilot qualities at different locations.

tag modulates sensing data onto this payload-unknown packet as
if it modulates a single tone. For example, if an ambient WiFi 4
packet has a guard interval (GI) of 0.4 us [5] and the tag-symbol
duration is 3.6 us, the backscatter process is like modulating a single
tone at 278 kHz. Similarly, when the ambient signal is WiFi 6 with
a GI of 3.2 us [3] and the tag-symbol duration is 16 ps , it is like
transmitting PSK signals at a baud rate of 62.5 kHz.

On receiving the backscattered signal, the receiver tries to demod-
ulate tag data without knowing any ambient data. Meanwhile, it
demodulates ambient data from the backscattered signal as if it has
never been backscattered. Before delving into demodulation details,
we give a formal formulation of this problem. Let @™, ¢<, gefo,
¢sto, ¢sfo_ $t9 denote phase rotations induced by ambient data,
wireless channels, carrier-frequency offset (CFO), sampling-time
offset (STO), sampling-frequency offset (SFO), and tag modulation.
For subcarrier j from received symbol i, the received phase is

_ h, ,cfo tag
Zj_¢f;”+¢f’j+¢i!j +¢. 7.

ij
Next, we present how to extract ¢p*%9 and $™ from ¢".

+ ¢?f°

+ qft? i

LJ

1

3.2 Tag-Data Demodulation

As aforementioned, we demodulate tag data by focusing on the
phases of zero-subcarriers, ¢ZO. Doing so has several advantages.
First, since no ambient data transmits on this subcarrier [1-5] and it
is a virtual single tone, ¢zg‘ =0 [52]. Second, STO and SFO affect all

the subcarriers except the zero-subcarrier, hence ¢f6° 0, g{)%o =0
[45, 53]. In addition, as we do not change the I;reamble ‘of the
excitation packet, all the legitimate training fields, e.g., S-LTF and
L-LTF, are kept intact. Therefore, after channel estimation and
CFO calibrations as in a standard WiFi receiver, the received zero-
subcarrier phase before demodulation is

=g+ giol, @)
where gblcg ¢ is the phase rotation caused by the residual CFO [47, 50],
aka “common phase error" (CPE).

We know from the above equation that if we have accurate phase
estimates for the received zero-subcarriers, we can approximate
tag-data phases by separating CPE. We design two major steps to
do so: phase estimation for zero-subcarriers and CPE separation.
Phase estimation for zero-subcarriers. Naive ways to obtain
zero-subcarrier phases include simple averaging or spline interpo-
lation across all pilots [53]. However, both do not work for demod-
ulation purposes. As shown in Figure 6a, the constellation points
using simple averaging of pilot phases are too dispersed, leading to
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Figure 5: Phase before and after CPE separation.

poor demodulation accuracy. We observe that the primary reason is
the unequal qualities of pilot phases caused by frequency selective
fading and in-phase and quadrature (IQ) imbalance [37, 47, 52]. As
shown in Figure 3, the signal noise ratios (SNRs) of all the pilots
manifest non-negligible differences at multiple locations. This mo-
tivates us to take diverse qualities of pilots into consideration for
estimating zero-subcarrier phases. Moreover, although the residual
STO does not affect zero-subcarriers, it brings additional phase
rotations to pilot subcarriers, propagating errors in simple aver-
aging. To solve these issues, we propose a Weighted-Least-Square
(WLS)-based phase estimation for zero-subcarriers. In particular,
for the k-th symbol, we perform a WLS process as follows,

arg ;nll? Z?flAi(‘Pi - Bo = P1xi)% ®3)

0,71
where ny is the number of pilots, A;, ®;, and x; are the magnitude,
phase, and index of the i-the pilot. After WLS, we have f, the
estimated phase for the zero-subcarrier &ZO, and f, the slope of
the approximated linear equation, which indicates how much STO
affects pilots. From Figure 6b, we can see that through WLS, the
constellation points are tightly gathered around a circle. The reason
that those points are not clustered yet is there are CPE errors for

Ei;’:o and that is our next step.

CPE separation. Removing the CPE from a}i\o is quite challeng-
ing due to two main factors. First, it is deeply tangled with tag-
data phase rotations, as shown in equation 1, thus prior ambient
backscatter systems barely discuss this point [39, 40, 60]. The hands
of traditional CPE calibration schemes in WiFi receivers [45, 47, 50]
are also tied as they only work when there is no tag-data induced
phase involved. Second, it is ever-changing from symbol to symbol.
In order to characterize CPE, we perform experiments where the tag
only performs frequency shifting in backscatter, which means no
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Figure 6: Our tag-data demodulation process. (a) Simple averaging across pilots suffers from spreading constellation points. (b)
After WLS, all the points are gathered around a circle. (c) Further CPE separation almost eliminates incorrect rotations. (d) At
last, accurate symbol assembly makes all the points form four tight clusters, leading to perfect QPSK demapping.

tag modulation is involved. This way, the estimated zero-subcarrier
phases should be equal to CPEs. Results in Figure 4a show that CPEs
keep accumulating due to the residual CFO [47]. CPEs would easily
surpass the 16PSK, 8PSK, and QPSK thresholds! if not well-handled,
bringing about numerous demapping errors [52].

To solve this, we propose an iterative CPE separation scheme
based on our key observation: the CPE of the first OFDM symbol
is near zero. Figure 4b demonstrates our empirical measurements
of first CPEs from 1000 packets. It shows that the 99th percentile
of first-symbol CPEs is only 0.2 radian. Consequently, an iterative
CPE separation is designed as follows.

(1) Assign the CPE estimate from the previous symbol to that of

the current symbol (i), ¢ic€e — gbCp ¢

10" If the current symbol

is the first one, ¢f%e =0.

(2) Estimate the tag-data pil_a\se by equation 2, ¢£g.‘7 — /{,\0 _
¢l.c‘ge, and then update qﬁf ?)g to the phase of its closest con-
stellation center. .

. . cpe

(3) Update f\PE using the new tag-data phase estimate, ¢i,0 —
’l.’\o - ¢fgg . One iteration completes and moves on to the
next symbol.

Through the above iterations done on each symbol, we success-
fully remove accumulating CPE as shown in Figure 5. We make
the tag apply QPSK modulation every 20 symbols, and the phase
of zero-subcarriers in every 20-symbol-long segment contains not
only a constant tag-data phase but also a growing CPE, as Figure 5a
illustrates. Our approach successfully separates the CPE, and the
accumulating error disappears in those segments after separation
in Figure 5b. Furthermore, as shown in Figure 6c, clusters that are
similar to tag-data modulation points are clearly observed. The task
of tag-data demodulation is almost complete.

Symbol assembly. One may notice that there are some stragglers
in Figure 6c. After analyzing intermediate experimental results, we
find those are symbol assembly errors caused by SFO. Recall that

I The thresholds are half of the resolution of the corresponding PSK order.
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SFO happens because the sampling frequency of the transmitter
is different from that of the receiver. Such a difference results in
additional STO and accumulates over time, which leads to under
sampling or over sampling. For example, for a 20 MHz transmission,
a WiFi receiver should sample 80 points for a 4-ps OFDM symbol.
After the receiver samples a number of points, if the accumulated
STO is more than 50 ns, the assembled symbol would be missing
or contain extra sample points from neighbor symbols. To address
this, we make use of 1, which is a good indicator of STO to coordi-
nate symbol assembly. When the absolute value of f; exceeds our
empirical threshold?, the symbol will choose to drop or duplicate
some sample points according to the sign of f3;.

Let us recap the whole process of tag-data demodulation. After
receiving the backscattered signal, the receiver performs coarse
CFO calibration, timing synchronization and fine CFO calibration,
and channel estimation as in a WiFi receiver. It then estimates
phases of zero-subcarriers for each symbol and separates tag-data
phases from CPEs iteratively. During the iteration, OFDM symbols
are accurately assembled by approximating SFO. Finally, tag data
is recovered by demapping to the closest constellation centers. As
shown in Figure 6d, the recovered data show a clear QPSK map
with no spreading or rotation, indicating an ultra-low bit error rate.

3.3 Ambient-Data Demodulation

Now we intend to demodulate ambient data from backscattered
signals, which is about data subcarriers. By reviewing equation 1,
one may think of a naive solution: since we already have all the tag
data, simply compensating those phase rotations brought by tag
data would make backscattered signals close to original ambient
signals. This way, a standard WiFi demodulation process can handle
the rest. However, this solution is feasible but brings about another
unpleasant issue: it implicitly creates demodulation dependency
of ambient data on tag data, which is similar to the demodulation
dependency of tag data on ambient data in prior backscatter systems

>The B, can be calibrated for +2Z for each dropped or duplicated sample, where
N is the number of subcarriers [46]. We set the threshold to 0.9 X ZW” to cope with
drastically changing ;.
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[40, 58, 59, 61, 62]. Through field experiments, we find that the main
difficulty of demodulating ambient data without knowing tag data is
that all the symbols experience different channel conditions caused
by tag-data modulation, which manifests itself in two main aspects
of phase tracking.

Pilot averaging over symbols. Standard data-subcarrier demod-
ulation in WiFi usually employs pilot averaging over a sliding
window to combat varying STO caused by SFO [47]. It works well
for standard WiFi but not for backscattered signals. As shown in
Figure 7, if Symbol;_; and Symbol;,; are modulated by tag phase 7,
their pilots have different channel conditions as others. Thus, their
averaged pilots are not the expected mean and are uncertain due
to random tag data. Such ‘polluted’ averaged pilots cause incorrect
demodulation for data subcarriers.

Inter-symbol phase unwrapping. Another challenging issue
is inter-symbol phase unwrapping, a standard operation in WiFi
for computing how fast SFO-induced phase errors rotate across
different subcarriers [47]. Such a phase unwrapping scheme fails
as the phases of data subcarriers from neighbor symbols are not
continuous anymore. Tag modulation introduces unexpected and
random phase jumping, causing errors in tracking phases.

It seems that the above difficulties make demodulating ambient
data without knowing tag data nearly impossible to achieve. The
situation turns around when we take a different perspective: is it
possible to remove tag-data phase rotations without knowing them?
The answer is yes. From §3.2, we know that the tag-data induced
phase is deeply coupled with CPE in the zero-subcarrier phase. So,
if we subtract the zero-subcarrier phase from all the subcarriers in
a symbol, the tag-data phase rotation is implicitly removed regard-
less of different tag data modulation. Meanwhile, as we observe
that cross-symbol operations are the key for incorrect pilot aver-
aging and phase unwrapping of backscattered WiFi signals, the
subtraction should be performed on a symbol-by-symbol basis. As
a result, we propose a customized phase tracking scheme contain-
ing a pre-filter that calibrates CPE and tag-data phase rotations
together. After our pre-filter, a standard WiFi phase tracking can
successfully recover all the ambient data. Note that the groundtruth
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Figure 8: Impact of synchronization offsets on BERs. Results
of demodulating ambient data show that the ambient-data
BER can be a good indicator of synchronization qualities.

CPE will not be deducted twice because the estimated CPE in a
standard phase tracking would be near-zero after the pre-filter.

3.4 Subsymbol-Level Synchronization

CAB requires the tag to accurately synchronize with ambient sig-
nals on the subsymbol level, ensuring zero-subcarriers and data-
subcarriers can be successfully recovered on the receiver. Tradi-
tionally, synchronization with WiFi signals is not a problem for a
WiFi receiver because there are a number of purpose-built train-
ing fields [1-3, 5]. For example, L-STF, which consists of ten short
repetitions (0.8 ys), can be autocorrelated for initial timing synchro-
nization [47]. Legacy long training field (L-LTF) contains two long
and same repetitions, of which each has 64 samples (3.2 ys). Cross-
correlation using this field can make fine timing synchronization
[47]. At present, however, tags are unable to decode those fields and
thus render them unusable. As a result, prior systems approach this
in different ways. Hitchhike [58], FreeRider [59], and their variants
[61, 62] adopt energy detection, which is a coarse synchronization
and does not work on the OFDM-subcarrier level. TScatter [40]
introduces pseudo-noise (PN) sequences for synchronization on the
sample level. Yet, it incurs non-negligible decoding overhead. More
importantly, it does not work with our requirement: demodulating
tag data using only backscattered signals. SyncScatter [22] designs
a hybrid of low-bandwidth and high-bandwidth detectors, which
requires one of the most power-hungry components, a low-noise
amplifier (LNA). Unlike those solutions that focus only on tags,
we propose a joint timing synchronization scheme that uses the
receiver feedback. Thanks to accurate ambient-data demodulation
in §3.3, we observe the demodulated ambient-data BER is an ex-
cellent indicator for synchronization errors, as shown in Figure 8.
Based on this observation, we design joint timing synchronization
as follows.

Tag side. The tag uses an energy detector to discover a coarse start
for the ambient WiFi packet. For fine-grained synchronization, our
synchronization starts an interval search. The search starting point
is 7 seconds after the coarse start, where 7 is the time length of
everything before the physical layer conformance procedure (PLCP)
service data unit (PSDU) and the medium access control (MAC)
header. The step size is %GI, as the length of GI can only achieve
symbol-level synchronization. The search window size is 1 symbol
long. This size is enough because the error of our coarse start is
about 2 ps, which is the same as prior systems [58, 61]. Based on
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Figure 9: RX-tag communication. Tag can demodulate ASK-
like signals from the receiver.

this search pattern, the tag starts modulation and waits for the
receiver response for each searching point. If the message from the
receiver is ‘S-ACK’, the tag would know the current search point is
accurate enough. Otherwise, the tag moves on to the next search
point. Our search process can be multi-resolution, where the step
sizes of two layers are %GI and %GI.

Receiver side. Upon receiving a backscattered packet, the receiver
demodulates ambient data as described in §3.3. If the receiver can
measure the BER of this packet, we can set a threshold based on the
channel quality and the requirement for synchronization accuracy
to determine whether to send an ‘S-ACK’ to the tag. Unfortunately,
in our design, the receiver is entirely detached from excitors, which
means there is no way to obtain the groundtruth bits for ambient
data and then compute the BER. To get around this, we make use of
the CRC field of the backscattered packet. Although the CRC field
is originally designed to detect accidental changes to raw data, it is
also a good indicator for the quality of wireless demodulation [52].
Therefore, if the backscattered packet can pass CRC verification,
the receiver sends an ‘S-ACK’ to the tag. Otherwise, it sends an
‘F-ACK’, which means a CRC failure.

RX-tag communication. For RX-tag communication, we employ
the observation from Interscatter [31] that OFDM symbols can be
transformed into ASK-modulated signals. Specifically, we employ
15 random OFDM symbols to denote a bit ‘1’ and 15 constant OFDM
symbols to denote a bit ‘0’. Only a passive envelope detector and a
low-pass filter are adequate for the tag to demodulate these WiFi-
emulated ASK signals [14]. Figure 9 shows how a low-power tag
does this job. A comparator can separate the low-energy part and
the high-energy part of the waveform from the filter, yielding binary
signals.

From the above, we can see that the distinct feature of our syn-
chronization scheme is the shifted computation burden from the
tag to the receiver. Such an arrangement simplifies tag designs and
lowers power consumption. Meanwhile, it adds negligible overhead
to the receiver because CRC verification is a built-in function.

One may think that a single-pilot solution that uses a pilot to
carry tag data could also do the job. It is simpler but no better than
ours for at least three reasons. First, a single pilot is not robust as it
experiences different channel fading at different locations as shown
in §3.2 while our zero-subcarriers combine the strengths from all
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pilots. Second, it is hard to fix pilot positions for different OFDM-
WiFi signals. For example, pilot positions for a 20 MHz transmission
are -21,-7,7,21, but they become -53,-25,-11,11,25,53 for a 40 MHz
transmission. In contrast, zero-subcarriers are always the center of
pilots for OFDM-WiFi signals.

4 IMPLEMENTATION

Receiver prototype. The WiFi receiver is prototyped using Zed-
Board ZYNQ-7000 [16] and AD-FMCOMMS3 [8], which can support
2x2 multi-input multi-output (MIMO) for a 40-MHz band. We imple-
ment 802.11g as WiFi 3, 802.11n as WiFi 4, 802.11ac as WiFi 5, and
orthogonal frequency-division multiple access (OFDMA) 802.11ax
as WiFi 6 using GNU radio [9]. All the baseband signal processing
algorithms, e.g., tag and ambient data demodulation, are realized
on-board in real-time.

Tag prototype for verification. We first build a functional ver-
ification prototype. As shown in Figure 10a, it mainly consists of
a Xilinx ZYNQ-7010 FPGA, a 25 MHz crystal oscillator, a mod-
ulator, and an energy detector. For high-order PSK modulation,
the modulator connects five switches with lumped terminations
as a 16-to-1 multiplexer. We modulate the circuit impedance be-
tween 16 impedance states according to mapped raw bits. Each

impedance state is chosen by adjusting its reflection coefficient

T = Za—Zp
= 747
plex impedance of backscatter circuits. This method can achieve

significantly lower power consumption than bias-currents-based
solutions [51] with almost power consumption of 80 mW.

In addition, single-sideband modulation can be achieved in this

design as well. For example, assume that there are four reflection
states obtained from properly matched networks: I'1 = —% - j%,
I = % —j%, I3 = %+j%, Iy = —%+j%. If we need to encode a bit ‘0’,
which means frequency shift without phase change. We toggle the
RF-switch at frequency Af; in each period as (I'1,I2,I3,I4). When we
need to do frequency shift and 180-degree phase change for a bit
‘1’, the RF-switch changes the states in each period as (I3, Iy, Iy, I2).
Tag prototype for applications. We also make a prototype us-
ing low-power devices, as shown in Figure 10b. It is a battery-free
backscatter camera for live streaming using uncontrolled ambient
excitations. This prototype consists of a tag for transmitting data,
an OV7670 camera for capturing images, a 2-in-1 (RF&light) har-
vester using a TI BQ25570, and a solar cell for harvesting indoor
ambient light. The harvested energy is stored in a 0.1 F superca-
pacitor. In particular, the battery-free tag is mainly composed of
low-power components, namely an ADI LTC6930 oscillator, a Mi-
crochip Igloo Nano AGLN250 FPGA, RF switches, a passive rectifier,
and an NCS2200 comparator. This prototype aims to investigate
how CAB can benefit battery-free live-streaming in real-world ap-
plications.
Tag prototype with IC. As shown in Table 1, the overall power
consumption of the battery-free prototype is 8.45 mW, which is
34x lower than that of the verification prototype. Although such
a prototype can support battery-free camera sensing, it still does
not release CAB’s potential for ultra-low power consumption. As
a result, we simulate a prototype using Cadence IC6.17 Virtuoso
software and TSMC 0.18um CMOS process design kits.

where Z, is the antenna impedance and Zj, is the com-
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Figure 10: We first build a functional verification prototype using FPGAs. Then we make a battery-free prototype using
low-power devices for live-streaming applications. We also simulate an IC prototype to study its power consumption limits.

Table 1: Power consumptions of three prototypes.

power consumption breakdown

Total

Digital core Oscillator

RF-switch Detector

Verification  209.00 mW (100%)  18.15 mW (100%)  1.83 mW (100%) 78.00 mW (100%) 307.03 mW (100%)
Battery-free  5.85 mW (2.80%)  0.59 mW (3.24%) 1.83 mW (100%) 0.18 mW (2.3%)  8.45 mW (2.75%)
IC 39.00 uW (0.02%)  196.00 uW (1.08%) 2.41 uW (0.13%) 33.79 uW (0.04%) 271.20 yW (0.09%)

e Front-end. Our RF front-end is composed of RF switches and
a detector that contains a rectifier and a comparator. We use
diodes generated using pMOS transistors to build a two-stage
passive rectifier circuit[21]. An open-loop comparator is used for
its high reaction speed to reduce synchronization error. Together,
the detector consumes 33.79 uW. RF switches are composed of
nMOS transistors and are connected as a multiplexer so that the
digital core controls them for modulation. The measured power
consumption for RF switches is 2.41 yW.

e Oscillator. We connect an odd number of inverters in series
to compose a ring oscillator, which generates a 50 MHz clock
for frequency shifting. Different from phase-shifted clocks that
generate different time delays using inverters [60], we only need
to toggle between 16 impedance states, which has fewer require-
ments for clocks. Hence, the measured power consumption for
the oscillator is 196 yW.

o Digital core. As mentioned above, the digital core manipulates
the multiplexer to modulating data at 250 kHz instead of running
at 50 MHz. Such a low rate brings about significant power savings.
The simulated baseband consumes 39 pW, which is 150 lower
than that of the battery-free prototype.

Overall, the power consumption is 271.20 W, which is 1133%
and 31X lower than the verification and battery-free prototypes,
respectively. The average current is about 116.10 pA, as shown in
Figure 10d. Most of the power is dissipated by the oscillator, so
further optimizations can be made through advanced IC techniques
(33, 36].

5 EVALUATION

We first use the functional verification prototype to evaluate CAB’s
end-to-end performance and then investigate the contributions of
various individual algorithms. At last, we show how the battery-free
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prototype can realize the ambient backscatter vision with real-world
ambient traffic.

5.1 End-to-End Performance

As CAB is designed to work with all kinds of OFDM-WiFi signals,
we would like to examine its overall performance with a variety
of WiFi traffic, including multi-band, multi-stream, and multi-user
WiFi.

WiFi 3. First, we examine how CAB performs with a typical single-
stream OFDM-WiFi. The excitations are transmitted at -10 dBm in
a 20 MHz band where the Gl is 0.8 ps. From the results in Figure
11, we have two critical observations.

o The tag-data demodulation is near perfect where the maxi-
mal tag-data throughputs are 0.25 Mbps, 0.5 Mbps, and 0.99
Mbps for BPSK, QPSK, and 16PSK tag modulations. Those
stable performances also show that the tag-data and ambient-
data demodulations are independent.

e Rich ambient data are recovered with extremely high accu-
racy. Specifically, the maximal ambient-data throughputs are
6 Mbps, 18 Mbps, 34.96 Mbps, and 53.94 Mbps for modulation
coding scheme (MCS) 13 7 11 3, which reach 100% (%), 100%

(%), 97.1% (3‘§'g6 ), and 99.8% (535'24) of their MCS capacities.

WiFi 4. Next, we test how CAB works with multi-band signals of
WiFi 4. We keep tag-data modulation at 16PSK and shorten the GI to
0.4 us. As shown in Figure 11, the ambient-data throughputs of a 40
MHz band are nearly twice those with a 20 MHz band. This indicates
that CAB is fully compatible with WiFi’s high-throughput designs,
e.g., multi-band, and works almost the same as a standard WiFi
receiver. In addition, due to the short GI introduced, the maximal
throughput for tag-data boosts up to 1.1 Mbps.
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N | wiFi4 | WiFis | WiFi6 |
Excnatlon -

stream | streams | 484 tones | tones each

g 130 0 O BPSK 6.001" 6.00 6.00 7.20 14.96 14.99 30.00 34.40 34.35
:; 7 2 |2 B QPSK 18.00 18.00 17.99 21.70 44.42 4491 89.58 102.20 102.11
£ 11 4 4 4 16QAM 34.93 34.96 34.94 43.30 89.00 89.70 179.83 204.04 205.96
g 3 7 7 7 64QAM 53.94 53.90 53.75 72.06 145.78 148.63 294.70 340.61 327.66
130 0 0 BPSK 0.25 0.50 0.98 1.08 1.09 1.08 1.07 0.29 0.21

_‘g 7 2 2 W QPSK 0.25 0.50 0.98 1.08 1.09 1.07 1.06 0.29 0.22
é" 11 4 4 4 16QAM 0.25 0.50 0.99 1.10 1.09 1.08 1.10 0.29 0.22
3 7 7 7 64QAM 0.25 0.50 0.98 1.10 1.10 1.09 1.09 0.29 0.22

[1] Non-high-throughput transmission (WiFi 3). [2] High-throughput transmission (WiFi 4). [3] Very-high-throughput transmission (WiFi 5).
[4] High-efficiency transmission (WiFi 6). [S] BPSK for tag modulation. [6] Throughput (Mbps)

Figure 11: Comprehensive evaluation of CAB. With all kinds of OFDM-WiFi excitations, including WiFi 3/4/5/6, CAB exhibits
full compatibility. Meanwhile, both tag and ambient data throughputs are consistent and stable across different modulation
schemes. More importantly, the highest aggregate throughput is 340.9 Mbps with WiFi 6, reaching 97% Shannon capacity.

WiFi 5. By keeping all the high-throughput parameters from WiFi
4 experiments (40-MHz band and short GI), we continue to push
CAB to work with multi-stream signals of WiFi 5. While the results
of single-stream traffic are pretty much the same as WiFi 4, the
maximal ambient-data throughput increases to 294.70 Mbps. Note
that such ambient-data throughputs are achieved by demodulating
only on backscattered signals, whereas prior systems require a
dedicated receiver to obtain those ambient data [40, 59, 61].
WiFi 6. To push the envelope of ambient WiFi backscatter, we
want to see whether CAB can take over the last castle, WiFi 6.
Not surprisingly, CAB works smoothly with WiFi 6 excitations as
shown in Figure 11. Specifically, the maximal throughput of ambient
data grows to 340.61 Mbps. Such a throughput gain is owing to
that the shortest equivalent GI of WiFi 6 is only 0.2 us (%) 3
which allows more ambient data transmissions. In addition, CAB
is compatible with multi-user OFDMA (MU-OFDMA) excitations
of 2 users, each taking 242-tone resource units (RUs), where the
maximal tag-data throughput is 0.22 Mbps. The main reason for
less tag-data throughputs is that the length of our WiFi 6 symbol is
13.6 ps, much larger than the traditional one. Besides, the highest
achieved aggregate throughput is 340.9 Mbps, where the excitation
is 64QAM WiFi 6, and the tag modulates using 16PSK. It reaches
97% (33;‘1 398) Shannon capacity 4.
The above evaluation presents a comprehensive study of CAB
with all kinds of OFDM-WiFi excitations, demonstrating its univer-
sality, high throughput, and modulation independence.

Competitions. We compare CAB against FS-backscatter [60], FreeRider

[59], and MOXcatter [61]. While CAB and FS-backscatter are content-
agnostic systems, MOXcatter and FreeRider can also demodulate
only from backscattered signals if the ambient data is prearranged.
We deliver all-zero packets using a single spatial stream on 20 MHz
band of MCS 0 for tag-data measurements, and send random data

3 A WiFi symbol (excluding GI) can be made as long as 12.8 ps, which is four times the
traditional length.

4Given a channel of 40 MHz with SNR of 20 dB, the Shannon capacity for a single
stream is 40 * log, (1 +20) = 175.69 Mbps.
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Figure 12: Goodput comparison of CAB and other advanced
systems.

with two spatial streams on 20 MHz of MCS 7 to measure the am-
bient goodput. We depict the results in Figures 12a and 12b. From
this experiment, we observe that for tag-data goodput, CAB con-
sistently outmatches other systems. In particular, when the tag-rx
distance is 7 m, the goodput of CAB is 408.56 kbps, which is 6.7X,
12.5% and 207.4X better than those of MOXcatter, FreeRider, and FS-
backscatter respectively. Such goodput gains climb to 8.1x, 16.0x
and 269.7X at a tag-rx distance of 1 m. This is primarily because
our baselines modulate on a multi-symbol or packet level while
CAB backscatters on a single-symbol level. The other factor is that
CAB supports fine-grained PSK modulation, whereas our baselines
only employ two-level AM modulation.

For ambient-data goodput, CAB outperforms again. For instance,
when the tag-rx distance is 6.5 m, CAB’s goodput is 53.59 Mbps,
which is 2.5 better than FS-backscatter’s. The main reason is
that FS-backscatter has to lower the packet RSSI when it needs to
modulate a bit ‘0’, which inevitably reduces SNRs and demodulation
quality, and FreeRider and MOXcatter have zero ambient goodput
in our random-data setup.

5.2 Micro Benchmarks

Next, we examine contributions from individual modules.
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Figure 13: Our zero-subcarrier phase estimation, CPE separation, symbol assembly, and customized phase tracking contribute
significant BER improvements for demodulating tag and ambient data.
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Figure 14: Power spectral density (PSD) of ambient and backscattered 802.11n signals. (a) and (b) are simulations, while (c) and

(d) are real-world measurements.

Estimating zero-subcarrier phases. First, we study how differ-
ent phase-estimation schemes work with tag-data demodulation.
Besides WLS, we include mean (simple averaging), weighted mean,
LS (least square), cubic spline interpolation for estimating zero-
subcarrier phases, and choose QPSK for tag modulation. We pro-
gram sampling-clock differences (SCD)® between the excitor and
the receiver at 0, 10 kHz, and 40 kHz. Results in Figure 13a show
that WLS is the best among all and exhibits robustness at different
SCD conditions. Specifically, the tag-data BERs of WLS are always
below 0.16% for different SCDs. In addition, when there is no SCD,
the tag-data BER of WLS is 0.022%, which is 135.7X, 5.4, 135.7X,
319.7x lower than mean, weight mean, LS, and spline, respectively.
Impact of CPE separation. Next, we plan to examine the impact
of CPE separation on tag-data demodulation. The tag modulation
adopts BPSK, QPSK, and 16PSK, and results are depicted in 13b.
We have two observations. First, our CPE separation significantly
improves tag-data demodulation accuracy. In particular, with BPSK
backscattering, the tag-data BER with CPE separation is 0.011%,
and it increases to 4.2% when there is no CPE separation, which
achieves 383X performance gain. Second, our CPE separation de-
grades gradually with the increasing order of PSK, which is similar
to high-order modulation in active radios [52]. The tag-data BER
for 16PSK is still less than 0.97%, demonstrating the effectiveness
of our iterative CPE separation.

Impact of symbol assembly. Furthermore, we want to check how
our symbol assembly works with various clock differences. The
programmed SCDs include -40 kHz, -10 kHz, 0, 10 kHz, and 40 kHz.

5SCD is the difference of programmed values for clocks, which differs from the
groundtruth clock difference, SFO.
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Figure 13c demonstrates that our accurate symbol assembly consid-
erably reduces tag-data BERs. For example, when SCD is -40 kHz,
the tag-data BER without drop/duplicate is 36%, then it plummets
to 0.011% after introducing our symbol assembly. Similar trends
are observed for other SCDs. Meanwhile, the tag-data BERs are
always under 0.024%, showing our symbol assembly is consistent
and reliable.

Customized phase tracking. Also, we conduct experiments to
validate our proposed phase tracking for ambient-data demodula-
tion. Results in Figure 13d manifest the ambient-data BERs decrease
substantially after customized phase tracking. For instance, when
the SCD is 40 kHz, the ambient-data BER is 42% before phase track-
ing. Later it sharply lowers to 0.01% after phase tracking. Such
an improvement is because our phase tracking is processed on a
symbol-by-symbol basis, avoiding incorrect pilot averaging and
phase unwrapping across symbols. Moreover, the ambient-data
BERs are all less than 0.01% for various SCDs. Such high-quality
demodulation facilitates our synchronization design substantially.
Interference at DC. One may be concerned that using zero-subcarriers
is improper since typical WiFi uses simple yet cheap direct-conversion
RF receivers that have strong interference at DC and thus signifi-
cantly spoil the tag-data accuracy in the backscatter system. How-
ever, the zero-subcarriers used in our modulation are purely virtual,
which means the DC subcarrier after backscattering is still NULL.
Figure 14 manifests the power spectral density (PSD) of 802.11n sig-
nals before and after backscattering in simulations and real-world
measurements. The power of zero-subcarriers can be demonstrated
by the PSD value at the center frequency, which has a negligible
difference before and after backscattering. In detail, they are -83.5
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Figure 16: Tag streaming with uncontrolled traffic.

and -83.1 dBm/Hz in simulation, and -83.7 and -82.6 dBm/Hz in
real-world measurements.

Joint synchronization. Additionally, we check whether accurate
joint synchronization helps reduce tag-data BERs. In Figure 15a,
we show tag-data BERs at different search points in an interval.
We can see that the achieved lowest BER happens at the optimal
synchronization point, which confirms that the receiver feedback
correctly guides the search process. When the point is offset by 800
ns, its BER rises rapidly to 30% from 0.01% at the optimal point.
High-order PSK. Finally, we plan to look into the compatibility
of our high-order PSK with varying modulation schemes on exci-
tations. In this experiment, the modulation schemes of excitations
include BPSK, 16QAM, and 64QAM, and those of tag modulation are
BPSK, QPSK, and 16PSK. Results in Figure 15b reveal that our tag
modulation works well with all different excitations. Such perva-
siveness is as expected because our key insight of zero-subcarriers is
to view every OFDM-WIiFi packet a virtual single tone. It reconfirms
that our tag modulation is independent of excitation modulation,
so are tag and ambient demodulation.

Ambient traffic for tag streaming. Next, we show how CAB en-
ables battery-free live-streaming with uncontrolled ambient traffic.
We let a Dell laptop connect to an AP through WiFi 4 and generate
normal WiFi traffic in various ways. We first download a 10 GB
file, then generate video streaming traffic by playing a 1080p, 30
fps blue-ray movie on an online video site. The traffic lasts while
the file is downloading or the video is playing, but the rate may
vary significantly from time to time. Our battery-free prototype
takes those traffic as carriers, and backscatters image data from the
OV7670 camera at 240p (426*240). Upon receiving backscattered
signals, the receiver demodulates these backscattered live streams
in real-time. We adopt the intra-frame algorithm in [43] and achieve
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69X compression ratio on average. Another average compression
ratio of 38 X can be realized by inter-frame compression [43] while
maintaining a peak signal-to-noise ratio (PSNR) of more than 30
dB.

The streaming results are plotted in Figure 16. We can see that
the ambient WiFi traffic of file downloading is quite stable, around
20 Mbps, whereas that of video streaming has ups (~ 19 Mbps)
and downs (~ 2 Mbps). This is because cache servers for improv-
ing quality of experience (QoE) are standard nowadays for most
http-streaming platforms [13, 15]. Also, we observe that the tag-
streaming traffic is similar to excitation traffic. This manifests
the characteristic of ambient backscatter: CAB can exploit it for
backscatter communication whenever there is usable ambient traf-
fic. For instance, with file-downloading excitations, the average
achieved tag-streaming rate is 37.1 fps (approximately 33.4 kbps ),
showing CAB’s decent capability for battery-free live streaming.
As this demo is general and ambient WiFi is pervasive, it opens
the door for high-throughput battery-free sensing by leveraging
uncontrolled ambient traffic. Future tag-streaming rates could be
further improved by several means, e.g., denser tag modulation [52],
advanced compression algorithms [56], and more ambient traffic
types [30].

CAB with ambient LTE. Finally, we demonstrate that CAB’s prin-
ciple can be generalized to other OFDM ambient traffic by extending
it to ambient LTE [10]. For ambient LTE, we use downlinks from cell
towers to user equipments (UEs) as excitations. Like pilots in WiFi,
LTE signals include predefined reference signals, from which we
create virtual zero-subcarriers to convey tag data. The LTE eNodeB
and UEs are implemented using LTE SDR OpenAirInterface [11]
and srsLTE [12]. From the results in Figure 17b, we observe that
tag data can be transmitted reliably via ambient LTE. For example,
the tag-data BERs are below 0.002% with BPSK modulation across
different tag-rx distances. As ambient LTE signals are ubiquitous
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worldwide, it shows CAB’s readiness for a range of novel sensing
paradigms for LTE devices.

Co-existence with ambient WiFi. Next, we plan to look into
whether the CAB can co-exist with WiFi networks. We transmitted
300 Mbps WiFi 4 signals on channel 1, then put the CAB tag 1 m
away from the WiFi receiver. With and without backscatter on the
tag, we measure the throughput of ambient WiFi. Results in Figure
18 reveal that the CAB tag has a negligible impact on ambient WiFi
traffic. In more detail, the median throughput with and without
backscatter is 293.53 and 293.65 Mbps, respectively.

6 RELATED WORK

Backscatter communication has the cutting-edge of low-power
transmission at backscatter nodes [23-29, 38, 64]. Ambient backscat-
ter systems further employ standard radios in backscatter transmis-
sion. Ambient backscatter systems can be broadly classified into
three categories based on the types of excitations.
Content-agnostic. The seminal work, ambient backscatter [39],
proposes to leverage TV signals in the air to realize battery-free
backscatter communication. WiFi backscatter [34] builds on top of
this idea and enables the first general-purpose WiFi backscatter for
Internet connectivity. FS-backscatter [60] observes that frequency
shifting is the key to improve demodulation accuracy. Although
those systems can demodulate tag data without knowing ambient
data, they suffer low throughput due to packet-level modulation, up
to thousands of bps. As opposed to those prior works, CAB supports
symbol-level tag modulation and agnostic demodulation, which
achieves over 300 Mbps aggregate throughput and 97% Shannon
capacity.

Content-aware. For uncontrolled ambient traffic, the pioneer-
ing work, Hitchhike [58] proposes to make uncontrolled ambient
802.11b signals as carriers and uses codeword translation for tag
modulation and demodulation. It not only achieves decent through-
put (~ 300 kbps) due to symbol-level modulation but also can work
with off-the-shelf devices. A number of works receive inspiration
from this, e.g., MOXcatter [61], X-Tandem [62], PLoRa [44], LScatter
[20], TScatter [40]. BackFi [19] builds a ‘“WiFi reader’ using full-
duplex radios and achieves a maximal throughput of 6.67 Mbps. Yet,
those systems are content-based because they require ambient data
to decode tag data. In contrast, CAB is agnostic and can decode
both ambient and tag data from backscattered signals alone, greatly
boosting band efficiency and practicality of ambient backscatter.
CW-based. The systems of this category mainly use a helper de-
vice that can generate CW as carriers. Passive Wi-Fi provides a
low-power tag design that backscatters CW into standard 802.11b
signals [35]. LoRa backscatter extends the uplink range to 2.8 km
for long-range backscatter communication using a dedicated single-
tone generator [48]. Interscatter novelly uses reverse whitening
techniques to turn a Bluetooth signal into a partial single tone
and further backscatter it into ZigBee and 802.11b signals [31].
While those systems contribute to general-purpose backscatter
communication in different ways, the requirement of single tones
as excitations poses challenges on the pathways to widespread
deployment.
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CAB builds on all these works and proposes the first content-
agnostic ambient backscatter that delivers near Shannon-capacity
throughput.

7 DISCUSSION AND FUTURE WORK

COTS receiver. The factor limiting commodity off-the-shelf (COTS)
devices as receivers is that current WiFi network interface con-
trollers (NICs) do not provide access to pilot subcarriers on the PHY
layer. Although CAB relies on PHY data, we believe it is promising
to implement CAB in commodity NICs in the future since more
and more APIs for PHY data provided by NICs enable various func-
tions and applications. For example, Linux CSI Tool [7] supplies
a convenient way to obtain CSI from the modified firmware, the
output has selective 30 data subcarriers. Besides, CTE fields in Blue-
tooth 5 direction-finding packets, for example, convey IQ data to
the receiver host, allowing it to analyze the channel and locate the
transmitter [6].

Ambient traffic patterns. Although we design CAB to work with
various ambient traffic patterns, its ambient-data demodulation
would degrade for sporadic WiFi traffic because the synchronization
accuracy would be affected when the intervals between packets are
not stable. Yet, it barely affects tag-data demodulation. Future work
includes designing proper low-power WiFi demodulation schemes
to obtain S-LTF and L-LTF fields.

For low-power IoTs to reach widespread deployment, ambient
backscatter is one of the most promising solutions. CAB’s main
contribution is to provide a novel way to exploit all the uncontrolled
OFDM-WiFi signals as virtual single tones. Based on this insight,
we have built several prototypes to show that CAB is universal with
WiFi 3/4/5/6, and its throughput reaches near Shannon capacity.
We believe that CAB takes a curial step forward on ubiquitous
battery-free IoTs and paves the way for fast and wide adoption of
general-purpose backscatter communication.
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